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QUESTION 1

A company is designing its first DRP and has identified a disaster recovery site for use in resuming operations. The
company, however, will be unable to place any equipment in the site until the need arises. Which of the following BEST
describes this site type? 

A. Hot site 

B. Cold site 

C. Warm site 

D. Hybrid site 

Correct Answer: B 

 

QUESTION 2

An administrator has been tasked with consolidating six individual servers into one blade enclosure. The administrator
completed the task successfully. A week later, all of the blades would not boot properly. Which of the following would
MOST likely be causing this issue? 

A. The blade servers are faulty. 

B. The network module on the blade enclosure is faulty. 

C. The backplane of the enclosure is faulty. 

D. The management modules in the enclosure are faulty. 

Correct Answer: C 

 

QUESTION 3

A server recently suffered a malware attack. During forensic analysis, it was found that the vulnerability had been on the
server all along. The malware finally rendered the server inoperative when a systems administrator logged onto the
server to view setting. Which of the following could have triggered the attack? 

A. Privilege escalation occurred when the administrator logged in. 

B. The systems administrator used a malware-infected site. 

C. A user kicked off the malware attack remotely to the server. 

D. The company did not renew the malware license. 

Correct Answer: A 
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QUESTION 4

A network technician is replacing a failed drive in a RAID 5 array. Over time, access to the volumes in the array has
slowed down. The technician wants to increase the speed of the RAID array and chooses to replace the 10000rpm SAS
drive with a low-latency SSD drive. Which of the following is the problem with this solution? 

A. SSD drives cannot be used in RAID arrays 

B. Performance will not be increased 

C. SAS drives are faster due to their high spindle speed 

D. All the drives in the RAID array must be replaced simultaneously 

Correct Answer: D 

 

QUESTION 5

A technician wants to disable USB ports on the server to prevent booting from a flash drive. Which of the following
actions should the technician take to accomplish this task? 

A. Disable the USB ports on BIOS setup 

B. Disable the USB ports on Device Manager 

C. Disable the USB ports on Control Panel 

D. Disable the USB ports on UAC 

Correct Answer: A 

 

QUESTION 6

An administrator wants to ensure a server OS and data can be recovered in case all the server\\'s hard disk drives fail
simultaneously. Which of the following backup types must be implemented to meet the requirements? 

A. Full backup 

B. Differential 

C. Incremental 

D. Bare metal 

Correct Answer: A 

 

QUESTION 7

An administrator needs to install 20 new servers via PXE. Which of the following must be available on the network to
complete this task? 
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A. TFTP server 

B. DNS server 

C. SFTP server 

D. SCP server 

Correct Answer: A 

 

QUESTION 8

Which of the following memory technologies has the HIGHEST cost to implement? 

A. ECC 

B. RAID 

C. Pairing 

D. Registered 

Correct Answer: B 

 

QUESTION 9

A technician installed a new 2GB hard drive on a server, but it only shows 1.86GB of unformatted space. Which of the
following is a reason for the difference? 

A. Manufacturers use base 10 instead of base 2 in advertising disk space. 

B. A swap file is added to the drive automatically, reducing available disk space. 

C. The disk controller maps out a section of hard drive space for diagnostics. 

D. Disk drivers consume space of the hard drive. 

Correct Answer: A 

 

QUESTION 10

Which of the following allows virtual machines to share the NIC of the host? 

A. Virtual LANs 

B. NAT 

C. Bridging D. Virtual NICs 

Correct Answer: C 
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QUESTION 11

A datacenter technician encounters a power receptacle labeled NEMA L5-30. Which of the following powers is this
socket rated for? 

A. 115v 30 amp 

B. 208v 30 amp 

C. 220v 1 phase 

D. 440v 3 phase 

Correct Answer: A 

 

QUESTION 12

A server technician is configuring a remote site and must ensure an active-active, site-to-site replication is enabled to
adhere to disaster recovery initiatives with little to no change between production and the remote site. Which of the
following site types BEST represents the purpose of this remote site? 

A. Cold site 

B. Warm site 

C. Hot site 

D. Off-site 

Correct Answer: C 

 

QUESTION 13

An administrator has been asked to transfer a large file over the Internet to a customer. The transfer is needed as soon
as possible. Which of the following protocols is the administrator MOST likely to use? 

A. SCP 

B. SFTP 

C. FTPS 

D. FTP 

E. HTTP 

F. HTTPS 

Correct Answer: D 
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QUESTION 14

A network administrator is installing additional devices on the network. Currently, the network segment is utilizing all
allocated IP addresses. If there are additional addresses available, which of the following would be BEST for the
network administrator to perform to accommodate the new network devices? 

A. Create a new DHCP scope for the network segment in question. 

B. Configure the DHCP server for IPv6. 

C. Configure the network to use NAT for the network segment in question. 

D. Increase the size of the DHCP scope for the network segment in question. 

Correct Answer: D 

 

QUESTION 15

Which of the following ports should be open if a server is configured as an email server with high security for incoming
connections? (Choose two.) 

A. TCP 110 

B. TCP 143 

C. TCP 161 

D. TCP 993 

E. TCP 995 

Correct Answer: DE 
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