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QUESTION 1

You implement Safe Attachments policies in Microsoft Defender for Office 365. 

Users report that email messages containing attachments take longer than expected to be received. 

You need to reduce the amount of time it takes to deliver messages that contain attachments without compromising
security. The attachments must be scanned for malware, and any messages that contain malware must be blocked. 

What should you configure in the Safe Attachments policies? 

A. Dynamic Delivery 

B. Replace 

C. Block and Enable redirect 

D. Monitor and Enable redirect 

Correct Answer: A 

Reference: https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/safe-attachments?view=o365-
worldwide 

 

QUESTION 2

You have two Azure subscriptions that use Microsoft Defender for Cloud. 

You need to ensure that specific Defender for Cloud security alerts are suppressed at the root management group level.
The solution must minimize administrative effort. 

What should you do in the Azure portal? 

A. Create an Azure Policy assignment. 

B. Modify the Workload protections settings in Defender for Cloud. 

C. Create an alert rule in Azure Monitor. 

D. Modify the alert settings in Defender for Cloud. 

Correct Answer: D 

You can use alerts suppression rules to suppress false positives or other unwanted security alerts from Defender for
Cloud. Note: To create a rule directly in the Azure portal: 

1.

 From Defender for Cloud\\'s security alerts page: 

Select the specific alert you don\\'t want to see anymore, and from the details pane, select Take action. 

Or, select the suppression rules link at the top of the page, and from the suppression rules page select Create new
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suppression rule: 

2.

 In the new suppression rule pane, enter the details of your new rule. Your rule can dismiss the alert on all resources so
you don\\'t get any alerts like this one in the future. Your rule can dismiss the alert on specific criteria - when it relates to 

a specific IP address, process name, user account, Azure resource, or location. 

3.

 Enter details of the rule. 

4.

 Save the rule. 

Reference: https://docs.microsoft.com/en-us/azure/defender-for-cloud/alerts-suppression-rules 

 

QUESTION 3

Your company has a single office in Istanbul and a Microsoft 365 subscription. 

The company plans to use conditional access policies to enforce multi-factor authentication (MFA). 

You need to enforce MFA for all users who work remotely. 

What should you include in the solution? 

A. a fraud alert 

B. a user risk policy 

C. a named location 

D. a sign-in user policy 

Correct Answer: C 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition 

 

QUESTION 4

You need to receive a security alert when a user attempts to sign in from a location that was never used by the other
users in your organization to sign in. Which anomaly detection policy should you use? 

A. Impossible travel 

B. Activity from anonymous IP addresses 

C. Activity from infrequent country 

D. Malware detection 
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Correct Answer: C 

Activity from a country/region that could indicate malicious activity. This policy profiles your environment and triggers
alerts when activity is detected from a location that was not recently or was never visited by any user in the
organization. 

Activity from the same user in different locations within a time period that is shorter than the expected travel time
between the two locations. This can indicate a credential breach, however, it\\'s also possible that the user\\'s actual
location is 

masked, for example, by using a VPN. 

Reference: 

https://docs.microsoft.com/en-us/cloud-app-security/anomaly-detection-policy 

 

QUESTION 5

You have a Microsoft Sentinel workspace named Workspace1. 

You need to exclude a built-in, source-specific Advanced Security information Model (ASIM) parse from a built-in unified
ASIM parser. 

What should you create in Workspace1? 

A. a watch list 

B. an analytic rule 

C. a hunting query 

D. a workbook 

Correct Answer: A 

 

QUESTION 6

You need to configure Microsoft Cloud App Security to generate alerts and trigger remediation actions in response to
external sharing of confidential files. 

Which two actions should you perform in the Cloud App Security portal? Each correct answer presents part of the
solution. 

NOTE: Each correct selection is worth one point. 

A. From Settings, select Information Protection, select Azure Information Protection, and then select Only scan files for
Azure Information Protection classification labels and content inspection warnings from this tenant. 

B. Select Investigate files, and then filter App to Office 365. 

C. Select Investigate files, and then select New policy from search. 

D. From Settings, select Information Protection, select Azure Information Protection, and then select Automatically scan
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new files for Azure Information Protection classification labels and content inspection warnings. 

E. From Settings, select Information Protection, select Files, and then enable file monitoring. 

F. Select Investigate files, and then filter File Type to Document. 

Correct Answer: DE 

Reference: https://docs.microsoft.com/en-us/cloud-app-security/tutorial-dlp https://docs.microsoft.com/en-us/cloud-app-
security/azip-integration 

 

QUESTION 7

You have a Microsoft Sentinel workspace that contains the following incident. 

Brute force attack against Azure Portal analytics rule has been triggered. 

You need to identify the geolocation information that corresponds to the incident. 

What should you do? 

A. From Overview, review the Potential malicious events map. 

B. From Incidents, review the details of the iPCustomEntity entity associated with the incident. 

C. From Incidents, review the details of the AccouncCuscomEntity entity associated with the incident. 

D. From Investigation, review insights on the incident entity. 

Correct Answer: A 

Potential malicious events: When traffic is detected from sources that are known to be malicious, Microsoft Sentinel
alerts you on the map. If you see orange, it is inbound traffic: 

someone is trying to access your organization from a known malicious IP address. If you see Outbound (red) activity, it
means that data from your network is being streamed out of your organization to a known malicious IP address. 

 

QUESTION 8

You create a hunting query in Azure Sentinel. 

You need to receive a notification in the Azure portal as soon as the hunting query detects a match on the query. The
solution must minimize effort. 

What should you use? 

A. a playbook 

B. a notebook 

C. a livestream 

D. a bookmark 
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Correct Answer: C 

Use livestream to run a specific query constantly, presenting results as they come in. 

Reference: https://docs.microsoft.com/en-us/azure/sentinel/hunting 

 

QUESTION 9

You have a playbook in Azure Sentinel. 

When you trigger the playbook, it sends an email to a distribution group. 

You need to modify the playbook to send the email to the owner of the resource instead of the distribution group. 

What should you do? 

A. Add a parameter and modify the trigger. 

B. Add a custom data connector and modify the trigger. 

C. Add a condition and modify the action. 

D. Add a parameter and modify the action. 

Correct Answer: D 

 

Reference: https://azsec.azurewebsites.net/2020/01/19/notify-azure-sentinel-alert-to-your-email-automatically/ 

 

QUESTION 10

HOTSPOT 

You are informed of an increase in malicious email being received by users. 

You need to create an advanced hunting query in Microsoft 365 Defender to identify whether the accounts of the email
recipients were compromised. The query must return the most recent 20 sign-ins performed by the recipients within an 

hour of receiving the known malicious email. 

How should you complete the query? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 
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Reference: https://docs.microsoft.com/en-us/microsoft-365/security/defender/advanced-hunting-query-emails-
devices?view=o365-worldwide 

 

QUESTION 11

You have an Azure subscription that uses Microsoft Defender for Cloud and contains a resource group named RG1.
RG1. You need to configure just in time (JIT) VM access for the virtual machines in RG1. The solution must meet the
following 

1.

 Limit the maximum request time to two hours. 

2.

 Limit protocol access to Remote Desktop Protocol (RDP) only. 

3.

 Minimize administrative effort. What should you use? 

A. Azure AD Privileged Identity Management (PIM) 

B. Azure Policy 

C. Azure Front Door 
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D. Azure Bastion 

Correct Answer: A 

 

QUESTION 12

HOTSPOT 

You need to create a query for a workbook. The query must meet the following requirements: 

1. 

List all incidents by incident number. 

2. 

Only include the most recent log for each incident. 

How should you complete the query? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Reference: https://www.drware.com/whats-new-soc-operational-metrics-now-available-in-sentinel/ 

 

QUESTION 13

You have an Azure subscription named Sub1 and a Microsoft 365 subscription. Sub1 is linked to an Azure Active
Directory (Azure AD) tenant named contoso.com. 

You create an Azure Sentinel workspace named workspace1. In workspace1, you activate an Azure AD connector for
contoso.com and an Office 365 connector for the Microsoft 365 subscription. 

You need to use the Fusion rule to detect multi-staged attacks that include suspicious sign-ins to contoso.com followed
by anomalous Microsoft Office 365 activity. 

Which two actions should you perform? Each correct answer present part of the solution. 

NOTE: Each correct selection is worth one point. 

A. Create custom rule based on the Office 365 connector templates. 

B. Create a Microsoft incident creation rule based on Azure Security Center. 

C. Create a Microsoft Cloud App Security connector. 

D. Create an Azure AD Identity Protection connector. 

Correct Answer: AB 

 

 

QUESTION 14

DRAG DROP 

You create a new Azure subscription and start collecting logs for Azure Monitor. 

You need to configure Azure Security Center to detect possible threats related to sign-ins from suspicious IP addresses
to Azure virtual machines. The solution must validate the configuration. 
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Which three actions should you perform in a sequence? To answer, move the appropriate actions from the list of action
to the answer area and arrange them in the correct order. 

Select and Place: 

Correct Answer: 

Reference: https://docs.microsoft.com/en-us/azure/security-center/security-center-alert-validation 

 

QUESTION 15
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You have a Microsoft 365 E5 subscription that is linked to a hybrid Azure AD tenant. 

You need to identify all the changes made to Domain Admins group during the past 30 days. 

What should you use? 

A. the Azure Active Directory Provisioning Analysis workbook 

B. the Overview settings of Insider risk management 

C. the Modifications of sensitive groups report in Microsoft Defender for Identity 

D. the identity security posture assessment in Microsoft Defender for Cloud Apps 

Correct Answer: C 
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