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QUESTION 1

Your company is storing millions of sensitive transactions across thousands of 100-GB files that must be encrypted in
transit and at rest. Analysts concurrently depend on subsets of files, which can consume up to 5 TB of space, to
generate simulations that can be used to steer business decisions. You are required to design an AWS solution that can
cost effectively accommodate the long-term storage and in-flight subsets of data. 

A. Use Amazon Simple Storage Service (S3) with server-side encryption, and run simulations on subsets in ephemeral
drives on Amazon EC2. 

B. Use Amazon S3 with server-side encryption, and run simulations on subsets in-memory on Amazon EC2. 

C. Use HDFS on Amazon EMR, and run simulations on subsets in ephemeral drives on Amazon EC2. 

D. Use HDFS on Amazon Elastic MapReduce (EMR), and run simulations on subsets in-memory on Amazon Elastic
Compute Cloud (EC2). 

E. Store the full data set in encrypted Amazon Elastic Block Store (EBS) volumes, and regularly capture snapshots that
can be cloned to EC2 workstations. 

Correct Answer: D 

 

QUESTION 2

A development team is collaborating with another company to create an integrate product. The other company needs to
access an Amazon Simple Queue Service (Amazon SQS) queue that is contained in the development team\\'s account.
The other company wants to poll the queue without giving up its own account permissions to do so. 

How should a solutions architect provide access to the 303 queue7 

A. Create an Instance profile that provides the other company access to the SQS queue 

B. Create an IAM policy that provides the other company access to the SQS queue. 

C. Create an SQS access policy that provides the other company access to the SQS queue 

D. Create an Amazon Simple Notification Service (Amazon SNS) aeons policy that provides the other company access
to the SQS queue 

Correct Answer: C 

 

 

QUESTION 3

A company is designing a message-driven order processing application on AWS. The application consists of many
services and needs to communicate the results of its processing to multiple consuming services. Each of the consuming
services may take up to 5 days to receive the messages 

Which process will meet these requirements? 
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A. The application sends the results of its processing to an Amazon Simple Notification Service (Amazon SNS) topic
Each consuming service subscribes to this SNS topic and consumes the results 

B. The application sends the results of its processing to an Amazon Simple Notification Service (Amazon SNS) topic
Each consuming service consumes the messages directly from its corresponding SNS topic. 

C. The application sends the results of its processing to an Amazon Simple Queue Service (Amazon SQS) queue Each
consuming service runs as an AWS Lambda function that consumes this single SQS queue. 

D. The application sends the results of its processing to an Amazon Simple Notification Service (Amazon SNS) topic. An
Amazon Simple Queue Service (Amazon SQS) queue is created for each service and each queue is configured to be a
subscriber of the SNS topic. 

Correct Answer: C 

 

QUESTION 4

A company is migrating a Linux-based web server group to AWS The web servers must access files in a shared file
store for some content To meet the migration date, minimal changes can be made What should a solutions architect do
to meet these requirements? 

A. Create an Amazon S3 Standard bucket with access to the web server. 

B. Configure an Amazon CloudFront distribution with an Amazon S3 bucket as the origin 

C. Create an Amazon Elastic File System (Amazon EFS) volume and mount it on all web servers 

D. Configure Amazon Elastic Block Store (Amazon EBS) Provisioned IOPS SSD (io1) volumes and mount them on all
web servers. 

Correct Answer: C 

 

QUESTION 5

A company is planning to run a group of Amazon EC2 instances that connect to an Amazon Aurora database. The
company has built an AWS Cloud Formation template to deploy the EC2 instances and the Aurora DB cluster. The
company wants to allow the instances to authenticate to the database in a secure way. The company does not want to
maintain static database credentials. 

Which solution meets these requirements with the LEAST operational effort? 

A. Create a database user with a user name and password. Add parameters for the database user name and password
to the CloudFormation template. Pass the parameters to the EC2 instances when the instances are launched. 

B. Create a database user with a user name and password. Store the user name and password in AWS Systems
Manager Parameter Store Configure the EC2 instances to retrieve the database credentials from Parameter Store. 

C. Configure the DB cluster to use IAM database authentication. Create a database user to use with IAM authentication.
Associate a role with the EC2 instances to allow applications on the instances to access the database. 

D. Configure the DB cluster to use IAM database authentication with an IAM user. Create a database user that has a
name that matches the IAM user. Associate the IAM user with the EC2 instances to allow applications on the instances
to access the database. 
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Correct Answer: C 

Reference: https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/deploying.applications.html 

 

QUESTION 6

A company wants to create a mobile app that allows users to stream slow-motion video clips on their mobile devices
Currently, the app captures video clips and uploads the video clips in raw format into an Amazon S3 bucket The app
retrieves these video clips directly from the S3 bucket. However the videos are large in their raw format. 

Users are experiencing issues with buffering and playback on mobile devices. The company wants to implement
solutions to maximize the performance and scalability of the app while minimizing operational overhead. 

Which combination of solutions will meet these requirements? (Select TWO.) 

A. Deploy Amazon CloudFront for content delivery and caching 

B. Use AWS DataSync to replicate the video files across AWS Regions in other S3 buckets 

C. Use Amazon Elastic Transcoder to convert the video files to more appropriate formats 

D. Deploy an Auto Scaling group of Amazon EC2 instances in Local Zones for content delivery and caching 

E. Deploy an Auto Scaling group of Amazon EC2 instances to convert the video files to more appropriate formats 

Correct Answer: CD 

 

QUESTION 7

A company runs a web service on Amazon EC2 instances behind an Application Load Balancer The instances run in an
Amazon EC2 Auto Scaling group across two Availability Zones The company needs a minimum of four instances at all 

limes to meet the required service level agreement (SLA) while keeping costs low. 

If an Availability Zone fails, how can the company remain compliant with the SLA? 

A. Add a target tracking scaling policy with a short cooldown period 

B. Change the Auto Scaling group launch configuration to use a larger instance type 

C. Change the Auto Scaling group to use six servers across three Availability Zones 

D. Change the Auto Scaling group to use eight servers across two Availability Zones 

Correct Answer: D 

 

QUESTION 8

A company has an application that uses an Amazon OynamoDB table lew storage. A solutions architect discovers that
many requests to the table are not returning the latest data. The company\\'s users have not reported any other issues
with database performance Latency is in an acceptable range. 
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Which design change should the solutions architect recommend? 

A. Add read replicas to the table. 

B. Use a global secondary index (GSI). 

C. Request strongly consistent reads for the table 

D. Request eventually consistent reads for the table. 

Correct Answer: C 

 

 

QUESTION 9

A company is running a highly sensitive application on Amazon EC2 backed by an Amazon RDS database Compliance
regulations mandate that all personally identifiable information (Pll) be encrypted at rest. 

Which solution should a solutions architect recommend to meet this requirement with the LEAST amount of changes to
the infrastructure? 

A. Deploy AWS Certificate Manager to generate certificates Use the certificates to encrypt the database volume 

B. Deploy AWS CloudHSM, generate encryption keys, and use the customer master key (CMK) to encrypt database
volumes 

C. Configure SSL encryption using AWS Key Management Service customer master keys (AWS KMS CMKs) to encrypt
database volumes. 

D. Configure Amazon Elastic Block Store (Amazon EBS) encryption and Amazon RDS encryption with AWS Key
Management Service (AWS KMS) keys to encrypt instance and database volumes 

Correct Answer: D 

 

QUESTION 10

A company has a web application hosted over 10 Amazon CC2 instances with traffic directed by Amazon Route 53. The
company occasionally experiences a timeout error when attempting to browse the application. The networking team
finds that some DNS queries return IP addresses of unhealthy instances, resulting in the timeout error. 

What should a solutions architect implement to overcome these timeout errors? 

A. Create a Route 53 simple touting policy record lot each EC2 instance Associate a hearth check with each record 

B. Create a Route 53 failover routing policy record for each EC2 instance Associate a health check with each record 

C. Create an Amazon CloudFront distribution with EC? instances as its origin Associate a health check with the EC2
instances 

D. Create an Application Load Balancer (ALB) with a health check in front of the EC2 instances Route to the ALB from
Route 53 
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Correct Answer: D 

 

 

QUESTION 11

A company stores confidential data in an Amazon Aurora PostgreSQL database in the ap-southeast-3 Region The
database is encrypted with an AWS Key Management Service (AWS KMS) customer managed key The company was
recently acquired and must securely share a backup of the database with the acquiring company\\'s AWS account in ap-
southeast-3. 

What should a solutions architect do to meet these requirements? 

A. Create a database snapshot Copy the snapshot to a new unencrypted snapshot Share the new snapshot with the
acquiring company\\'s AWS account. 

B. Create a database snapshot Add the acquiring company\\'s AWS account to the KMS key policy Share the snapshot
with the acquiring company\\'s AWS account. 

C. Create a database snapshot that uses a different AWS managed KMS key Add the acquiring company\\'s AWS
account to the KMS key alias. Share the snapshot with the acquiring company\\'s AWS account. 

D. Create a database snapshot Download the database snapshot Upload the database snapshot to an Amazon S3
bucket Update the S3 bucket policy to allow access from the acquiring company\\'s AWS account. 

Correct Answer: A 

 

QUESTION 12

A company is planning on deploying a newly built application on AWS in a default VPC. The application will consist of a
web layer and database layer. The web server was created in public subnets, and the MySQL database was created in
private subnet. All subnets are created with the default network ACL settings, and the default security group in the VPC
will be replaced with new custom security groups. 

A. Create a database server security group with inbound and outbound rules for MySQL port 3306 traffic to and from
anywhere (0.0.0.0/0). 

B. Create a database server security group with an inbound rule for MySQL port 3300 and specify the source as a web
server security group. 

C. Create a web server security group within an inbound allow rule for HTTPS port 443 traffic from anywbere (0.0.0.0/0)
and an inbound deny rule for IP range 182. 20.0.0/16. 

D. Create a web server security group with an inbound rule for HTTPS port 443 traffic from anywhere (0.0.0.0/0). Create
network ACL inbound and outbound deny rules for IP range 182. 20.0.0/16. 

E. Create a web server security group with an inbound and outbound rules for HTTPS port 443 traffic to and from
anywbere (0.0.0.0/0). Create a network ACL inbound deny rule for IP range 182. 20.0.0/16. 

Correct Answer: BD 
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QUESTION 13

A marketing company is storing CSV files in an Amazon S3 bucket for statistical analysis An application on an Amazon
EC2 instance needs permission to efficiently process the CSV data stored in the S3 bucket. 

Which action will MOST securely grant the EC2 instance access to the S3 bucket? 

A. Attach a resource-based policy to the S3 bucket 

B. Create an IAM user for the application with specific permissions to the S3 bucket 

C. Associate an IAM role with least privilege permissions to the EC2 instance profile 

D. Store AWS credentials directly on the EC2 instance for applications on the instance to use for API calls 

Correct Answer: C 

 

 

QUESTION 14

A company is developing a serverless web application that gives users the ability to interact with real-time analytics from
online games. 

The data from the games must be streamed in real time. 

The company needs a durable, low-latency database option for user data. 

The company does not know how many users will use the application. 

Any design considerations must provide response times of single-digit milliseconds as the application scales. 

Which combination of AWS services will meet these requirements? (Select TWO.) 

A. Amazon CloudFront 

B. Amazon DynamoDB 

C. Amazon Kinesis 

D. Amazon RDS 

E. AWS Global Accelerator 

Correct Answer: BC 

Reference: https://docs.aws.amazon.com/AmazonS3/latest/userguide/optimizing-performance.html
https://aws.amazon.com/products/databases/real-time-apps-elasticache-for-redis/ 

 

QUESTION 15

A company has deployed a database in Amazon RDS for MySQL. Due to increased transactions, the database support
team is reporting slow reads against the DB instance and recommends adding a read replica. 
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Which combination of actions should a solutions architect take before implementing this change? {Select TWO.) 

A. Enable binlog replication on the RDS primary node. 

B. Choose a failover priority for the source DB instance. 

C. Allow long-running transactions to complete on the source DB instance. 

D. Create a global table and specify the AWS Regions where the table will be available. 

E. Enable automatic backups on the source instance by setting the backup retention period to a value other than 0. 

Correct Answer: AE 

Reference: https://hevodata.com/learn/aws-rds-postgres-replication/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html 
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