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QUESTION 1

A security administrator notices a recent increase in workstations becoming compromised by malware. Often, the
malware is delivered via drive-by downloads, from malware hosting websites, and is not being detected by the corporate
antivirus. Which of the following solutions would provide the BEST protection for the company? 

A. Increase the frequency of antivirus downloads and install updates to all workstations. 

B. Deploy a cloud-based content filter and enable the appropriate category to prevent further infections. 

C. Deploy a WAF to inspect and block all web traffic which may contain malware and exploits. 

D. Deploy a web based gateway antivirus server to intercept viruses before they enter the network. 

Correct Answer: B 

The undetected malware gets delivered to the company via drive-by and malware hosing websites. Display filters and
Capture filters when deployed on the cloud-based content should provide the protection required. 

 

QUESTION 2

The Information Security Officer (ISO) is reviewing a summary of the findings from the last COOP tabletop exercise. The
Chief Information Officer (CIO) wants to determine which additional controls must be implemented to reduce the risk of
an extended customer service outage due to the VoIP system being unavailable. Which of the following BEST describes
the scenario presented and the document the ISO is reviewing? 

A. The ISO is evaluating the business implications of a recent telephone system failure within the BIA. 

B. The ISO is investigating the impact of a possible downtime of the messaging system within the RA. 

C. The ISO is calculating the budget adjustment needed to ensure audio/video system redundancy within the RFQ. 

D. The ISO is assessing the effect of a simulated downtime involving the telecommunication system within the AAR. 

Correct Answer: D 

VoIP is an integral part of network design and in particular remote access, that enables customers accessing and
communicating with the company. If VoIP is unavailable then the company is in a situation that can be compared to
downtime. And since the ISO is reviewing he summary of findings from the last COOP tabletop exercise, it can be said
that the ISO is assessing the effect of a simulated downtime within the AAR. 

 

QUESTION 3

In a situation where data is to be recovered from an attacker\\'s location, which of the following are the FIRST things to
capture? (Select TWO). 

A. Removable media 

B. Passwords written on scrap paper 

C. Snapshots of data on the monitor 
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D. Documents on the printer 

E. Volatile system memory 

F. System hard drive 

Correct Answer: CE 

An exact copy of the attacker\\'s system must be captured for further investigation so that the original data can remain
unchanged. An analyst will then start the process of capturing data from the most volatile to the least volatile. The order
of volatility from most volatile to least volatile is as follows: Data in RAM, including CPU cache and recently used data
and applications Data in RAM, including system and network processes Swap files (also known as paging files) stored
on local disk drives Data stored on local disk drives Logs stored on remote systems Archive media 

 

QUESTION 4

An insurance company has an online quoting system for insurance premiums. It allows potential customers to fill in
certain details about their car and obtain a quote. During an investigation, the following patterns were detected: 

Pattern 1 ?Analysis of the logs identifies that insurance premium forms are being filled in but only single fields are
incrementally being updated. 

Pattern 2 ?For every quote completed, a new customer number is created; due to legacy systems, customer numbers
are running out. 

Which of the following is the attack type the system is susceptible to, and what is the BEST way to defend against it?
(Select TWO). 

A. Apply a hidden field that triggers a SIEM alert 

B. Cross site scripting attack 

C. Resource exhaustion attack 

D. Input a blacklist of all known BOT malware IPs into the firewall 

E. SQL injection 

F. Implement an inline WAF and integrate into SIEM 

G. Distributed denial of service 

H. Implement firewall rules to block the attacking IP addresses 

Correct Answer: CF 

A resource exhaustion attack involves tying up predetermined resources on a system, thereby making the resources
unavailable to others. 

Implementing an inline WAF would allow for protection from attacks, as well as log and alert admins to what\\'s going
on. Integrating in into SIEM allows for logs and other security- related documentation to be collected for analysis. 

 

QUESTION 5
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A security services company is scoping a proposal with a client. They want to perform a general security audit of their
environment within a two week period and consequently have the following requirements: Requirement 1 ?Ensure their
server infrastructure operating systems are at their latest patch levels 

Requirement 2 ?Test the behavior between the application and database 

Requirement 3 ?Ensure that customer data cannot be exfiltrated 

Which of the following is the BEST solution to meet the above requirements? 

A. Penetration test, perform social engineering and run a vulnerability scanner 

B. Perform dynamic code analysis, penetration test and run a vulnerability scanner 

C. Conduct network analysis, dynamic code analysis, and static code analysis 

D. Run a protocol analyzer perform static code analysis and vulnerability assessment 

Correct Answer: B 

Requirement 1: To ensure their server infrastructure operating systems are at their latest patch levels, we can run a
vulnerability scanner. A vulnerability scanner is software designed to assess computers, computer systems, networks or
applications for weaknesses. This includes ensuring the latest patches are installed. Requirement 2: To test the
behavior between the application and database, we can perform dynamic code analysis. Dynamic analysis is the testing
and evaluation of a program by executing data in real-time. The objective is to find errors in a program while it is
running, rather than by repeatedly examining the code offline. Requirement 3: To ensure that customer data cannot be
exfiltrated, we can run a penetration test. A penetration test is used to test for vulnerabilities to exploit to gain access to
systems. If a malicious user can access a system, the user can exfiltrate the data. 

 

QUESTION 6

A security administrator wants to prevent sensitive data residing on corporate laptops and desktops from leaking outside
of the corporate network. The company has already implemented full-disk encryption and has disabled all peripheral
devices on its desktops and laptops. Which of the following additional controls MUST be implemented to minimize the
risk of data leakage? (Select TWO). 

A. A full-system backup should be implemented to a third-party provider with strong encryption for data in transit. 

B. A DLP gateway should be installed at the company border. 

C. Strong authentication should be implemented via external biometric devices. 

D. Full-tunnel VPN should be required for all network communication. 

E. Full-drive file hashing should be implemented with hashes stored on separate storage. 

F. Split-tunnel VPN should be enforced when transferring sensitive data. 

Correct Answer: BD 

Web mail, Instant Messaging and personal networking sites are some of the most common means by which corporate
data is leaked. 

Data loss prevention (DLP) is a strategy for making sure that end users do not send sensitive or critical information
outside the corporate network. The term is also used to describe software products that help a network administrator
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control 

what data end users can transfer. 

DLP software products use business rules to classify and protect confidential and critical information so that
unauthorized end users cannot accidentally or maliciously share data whose disclosure could put the organization at
risk. For 

example, if an employee tried to forward a business email outside the corporate domain or upload a corporate file to a
consumer cloud storage service like Dropbox, the employee would be denied permission. 

Full-tunnel VPN should be required for all network communication. This will ensure that all data transmitted over the
network is encrypted which would prevent a malicious user accessing the data by using packet sniffing. 

 

QUESTION 7

The risk manager has requested a security solution that is centrally managed, can easily be updated, and protects end
users\\' workstations from both known and unknown malicious attacks when connected to either the office or home
network. Which of the following would BEST meet this requirement? 

A. HIPS 

B. UTM 

C. Antivirus 

D. NIPS 

E. DLP 

Correct Answer: A 

In this question, we need to protect the workstations when connected to either the office or home network. Therefore,
we need a solution that stays with the workstation when the user takes the computer home. 

A HIPS (Host Intrusion Prevention System) is software installed on a host which monitors the host for suspicious activity
by analyzing events occurring within that host with the aim of detecting and preventing intrusion. 

Intrusion prevention systems (IPS), also known as intrusion detection and prevention systems (IDPS), are network
security appliances that monitor network and/or system activities for malicious activity. The main functions of intrusion 

prevention systems are to identify malicious activity, log information about this activity, attempt to block/stop it, and
report it. 

Intrusion prevention systems are considered extensions of intrusion detection systems because they both monitor
network traffic and/or system activities for malicious activity. The main differences are, unlike intrusion detection
systems, 

intrusion prevention systems are placed in-line and are able to actively prevent/block intrusions that are detected. More
specifically, IPS can take such actions as sending an alarm, dropping the malicious packets, resetting the connection
and/ 

or blocking the traffic from the offending IP address. 
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QUESTION 8

Company ABC is hiring customer service representatives from Company XYZ. The representatives reside at Company
XYZ\\'s headquarters. Which of the following BEST prevents Company XYZ representatives from gaining access to
unauthorized Company ABC systems? 

A. Require each Company XYZ employee to use an IPSec connection to the required systems 

B. Require Company XYZ employees to establish an encrypted VDI session to the required systems 

C. Require Company ABC employees to use two-factor authentication on the required systems 

D. Require a site-to-site VPN for intercompany communications 

Correct Answer: B 

VDI stands for Virtual Desktop Infrastructure. Virtual desktop infrastructure is the practice of hosting a desktop operating
system within a virtual machine (VM) running on a centralized server. 

Company ABC can configure virtual desktops with the required restrictions and required access to systems that the
users in company XYZ require. The users in company XYZ can then log in to the virtual desktops over a secure
encrypted 

connection and then access authorized systems only. 

 

QUESTION 9

In an effort to minimize costs, the management of a small candy company wishes to explore a cloud service option for
the development of its online applications. The company does not wish to invest heavily in IT infrastructure. Which of the
following solutions should be recommended? 

A. A public IaaS 

B. A public PaaS 

C. A public SaaS 

D. A private SaaS 

E. A private IaaS 

F. A private PaaS 

Correct Answer: B 

To develop online applications, you need a platform (a computer or virtual machine) to develop and test the application
on. For this you would use a PaaS (Platform as a Service) offering. A public PaaS is cheaper than a private PaaS 

because the underlying hardware is shared by multiple customers. This is different to a private PaaS offering where the
cloud provider hosts hardware dedicated for use by a single customer. PaaS can be defined as a computing platform
that 

allows the creation of web applications quickly and easily and without the complexity of buying and maintaining the
software and infrastructure underneath it. 
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PaaS is analogous to SaaS except that, rather than being software delivered over the web, it is a platform for the
creation of software, delivered over the web. 

There are a number of different takes on what constitutes PaaS but some basic characteristics include: 

Services to develop, test, deploy, host and maintain applications in the same integrated development environment. All
the varying services needed to fulfil the application development process 

Web based user interface creation tools help to create, modify, test and deploy different UI scenarios 

Multi-tenant architecture where multiple concurrent users utilize the same development application 

Built in scalability of deployed software including load balancing and failover Integration with web services and
databases via common standards Support for development team collaboration ?some PaaS solutions include project
planning and 

communication tools 

Tools to handle billing and subscription management 

 

QUESTION 10

An organization is concerned with potential data loss in the event of a disaster, and created a backup datacenter as a
mitigation strategy. The current storage method is a single NAS used by all servers in both datacenters. Which of the
following options increases data availability in the event of a datacenter failure? 

A. Replicate NAS changes to the tape backups at the other datacenter. 

B. Ensure each server has two HBAs connected through two routes to the NAS. 

C. Establish deduplication across diverse storage paths. 

D. Establish a SAN that replicates between datacenters. 

Correct Answer: D 

A SAN is a Storage Area Network. It is an alternative to NAS storage. SAN replication is a technology that replicates the
data on one SAN to another SAN; in this case, it would replicate the data to a SAN in the backup datacenter. In the
event of a disaster, the SAN in the backup datacenter would contain all the data on the original SAN. Array-based
replication is an approach to data backup in which compatible storage arrays use built-in software to automatically copy
data from one storage array to another. Array- based replication software runs on one or more storage controllers
resident in disk storage systems, synchronously or asynchronously replicating data between similar storage array
models at the logical unit number (LUN) or volume block level. The term can refer to the creation of local copies of data
within the same array as the source data, as well as the creation of remote copies in an array situated off site. 

 

QUESTION 11

The organization has an IT driver on cloud computing to improve delivery times for IT solution provisioning. Separate to
this initiative, a business case has been approved for replacing the existing banking platform for credit card processing
with a newer offering. It is the security practitioner\\'s responsibility to evaluate whether the new credit card processing
platform can be hosted within a cloud environment. Which of the following BEST balances the security risk and IT
drivers for cloud computing? 
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A. A third-party cloud computing platform makes sense for new IT solutions. This should be endorsed going forward so
as to align with the IT strategy. However, the security practitioner will need to ensure that the third-party cloud provider
does regular penetration tests to ensure that all data is secure. 

B. Using a third-party cloud computing environment should be endorsed going forward. This aligns with the
organization\\'s strategic direction. It also helps to shift any risk and regulatory compliance concerns away from the
company\\'s internal IT department. The next step will be to evaluate each of the cloud computing vendors, so that a
vendor can then be selected for hosting the new credit card processing platform. 

C. There may be regulatory restrictions with credit cards being processed out of country or processed by shared hosting
providers. A private cloud within the company should be considered. An options paper should be created which outlines
the risks, advantages, disadvantages of relevant choices and it should recommended a way forward. 

D. Cloud computing should rarely be considered an option for any processes that need to be significantly secured. The
security practitioner needs to convince the stakeholders that the new platform can only be delivered internally on
physical infrastructure. 

Correct Answer: C 

 

QUESTION 12

A corporation has expanded for the first time by integrating several newly acquired businesses. Which of the following
are the FIRST tasks that the security team should undertake? (Select TWO). 

A. Remove acquired companies Internet access. 

B. Federate identity management systems. 

C. Install firewalls between the businesses. 

D. Re-image all end user computers to a standard image. 

E. Develop interconnection policy. 

F. Conduct a risk analysis of each acquired company\\'s networks. 

Correct Answer: EF 

 

QUESTION 13

Ann, the VoIP administrator, starts receiving reports that users are having problems placing phone calls. She cannot
determine the issue, and asks Joe, the security administrator, for help. Joe reviews the switch interfaces and does not
see an excessive amount of network traffic on the voice network. Using a protocol analyzer, he does see an excessive
number of SIP INVITE packets destined for the SIP proxy. Based on the information given, which of the following types
of attacks is underway and how can it be remediated? 

A. Man in the middle attack; install an IPS in front of SIP proxy. 

B. Man in the middle attack; use 802.1x to secure voice VLAN. 

C. Denial of Service; switch to more secure H.323 protocol. 

D. Denial of Service; use rate limiting to limit traffic. 
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Correct Answer: D 

 

QUESTION 14

An external auditor has found that IT security policies in the organization are not maintained and in some cases are
nonexistent. As a result of the audit findings, the CISO has been tasked with the objective of establishing a mechanism
to manage the lifecycle of IT security policies. Which of the following can be used to BEST achieve the CISO\\'s
objectives? 

A. CoBIT 

B. UCF 

C. ISO 27002 

D. eGRC 

Correct Answer: D 

 

QUESTION 15

A university requires a significant increase in web and database server resources for one week, twice a year, to handle
student registration. The web servers remain idle for the rest of the year. Which of the following is the MOST cost
effective way for the university to securely handle student registration? 

A. Virtualize the web servers locally to add capacity during registration. 

B. Move the database servers to an elastic private cloud while keeping the web servers local. 

C. Move the database servers and web servers to an elastic private cloud. 

D. Move the web servers to an elastic public cloud while keeping the database servers local. 

Correct Answer: D 

In cloud computing, elasticity is defined as the degree to which a system (or a particular cloud layer) autonomously
adapts its capacity to workload over time. The dynamic adaptation of capacity, e.g., by altering the use of computing
resources, to meet a varying workload is called "elastic computing". In general, an elastic cloud application or process
has three elasticity dimensions, Cost, Quality, and Resources, enabling it to increase and decrease its cost, quality, or
available resources, as to accommodate specific requirements. 

In this question, the web servers remain idle when they are not used for the rest of the year. Therefore, we should host
the web servers in the elastic public cloud. This will be cost effective because we will not be charged for them while they
are not in use. The database servers are not idle so they should be kept local. 
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