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QUESTION 1

After establishing a shell on a target system, Joe, a penetration tester is aware that his actions have not been detected.
He now wants to maintain persistent access to the machine. Which of the following methods would be MOST easily
detected? 

A. Run a zero-day exploit. 

B. Create a new domain user with a known password. 

C. Modify a known boot time service to instantiate a call back. 

D. Obtain cleartext credentials of the compromised user. 

Correct Answer: C 

 

QUESTION 2

A penetration tester is in the process of writing a report that outlines the overall level of risk to operations. In which of the
following areas of the report should the penetration tester put this? 

A. Appendices 

B. Executive summary 

C. Technical summary 

D. Main body 

Correct Answer: B 

 

 

QUESTION 3

A penetration tester wants to script out a way to discover all the RPTR records for a range of IP addresses. Which of the
following is the MOST efficient to utilize? 

A. nmap -p 53 -oG dnslist.txt | cut -d ":" -f 4 

B. nslookup -ns 8.8.8.8 echo "8.8.8.8" >> /etc/resolv/conf 

Correct Answer: A 

 

 

QUESTION 4

During post-exploitation, a tester identifies that only system binaries will pass an egress filter and store a file with the
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following command: 

c: \creditcards.db>c:\winit\system32\calc.exe:creditcards.db 

Which of the following file system vulnerabilities does this command take advantage of? 

A. Hierarchical file system 

B. Alternate data streams 

C. Backdoor success 

D. Extended file system 

Correct Answer: B 

 

QUESTION 5

An SMB server was discovered on the network, and the penetration tester wants to see if the server it vulnerable. Which
of the following is a relevant approach to test this? 

A. Null sessions 

B. Xmas scan 

C. ICMP flood 

D. SYN flood 

Correct Answer: C 

 

QUESTION 6

Joe, a penetration tester, was able to exploit a web application behind a firewall He is trying to get a reverse shell back
to his machine but the firewall blocks the outgoing traffic Ports for which of the following should the security consultant
use to have the HIGHEST chance to bypass the firewall? 

A. HTTP 

B. SMTP 

C. FTP 

D. DNS 

Correct Answer: A 

 

QUESTION 7

While trying to maintain persistence on a Windows system with limited privileges, which of the following registry keys
should the tester use? 
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A. HKEY_CLASSES_ROOT 

B. HKEY_LOCAL_MACHINE 

C. HKEY_CURRENT_USER 

D. HKEY_CURRENT_CONFIG 

Correct Answer: C 

Reference: https://www.redcanary.com/blog/windows-registry-attacks-threat-detection/ 

 

QUESTION 8

Which of the following actions BEST matches a script kiddie\\'s threat actor? 

A. Exfiltrate network diagrams to perform lateral movement 

B. Steal credit cards from the database and sell them in the deep web 

C. Install a rootkit to maintain access to the corporate network 

D. Deface the website of a company in search of retribution 

Correct Answer: B 

 

QUESTION 9

An email sent from the Chief Executive Officer (CEO) to the Chief Financial Officer (CFO) states a wire transfer is
needed to pay a new vendor. Neither is aware of the vendor, and the CEO denies ever sending the email. Which of the
following types of motivation was used m this attack? 

A. Principle of fear 

B. Principle of authority 

C. Principle of scarcity 

D. Principle of likeness 

E. Principle of social proof 

Correct Answer: B 

 

QUESTION 10

A penetration tester has access to a local machine running Linux, but the account has limited privileges. Which of the
following types of files could the tester BEST use for privilege escalation? 

A. Binaries stored in /usr/bin 
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B. Files with permission 4xxx 

C. Files stored in /root directory 

D. Files with the wrong ACL rules configured 

Correct Answer: C 

 

 

QUESTION 11

A penetration tester has successfully exploited a Windows host with low privileges and found directories with the
following permissions: 

Which of the following should be performed to escalate the privileges? 

A. Kerberoasting 

B. Retrieval of the SAM database 

C. Migration of the shell to another process 

D. Writable services 

Correct Answer: C 

Reference: https://book.hacktricks.xyz/windows/windows-local-privilege-escalation 
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QUESTION 12

Which of the following is the purpose of an NDA? 

A. Outlines the terms of confidentiality between both parties 

B. Outlines the boundaries of which systems are authorized for testing 

C. Outlines the requirements of technical testing that are allowed 

D. Outlines the detailed configuration of the network 

Correct Answer: A 

 

QUESTION 13

Which of the following BEST describes why an MSA is helpful? 

A. It contractually binds both parties to not disclose vulnerabilities. 

B. It reduces potential for scope creep. 

C. It clarifies the business arrangement by agreeing to specific terms. 

D. It defines the timelines for the penetration test. 

Correct Answer: C 

Reference: https://ironcladapp.com/journal/contracts/what-is-an-
msa/#:~:text=MSAs%20are%20useful%20because%20they,foundation%20for%20all%20future%20actions 

 

QUESTION 14

A penetration tester wants to check manually if a “ghost” vulnerability exists in a system. Which of the following
methods is the correct way to validate the vulnerability? 

A. Download the GHOST file to a Linux system and compile

gcc -o GHOST

test i:

 ./GHOST 

B. Download the GHOST file to a Windows system and compile 

gcc -o GHOST GHOST.c

test i:

 ./GHOST 
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C. Download the GHOST file to a Linux system and compile 

gcc -o GHOST GHOST.c

test i: 

./GHOST 

D. Download the GHOST file to a Windows system and compile 

gcc -o GHOST

test i:

 ./GHOST 

Correct Answer: C 

 

 

QUESTION 15

A company decides to remediate issues identified from a third-party penetration test done to its infrastructure.
Management should instruct the IT team to: 

A. execute the hot fixes immediately to all vulnerabilities found. 

B. execute the hot fixes immediately to some vulnerabilities. 

C. execute the hot fixes during the routine quarterly patching. 

D. evaluate the vulnerabilities found and execute the hot fixes. 

Correct Answer: D 
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