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QUESTION 1

Which Palo Alto Networks pre-sales tool involves approximately 4 hour interview to discuss a customer\\'s current

security posture?
A. BPA

B. PPA

C. Expedition

D. SLR

Correct Answer: A

QUESTION 2

DRAG DROP

Match the WildFire Inline Machine Learning Model to the correct description for that model.

Select and Place:

Answer Area
Windows Executables
PowerShell Script 1
PowerShell Script 2 —
Correct Answer:
Answer Area

PowerShell Script 1

Windows Executables

PcwerShell Script 2

Machine Learning engine to dynamically detect malicious
PowerShell scripts with known length

Machine Learning engine to dynamically identify
malicious PE files

Machine Learning engine to dynamically detect
malicious PowerShell scripts with unknown length

ivachine Leaming engine to dynamically detect maliclous
Powershell scripts with known length

Machine Leamning engine to dynamically identify
malicious PE files

Machine Learning engine to dynamically detect
malicious PowerShell scripts with unknown length
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QUESTION 3

When log sizing is factored for the Cortex Data Lake on the NGFW, what is the average log size used in calculation?
A. 8MB

B. depends on the Cortex Data Lake tier purchased

C. 18 bytes

D. 1500 bytes

Correct Answer: D

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail ?id=kA10g000000CIVMCAO

QUESTION 4

Prisma SaaS provides which two SaaS threat prevention capabilities? (Choose two)
A. shellcode protection

B. file quarantine

C. SaaS ApplD signatures

D. WildFire analysis

E. remote procedural call (RPC) interrogation

Correct Answer: CD

QUESTION 5

Select the BOM for the Prisma Access, to provide access for 5500 mobile users and 10 remote locations (100Mbps
each) for one year, including Base Support and minimal logging. The customer already has 4x PA5220r 8x PA3220,1x
Panorama VM for 25 devices.

A. 5500x PAN-GPCS-USER-C-BAS-1YR, 1000x PAN-GPCS-NET-B-BAS-1YR, 1x PAN-LGS-1TB-1YR

B. 5500x PAN-GPCS-USER-C-BAS-1YR, 1000x PAN-GPCS-NET-B-BAS-1YR, 1x PAN-SVC-BAS-PRA-25. 1x PAN-
PRA-25

C. 5500x PAN-GPCS-USER-C-BAS-1YR, 1000x PAN-GPCS-NET-B-BAS-1YRr 1x PAN-LGS-1TB-1YR, 1x PAN-
PRA-25, 1x PAN-SVC-BAS-PRA-25

D. 1x PAN-GPCS-USER-C-BAS-1YR, 1x PAN-GPCS-NET-B-BAS-1YR, 1x PAN-LGS-1TB-1YR

Correct Answer: C
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QUESTION 6

Which selection must be configured on PAN-OS External Dynamic Lists to support MineMeld indicators?
A. Prototype

B. Inputs

C. Class

D. Feed Base URL

Correct Answer: D

https://live.paloaltonetworks.com/t5/minemeld-articles/connecting-pan-os-to-minemeld-using-external-dynamic-lists/ta-
p/190414

QUESTION 7

XYZ Corporation has a legacy environment with asymmetric routing. The customer understands that Palo Alto Networks
firewalls can support asymmetric routing with redundancy. Which two features must be enabled to meet the customer\\'s
requirements? (Choose two.)

A. Policy-based forwarding

B. HA active/active

C. Virtual systems

D. HA active/passive

Correct Answer: AB

https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/high-availability/route-based-redundancy

QUESTION 8

Which three features are used to prevent abuse of stolen credentials? (Choose three.)
A. multi-factor authentication

B. URL Filtering Profiles

C. WildFire Profiles

D. Prisma Access

E. SSL decryption rules

Correct Answer: ACE
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Reference: https://www.paloaltonetworks.com/company/press/2017/palo-alto-networks-delivers-industry-first-capabilities-
to-prevent-credential-theft-and-abuse

QUESTION 9

Which CLI command will allow you to view latency, jitter and packet loss on a virtual SD-WAN interface?

A oo 2 -
»show adwan rule interface <sdwan.x>

>show sdwan connection all <sdwan—interface>

>show sdwan session distribution policy—name <sadwan-policy-name>

A. Option A
B. Option B
C. Option C
D. Option D
Correct Answer: A

https://docs.paloaltonetworks.com/sd-wan/1-0/sd-wan-admin/troubleshooting/use-cli-commands-for-sd-wan-tasks.html

QUESTION 10

Which two types of security chains are supported by the Decryption Broker? (Choose two.)
A. virtual wire

B. transparent bridge

C. Layer 3

D. Layer 2

Correct Answer: BC

https://docs.paloaltonetworks.com/pan-o0s/8-1/pan-os-admin/decryption/decryption-broker/decryption-broker-
concepts/decryption-broker-security-chains-multiple.html

QUESTION 11

In Panorama, which three reports or logs will help identify the inclusion of a host source in a command-and-control (C2)
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incident? (Choose three.)
A. Saas reports

B. data filtering logs

C. WildFire analysis reports
D. threat logs

E. botnet reports

Correct Answer: CDE

QUESTION 12

What is the key benefit of Palo Alto Networks Single Pass Parallel Processing design?
A. There are no benefits other than slight performance upgrades

B. It allows Palo Alto Networks to add new functions to existing hardware

C. Only one processor is needed to complete all the functions within the box

D. It allows Palo Alto Networks to add new devices to existing hardware

Correct Answer: B

QUESTION 13

XYZ Corporation has a legacy environment with asymmetric routing. The customer understands that Palo Alto Networks
firewalls can support asymmetric routing with redundancy.

Which two features must be enabled to meet the customer\\'s requirements? (Choose two.)
A. Virtual systems

B. HA active/active

C. HA active/passive

D. Policy-based forwarding

Correct Answer: BD

QUESTION 14
What can be applied to prevent users from unknowingly downloading malicious file types from the internet?

A. A vulnerability profile to security policy rules that deny general web access
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B. An antivirus profile to security policy rules that deny general web access
C. A zone protection profile to the untrust zone

D. A file blocking profile to security policy rules that allow general web access
Correct Answer: D

https://docs.paloaltonetworks.com/best-practices/8-1/internet-gateway-best-practices/best-practice-internet-gateway-
security-policy/create-best-practice-security-profiles.html

QUESTION 15

Which Palo Alto Networks security component should an administrator use to and NGFW policies to remote users?
A. Prisma SaaS API

B. Threat intelligence Cloud

C. GlobalProtect

D. Cortex XDR

Correct Answer: C
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