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QUESTION 1

A customer is seeing an increase in the number of malicious files coming in from undetectable sources in
their network.

These files include doc and .pdf file types. The customer believes that someone has clicked an email that
might have contained a malicious file type. The customer already uses a firewall with User-ID enabled.
Which feature must also be enabled to prevent these attacks?

A. WildFire

B. App-ID

C. Custom App-ID rules

D. Content Filtering

Correct Answer: A

QUESTION 2

A specific URL keeps appearing in URL filtering log entries, it was blocked successfully, but the administrator would like
to investigate further.

In which two ways would AutoFocus help this administrator? (Choose two.)

A. Generate a list of IP addresses for use in Dynamic Address Groups on the firewall
B. Identify malicious files associated with this URL

C. Generate a correlation object that can be used to monitor associated activities

D. Identify malware campaigns associated with this URL

Correct Answer: AD

QUESTION 3
A customer is concerned about malicious activity occurring directly on their endpoints and not visible to their firewalls.

Which three actions does Traps execute during a security event beyond ensuring the prevention of this activity?
(Choose three.)

A. Informs WildFire and sends up a signature to the Cloud
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B. Collects forensic information about the event

C. Communicates the status of the endpoint to the ESM
D. Notifies the user about the event

E. Remediates the event by deleting the malicious file
Correct Answer: BCD

https://investors.paloaltonetworks.com/node/11156/html

QUESTION 4

What are two benefits of using Panorama for a customer who is deploying virtual firewalls to secure data center traffic?
(Choose two.)

A. It can monitor the virtual firewalls\\' physical hosts and Vmotion them as necessary.

B. It can bootstrap the virtual firewall for dynamic deployment scenarios

C. It can manage the virtual firewalls\\' resource use, allowing for VM resource over-subscription.

D. It can provide the Automated Correlation Engine functionality, which the virtual firewalls do not support

Correct Answer: BD

QUESTION 5

A client chooses to not block uncategorized websites.

Which two additions should be made to help provide some protection? (Choose two.)
A. A security policy rule using only known URL categories with the action set to allow

B. A file blocking profile to security policy rules that allow uncategorized websites to help reduce the risk of drive by
downloads

C. A URL filtering profile with the action set to continue for unknown URL categories to security policy rules that allow
web access

D. A data filtering profile with a custom data pattern to security policy rules that deny uncategorized websites

Correct Answer: AC

QUESTION 6
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What are three considerations when deploying User-ID. (Choose three.)

A. Enable WMI probing in high security networks

B. User-ID can support a maximum hops.

C. Specify included and excluded networks when configuring User-ID

D. Use a dedicated service account for User-ID services with the minimal permissions necessary.
E. Only enable User-ID on trusted zones

Correct Answer: ACD

QUESTION 7

What two advantages of the DNS Sinkholing feature? (Choose two)
A. It can be deployed independently of an Anti-Spyware Profile.

B. It is monitoring DNS requests passively for malware domains.

C. It can work upstream from the internal DNS server.

D. Itis forging DNS replies to known malicious domains.

Correct Answer: CD

Explanation: https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/threat-prevention/dnssinkholing

QUESTION 8

Where are three tuning considerations when building a security policy to protect against modern day attacks? (Choose
three)

A. Create an anti-spyware profile to block all spyware

B. Create a vulnerability protection profile to block all the vulnerabilities with severity low and higher
C. Create an SSL Decryption policy to decrypt 100% of the traffic

D. Create an antivirus profile to block all content that matches and antivirus signature

E. Create a WildFire profile to schedule file uploads during low network usage windows

Correct Answer: BCE

QUESTION 9
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How do Highly Suspicious artifacts in-AutoFocus help identify when an unknown, potential zero-day, targeted attack
occur to allow one to adjust the security posture?

A. Highly Suspicious artifacts are associated with High-Risk payloads that are inflicting massive amounts of damage to
end customers.

B. All High Risk artifacts are automatically classified as Highly Suspicious.
C. Highly Suspicious artifacts are High Risk artifacts that have been seen in very few samples.
D. Highly Suspicious artifacts have been seen infecting a broad, significant range of companies.

Correct Answer: C

QUESTION 10

Which functionality is available to firewall users with an active Threat Prevention subscription, but no WildFire license?
A. PE file upload to WildFire

B. WildFire hybrid deployment

C. 5 minute WildFire updates to threat signatures

D. Access to the WildFire API

Correct Answer: C
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