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QUESTION 1

Which deployment type supports installation of an engine on Windows, Mac OS. and Linux? 

A. RPM 

B. SH 

C. DEB 

D. ZIP 

Correct Answer: D 

https://docs.paloaltonetworks.com/cortex/cortex-xsoar/6-0/cortex-xsoar-admin/engines/install-deploy-and-configure-
demisto-engines/create-a-new-engine.html 

 

QUESTION 2

The customer has indicated they need EDR data collection capabilities, which Cortex XDR license is required? 

A. Cortex XDR Pro per TB 

B. Cortex XDR Prevent 

C. Cortex XDR Endpoint 

D. Cortex XDR Pro Per Endpoint 

Correct Answer: C 

https://docs.paloaltonetworks.com/cortex/cortex-xdr/cortex-xdr-pro-admin/cortex-xdr-overview/cortex-xdr-
licenses/migrate-your-cortex-xdr-license 

 

QUESTION 3

In an Air-Gapped environment where the Docker package was manually installed after the Cortex XSOAR installation
which action allows Cortex XSOAR to access Docker? 

A. create a "docker" group and add the "Cortex XSOAR" or "demisto" user to this group 

B. create a "Cortex XSOAR\\' or "demisto" group and add the "docker" user to this group 

C. disable the Cortex XSOAR service 

D. enable the docker service 

Correct Answer: B 
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QUESTION 4

Which two entities can be created as a BIOC? (Choose two.) 

A. file 

B. registry 

C. event log 

D. alert log 

Correct Answer: AB 

https://docs.paloaltonetworks.com/cortex/cortex-xdr/cortex-xdr-pro-admin/investigation-and-response/cortex-xdr-
indicators/working-with-biocs/create-a-bioc-rule.html 

 

QUESTION 5

The certificate used for decryption was installed as a trusted root CA certificate to ensure communication between the
Cortex XDR Agent and Cortex XDR Management Console What action needs to be taken if the administrator
determines the Cortex XDR Agents are not communicating with the Cortex XDR Management Console? 

A. add paloaltonetworks com to the SSL Decryption Exclusion list 

B. enable SSL decryption 

C. disable SSL decryption 

D. reinstall the root CA certificate 

Correct Answer: D 

 

QUESTION 6

Which option is required to prepare the VDI Golden Image? 

A. Configure the Golden Image as a persistent VDI 

B. Use the Cortex XDR VDI tool to obtain verdicts for all PE files 

C. Install the Cortex XOR Agent on the local machine 

D. Run the Cortex VDI conversion tool 

Correct Answer: D 

 

QUESTION 7

An antivirus refresh project was initiated by the IT operations executive. Who is the best source for discussion about the
project\\'s operational considerations\\'? 
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A. endpoint manager 

B. SOC manager 

C. SOC analyst 

D. desktop engineer 

Correct Answer: C 

 

QUESTION 8

If you have a playbook task that errors out. where could you see the output of the task? 

A. /var/log/messages 

B. War Room of the incident 

C. Demisto Audit log 

D. Playbook Editor 

Correct Answer: D 

 

QUESTION 9

What is the difference between an exception and an exclusion? 

A. An exception is based on rules and exclusions are on alerts 

B. An exclusion is based on rules and exceptions are based on alerts. 

C. An exception does not exist 

D. An exclusion does not exist 

Correct Answer: A 

 

QUESTION 10

An EDR project was initiated by a CISO. Which resource will likely have the most heavy influence on the project? 

A. desktop engineer 

B. SOC manager 

C. SOC analyst IT 

D. operations manager 

Correct Answer: B 
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