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QUESTION 1

An administrator has been asked to configure a Palo Alto Networks NGFW to provide protection against external hosts
attempting to exploit a flaw in an operating system on an internal system. 

Which Security Profile type will prevent this attack? 

A. Vulnerability Protection 

B. Anti-Spyware 

C. URL Filtering 

D. Antivirus 

Correct Answer: A 

Reference: https://www.paloaltonetworks.com/documentation/71/pan-os/web-interface- help/objects/objects-security-
profiles- vulnerability-protection 

 

QUESTION 2

Which three split tunnel methods are supported by a globalProtect gateway? (Choose three.) 

A. video streaming application 

B. Client Application Process 

C. Destination Domain 

D. Source Domain 

E. Destination user/group 

F. URL Category 

Correct Answer: ABC 

Reference: https://www.paloaltonetworks.com/documentation/81/pan-os/newfeaturesguide/globalprotect-features/split-
tunnel-for-public-applications 

 

QUESTION 3

What are two benefits of nested device groups in Panorama? (Choose two.) 

A. Reuse of the existing Security policy rules and objects 

B. Requires configuring both function and location for every device 

C. All device groups inherit settings form the Shared group 
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D. Overwrites local firewall configuration 

Correct Answer: BC 

 

QUESTION 4

What are two prerequisites for configuring a pair of Palo Alto Networks firewalls in an active/passive High Availability
(HA) pair? (Choose two.) 

A. The firewalls must have the same set of licenses. 

B. The management interfaces must to be on the same network. 

C. The peer HA1 IP address must be the same on both firewalls. 

D. HA1 should be connected to HA1. Either directly or with an intermediate Layer 2 device. 

Correct Answer: AD 

 

QUESTION 5

Which menu item enables a firewall administrator to see details about traffic that is currently active through the NGFW? 

A. App Scope 

B. ACC 

C. Session Browser 

D. System Logs 

Correct Answer: C 

 

QUESTION 6

A firewall administrator has completed most of the steps required to provision a standalone Palo Alto Networks Next-
Generation Firewall. As a final step, the administrator wants to test one of the security policies. Which CLI command
syntax will display the rule that matches the test? 

A. test security -policy- match source destination destination port protocol
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