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QUESTION 1

Which two options prevents the firewall from capturing traffic passing through it? (Choose two.)
A. The firewall is in milti-vsys mode.

B. The traffic does not match the packet capture filter

C. The traffic is offloaded.

D. The firewall\\'s DP CPU is higher than 50%

Correct Answer: BC

QUESTION 2

Which URL Filtering Security Profile action logs the URL Filtering category to the URL Filtering log?
A. Log

B. Alert

C. Allow

D. Default

Correct Answer: B

QUESTION 3

Which two action would be part of an automatic solution that would block sites with untrusted certificates without
enabling SSL forward proxy? (Choose two.)

A. Configure an EDL to pull IP Addresses of known sites resolved from a CRL.
B. Create a Security Policy rule with vulnerability Security Profile attached.

C. Create a no-decrypt Decryption Policy rule.

D. Enable the "Block seasons with untrusted Issuers- setting.

E. Configure a Dynamic Address Group for untrusted sites.

Correct Answer: BD

QUESTION 4

Which three file types can be forward to WildMFire for analysis a part of the basic WildMFire service?
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A. .exe

C. dil
D. .jar
E. .pdf
F. .fon

Correct Answer: BDE

QUESTION 5

Which CLI command enables an administrator to view detail about the firewall including uptime. PAN -OS version, and
serial number?

A. debug system details
B. Show system detalil
C. Show system info

D. Show session info

Correct Answer: C

QUESTION 6

How does Panorama prompt VMware NSX to quarantine an in6erface VM??
A. Syslog Server Profile

B. Email Server Profile

C. SNMP Server Profile

D. HTTP Server Profile

Correct Answer: A

QUESTION 7

An administrator encountered problems with inbound decryption. Which option should the administrator investigate as
part of triage?

A. firewall connectivity to a CRL
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B. Root certificate imported into the firewall with "Trust" enabled
C. importation of a certificate from an HSM
D. Security policy rule allowing SSL to the target server

Correct Answer: D

QUESTION 8

What is exchanged through the HA2 link?
A. hello heartbeats

B. User-ID in information

C. session synchronization

D. HA state information

Correct Answer: C

QUESTION 9

A Palo Alto Networks NGFW just submitted a file lo WildFire tor analysis Assume a 5-minute window for analysis. The
firewall is configured to check for verdicts every 5 minutes.

How quickly will the firewall receive back a verdict?
A. 10 to 15 minutes

B. 5 to 10 minutes

C. More than 15 minutes

D. 5 minutes

Correct Answer: B

QUESTION 10

Which PAN-OS policy must you configure to force a user to provide additional credential before he is allowed to access
an internal application that contains highly sensitive business data?

A. Authentication policy
B. Decryption policy
C. Security policy

D. Application Override policy
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Correct Answer: A

QUESTION 11

Which three options are supposed in HA Lite? (Choose three.)
A. Configuration synchronization

B. Virtual link

C. active/passive deployment

D. session synchronization

E. synchronization of IPsec security associations

Correct Answer: ACE

QUESTION 12

Which processing order will be enabled when a panorama administrator selects the setting "Objects defined in
ancestors will takes higher precedence?

A. Descendant objects, will take precedence over ancestor objects.

B. Ancestor will have precedence over descendant objects.

C. Ancestor objects will have precedence over other ancestor objects.

D. Descendant object will take precedence over other descendant objects.

Correct Answer: B

QUESTION 13

Which version of Global Protect supports split tunneling based on destination domain, client process, and HTTP/HTTPs
video streaming application?

A. Glovbalprotect version 4.0 with PAn-OS 8.0
B. Glovbalprotect version 4.1 with PAn-OS 8.1
C. Glovbalprotect version 4.0 with PAn-OS 8.1
D. Glovbalprotect version 4.1 with PAn-OS 8.0

Correct Answer: C
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QUESTION 14

An administrator accidentally closed the commit window/screen before the commit was finished. Which two options
could the administrator use to verify the progress or success of that commit task? (Choose two.)
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A. Option A

B. Option B
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C. Option C
D. Option D

Correct Answer: ABC

QUESTION 15

A firewall administrator has been asked to configure a Palo Alto Networks NGFW to prevent against compromised hosts
trying to phone-number or bacon out to eternal command-and-control (C2) servers. Which Security Profile type will
prevent these behaviors?

A. Vulnerability Protection

B. Antivirus

C. Wildfire

D. Anti-Spyware

Correct Answer: D
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