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QUESTION 1

When you create a user or host profile, which three criteria can you use? (Choose three.)
A. Host or user group memberships

B. Administrative group membership

C. An existing access control policy

D. Location

E. Host or user attributes

Correct Answer: ADE

QUESTION 2

An OT supervisor has configured LDAP and FSSO for the authentication. The goal is that all the users be authenticated
against passive authentication first and, if passive authentication is not successful, then

users should be challenged with active authentication. What should the OT supervisor do to achieve this on FortiGate?
A. Configure a firewall policy with LDAP users and place it on the top of list of firewall policies.

B. Enable two-factor authentication with FSSO.

C. Configure a firewall policy with FSSO users and place it on the top of list of firewall policies.

D. Under config user settings configure set auth-on-demand implicit.

Correct Answer: D

QUESTION 3

Refer to the exhibit.

Avail Perf  Security
Maint Device Type Organization Status Status Status
2 FG240D3913800441 Fortinet FortiOS Super @ ® o
& SJ-QA-F-Lnx-CHK Checkpoint FireWall Super (=] 2 i
2 FAPS321C-default  Fortinet FortiAP Super ® @
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You are navigating through FortiSIEM in an OT network.

How do you view information presented in the exhibit and what does the FortiGate device security status tell you?
A. In the PCI logging dashboard and there are one or more high-severity security incidents for the FortiGate device.
B. In the summary dashboard and there are one or more high-severity security incidents for the FortiGate device.
C. In the widget dashboard and there are one or more high-severity incidents for the FortiGate device.

D. In the business service dashboard and there are one or more high-severity security incidents for the FortiGate
device.

Correct Answer: B

QUESTION 4
An OT administrator deployed many devices to secure the OT network. However, the SOC team is reporting that there
are too many alerts, and that many of the alerts are false positive. The OT administrator would like to find a solution that

eliminates repetitive tasks, improves efficiency, saves time, and saves resources.

Which products should the administrator deploy to address these issues and automate most of the manual tasks done
by the SOC team?

A. FortiSIEM and FortiManager
B. FortiSandbox and FortiSIEM
C. FortiSOAR and FortiSIEM

D. A syslog server and FortiSIEM

Correct Answer: C

QUESTION 5

Refer to the exhibit, which shows a non-protected OT environment.
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An administrator needs to implement proper protection on the OT network.

Which three steps should an administrator take to protect the OT network? (Choose three.)
A. Deploy an edge FortiGate between the internet and an OT network as a one-arm sniffer.
B. Deploy a FortiGate device within each ICS network.

C. Configure firewall policies with web filter to protect the different ICS networks.

D. Configure firewall policies with industrial protocol sensors

E. Use segmentation

Correct Answer: ACD

QUESTION 6

Which three criteria can a FortiGate device use to look for a matching firewall policy to process traffic? (Choose three.)
A. Services defined in the firewall policy.

B. Source defined as internet services in the firewall policy

C. Lowest to highest policy ID number

D. Destination defined as internet services in the firewall policy

E. Highest to lowest priority defined in the firewall policy
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Correct Answer: ABD

QUESTION 7

In a wireless network integration, how does FortiNAC obtain connecting MAC address information?
A. RADIUS

B. Link traps

C. End station traffic monitoring

D. MAC notification traps

Correct Answer: A

QUESTION 8

Refer to the exhibit.

Active Rules » Windows Installed Patches = _Router;'SWItc:h Image Distribution x

Back Export 11

Device Name Device Type Vendor Device Type Model Device Hardware Model Device Image File Count

SJ-QA-A10S-JunOffice  Cisco 10S 1760 g;i%%gf’.ﬁ?;ﬁ"wkg‘ 1
572033-

SJ-Main-Cat6500 Cisco 108 WS-C6509

advipservicesk9_wan- 1
mz 122-33.SXI1.bin

ph-network-3560_1 Cisco 108 : _48PS. c3560-advipservicesk9- 4
WEGR0RSAEReS mz.122-25 SEE4 bin

An OT administrator ran a report to identify device inventory in an OT network. Based on the report results, which report
was run?

A. A FortiSIEM CMDB report

B. A FortiAnalyzer device report
C. A FortiSIEM incident report
D. A FortiSIEM analytics report

Correct Answer: A

QUESTION 9
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An OT network architect needs to secure control area zones with a single network access policy to provision devices to
any number of different networks.

On which device can this be accomplished?
A. FortiGate

B. FortiEDR

C. FortiSwitch

D. FortiNAC

Correct Answer: D

QUESTION 10

An OT network administrator is trying to implement active authentication.

Which two methods should the administrator use to achieve this? (Choose two.)
A. Two-factor authentication on FortiAuthenticator

B. Role-based authentication on FortiNAC

C. FSSO authentication on FortiGate

D. Local authentication on FortiGate

Correct Answer:. AB
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