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QUESTION 1

Which of the following statements is true regarding a FortiGate configured as an explicit web proxy? 

A. FortiGate limits the number of simultaneous sessions per explicit web proxy user. This limit CANNOT be modified by
the administrator. 

B. FortiGate limits the total number of simultaneous explicit web proxy users. 

C. FortiGate limits the number of simultaneous sessions per explicit web proxy user. The limit CAN be modified by the
administrator. 

D. FortiGate limits the number of workstations that authenticate using the same web proxy user credentials. This limit
CANNOT be modified by the administrator. 

Correct Answer: C 

 

QUESTION 2

View the global IPS configuration, and then answer the question below. 

Which of the following statements is true regarding this configuration? 

A. IPS will scan every byte in every session. 

B. FortiGate will spawn IPS engine instances based on the system load. 

C. New packets will be passed through without inspection if the IPS socket buffer runs out of memory. 

D. IPS will use the faster matching algorithm which is only available for units with more than 4 GB memory. 

Correct Answer: A 

 

QUESTION 3

View the exhibit, which contains the output of diagnose sys session list, and then answer the question below. 
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If the HA ID for the primary unit is zero (0), which statement is correct regarding the output? 

A. This session is for HA heartbeat traffic. 

B. This session is synced with the slave unit. 

C. The inspection of this session has been offloaded to the slave unit. 

D. This session cannot be synced with the slave unit. 

Correct Answer: B 

 

QUESTION 4

Examine the output of the `diagnose sys session list expectation\\' command shown in the exhibit; than answer the
question below. 

Latest NSE7_EFW Dumps | NSE7_EFW Practice Test | NSE7_EFW Exam Questions                              3 / 13

https://www.passapply.com/nse7_efw.html
https://www.passapply.com/nse7_efw.html
https://www.passapply.com/nse7_efw.html


https://www.passapply.com/nse7_efw.html
2024 Latest passapply NSE7_EFW PDF and VCE dumps Download

Which statement is true regarding the session in the exhibit? 

A. It was created by the FortiGate kernel to allow push updates from FotiGuard. 

B. It is for management traffic terminating at the FortiGate. 

C. It is for traffic originated from the FortiGate. 

D. It was created by a session helper or ALG. 

Correct Answer: A 

 

QUESTION 5

A FortiGate has two default routes: 
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All Internet traffic is currently using port1. The exhibit shows partial information for one sample session of Internet traffic
from an internal user: 

What would happen with the traffic matching the above session if the priority on the first default route (IDd1) were
changed from 5 to 20? 

A. Session would remain in the session table and its traffic would keep using port1 as the outgoing interface. 

B. Session would remain in the session table and its traffic would start using port2 as the outgoing interface. 

C. Session would be deleted, so the client would need to start a new session. 

D. Session would remain in the session table and its traffic would be shared between port1 and port2. 

Correct Answer: A 
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QUESTION 6

Examine the output of the `diagnose ips anomaly list\\' command shown in the exhibit; then answer the question below. 

Which IP addresses are included in the output of this command? 

A. Those whose traffic matches a DoS policy. 

B. Those whose traffic matches an IPS sensor. 

C. Those whose traffic exceeded a threshold of a matching DoS policy. 

D. Those whose traffic was detected as an anomaly by an IPS sensor. 

Correct Answer: A 

 

QUESTION 7

A FortiGate\\'s portl is connected to a private network. Its port2 is connected to the Internet. Explicit web proxy is
enabled in port1 and only explicit web proxy users can access the Internet. Web cache is NOT enabled. An internal web
proxy user is downloading a file from the Internet via HTTP. Which statements are true regarding the two entries in the
FortiGate session table related with this traffic? (Choose two.) 

A. Both session have the local flag on. 

B. The destination IP addresses of both sessions are IP addresses assigned to FortiGate\\'s interfaces. 

C. One session has the proxy flag on, the other one does not. 

D. One of the sessions has the IP address of port2 as the source IP address. 

Correct Answer: AD 

 

QUESTION 8

View the exhibit, which contains the output of a diagnose command, and then answer the question below. 
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What statements are correct regarding the output? (Choose two.) 

A. This is an expected session created by a session helper. 

B. Traffic in the original direction (coming from the IP address 10.171.122.38) will be routed to the next-hop IP address
10.0.1.10. 

C. Traffic in the original direction (coming from the IP address 10.171.122.38) will be routed to the next-hop IP address
10.200.1.1. 

D. This is an expected session created by an application control profile. 

Correct Answer: AC 

 

QUESTION 9

In which of the following states is a given session categorized as ephemeral? (Choose two.) 

A. A TCP session waiting to complete the three-way handshake. 

B. A TCP session waiting for FIN ACK. 

C. A UDP session with packets sent and received. 

D. A UDP session with only one packet received. 

Correct Answer: BC 

 

QUESTION 10

Examine the partial output from the IKE real time debug shown in the exhibit; then answer the question below. 
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Why didn\\'t the tunnel come up? 

A. IKE mode configuration is not enabled in the remote IPsec gateway. 

B. The remote gateway\\'s Phase-2 configuration does not match the local gateway\\'s phase-2 configuration. 

C. The remote gateway\\'s Phase-1 configuration does not match the local gateway\\'s phase-1 configuration. 

D. One IPsec gateway is using main mode, while the other IPsec gateway is using aggressive mode. 

Correct Answer: B 
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QUESTION 11

View the exhibit, which contains the output of a debug command, and then answer the question below. 

What statement is correct about this FortiGate? 

A. It is currently in system conserve mode because of high CPU usage. 

B. It is currently in FD conserve mode. 

C. It is currently in kernel conserve mode because of high memory usage. 

D. It is currently in system conserve mode because of high memory usage. 

Correct Answer: D 

 

QUESTION 12

An administrator cannot connect to the GIU of a FortiGate unit with the IP address 10.0.1.254. The administrator runs
the debug flow while attempting the connection using HTTP. The output of the debug flow is shown in the exhibit: 

Based on the error displayed by the debug flow, which are valid reasons for this problem? (Choose two.) 

A. HTTP administrative access is disabled in the FortiGate interface with the IP address 10.0.1.254. 

B. Redirection of HTTP to HTTPS administrative access is disabled. 

C. HTTP administrative access is configured with a port number different than 80. 
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D. The packet is denied because of reverse path forwarding check. 

Correct Answer: AC 

 

QUESTION 13

A FortiGate device has the following LDAP configuration: The LDAP user student cannot authenticate. The exhibit
shows the output of the authentication real time debug while testing the student account: 
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Based on the above output, what FortiGate LDAP settings must the administer check? (Choose two.) 

A. cnid. 

B. username. 

C. password. 

D. dn. 

Correct Answer: BC 

 

QUESTION 14

Examine the following partial output from a sniffer command; then answer the question below. 
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What is the meaning of the packets dropped counter at the end of the sniffer? 

A. Number of packets that didn\\'t match the sniffer filter. 

B. Number of total packets dropped by the FortiGate. 

C. Number of packets that matched the sniffer filter and were dropped by the FortiGate. 

D. Number of packets that matched the sniffer filter but could not be captured by the sniffer. 

Correct Answer: C 

 

QUESTION 15

View the exhibit, which contains a session entry, and then answer the question below. 

Which statement is correct regarding this session? 

A. It is an ICMP session from 10.1.10.10 to 10.200.1.1. 

B. It is an ICMP session from 10.1.10.10 to 10.200.5.1. 

C. It is a TCP session in ESTABLISHED state from 10.1.10.10 to 10.200.5.1. 

D. It is a TCP session in CLOSE_WAIT state from 10.1.10.10 to 10.200.1.1. 
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Correct Answer: A 
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