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QUESTION 1

Which FortiMail option removes embedded code components in Microsoft Word, while maintaining the original file
format?

A. Behavior analysis

B. Impersonation analysis

C. Content disarm and reconstruction
D. Header analysis

Correct Answer: C

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/8c063dd3-bafe-11e9a989-0050569
2583a/fortimail-admin-620.pdf (435)

QUESTION 2

FortiMail is configured with the protected domain example.com.

Which two envelope addresses will require an access receive rule, to relay for unauthenticated senders? (Choose two.)
A. MAIL FROM: accounts@example.com RCPT TO: sales@external.org

B. MAIL FROM: support@example.com RCPT TO: marketing@example.com

C. MAIL FROM: training@external.org RCPT TO: students@external.org

D. MAIL FROM: mis@hosted.net RCPT TO: noc@example.com

Correct Answer: BD

QUESTION 3

Which two antispam techniques query FortiGuard for rating information? (Choose two.)
A. DNSBL

B. SURBL

C. IP reputation

D. URI filter

Correct Answer: AB

Reference: https://docs.fortinet.com/document/fortimail/6.4.0/administration-guide/352990/configuringantispam-profiles-
and-antispam-action-profiles
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QUESTION 4

Which firmware upgrade method for an active-passive HA cluster ensures service outage is minimal, and there are no
unnecessary failovers?

A. Break the cluster, upgrade the units independently, and then form the cluster
B. Upgrade both units at the same time

C. Upgrade the standby unit, and then upgrade the active unit

D. Upgrade the active unit, which will upgrade the standby unit automatically
Correct Answer: B

Reference: https://docs.fortinet.com/document/fortimail/6.2.0/administration-guide/725928/upgradingfirmware-on-ha-
units

QUESTION 5

Refer to the exhibit.

AntiVirus Action Profile

Domain: example. com v

Profile name: AV_Action

Tag subject

Insert header E3

Insert disclaimer = default » at | Start of message » _

Deliver to alternate host

Deliver to onginal host

BCC

Replace Infected/suspicious body or attachment(s)

Archive to account archive - +Hew. .. Edit ..
Notify with profile --None-- - +HNew.. [ Edi

Final action | Discard =

VY UBUUWUWUUE

What are two expected outcomes if FortiMail applies this antivirus action profile to an email? (Choose two.)
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A. Virus content will be removed from the email

B. A replacement message will be added to the emalil

C. The sanitized email will be sent to the recipient\\'s personal quarantine
D. The administrator will be notified of the virus detection

Correct Answer: BC
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