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QUESTION 1

Examine the FortiMail DLP scan rule shown in the exhibit; then answer the question below.

 Profile |
Message Scan Rule
MName; | DLPOUt
Description:
—| & | Conditions

Match all conditions ® Malch any condition

EF New... | B edit... | W pDelete |

'ID Condition
1 Body contains sensitive data "Credit_Card_MNumber"
E_ Attachment contains sensitive data "Credit_Card_Number"
3 Subject contains Credit Card

|a| Exceptions

ET:NEW'... | él— 11 | ﬁ Delete |
D Condifion |
1 Sender contains sales@internal.lab

—

Which of the following statements is true regarding this configuration? (Choose two.)

A. An email message containing the words "Credit Card" in the subject will trigger this scan rule

B. If an email is sent from sales@internal.lab the action will be applied without matching any conditions

C. An email message containing credit card numbers in the body will trigger this scan rule

D. An email must contain credit card numbers in the body, attachment, and subject to trigger this scan rule

Correct Answer: AC

QUESTION 2
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Which of the following antispam techniques queries FortiGuard for rating information? (Choose two.)
A. URI filter

B. IP reputation

C. SURBL

D. DNSBL

Correct Answer: BD

QUESTION 3

Which of the following CLI commands, if executed, will erase all data on the log disk partition? (Choose two.)
A. execute formatmaildisk

B. execute formatmaildisk_backup

C. execute formatlogdisk

D. execute partitionlogdisk 40

Correct Answer: CD

QUESTION 4

FML-1
Transparent mode

MX-1

: |

R

ort1 <, port2  portl I\
P i . | example.com

172.16.32.55 % 172/16/32/56/" =

FML-1 configuration
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Proxies

For outgoing SMTP connections

¥ Use dient-specified SMTP server to send email

Apply Cancel

Domain name: example.com

Relay type: Host w
SMTP server: 172.16.22.56 Port: 25 Use SMTPS
Fallback SMTP server: Fort: 75 Use SMTPS
Relay Authentication

Is subdomain

Main domain: W

» Recipient Address Verification

4| Transparent Mode Options

This server is on = port2 v

Hide the transparent box

#  Use this domain's SMTP server to deliver the mail

Which of the following statements are true regarding the transparent mode FortiMail\\'s email routing for the
example.com domain? (Choose two.)

A. FML-1 will use the built-in MTA for outgoing sessions
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B. FML-1 will use the transparent proxy for incoming sessions
C. If incoming email are undeliverable, FML-1 can queue them to retry again later
D. If outgoing email messages are undeliverable, FML-1 can queue them to retry later

Correct Answer: BC

QUESTION 5

An organization has different groups of users with different needs in email functionality, such as address book access,
mobile device access, email retention periods, and disk quotas. Which FortiMail feature specific to server mode can be
used to accomplish this?

A. Resource profiles

B. Address book management options

C. Access profiles

D. Domain-level service settings

Correct Answer: D
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