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QUESTION 1

An administrator deploys a FortiClient installation through the Microsoft AD group policy After installation is complete all
the custom configuration is missing. What could have caused this problem?

A. The FortiClient exe file is included in the distribution package

B. The FortiClient MST file is missing from the distribution package

C. FortiClient does not have permission to access the distribution package.
D. The FortiClient package is not assigned to the group

Correct Answer: B

QUESTION 2

Refer to the exhibit.

Based on the settings shown in the exhibit, which two actions must the administrator take to make the endpoint
compliant? (Choose two.)

A. Enable the webfilter profile

B. Integrate FortiSandbox for infected file analysis
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C. Patch applications that have vulnerability rated as high or above
D. Run Calculator application on the endpoint

Correct Answer: CD

QUESTION 3

Refer to the exhibit.

= AntiVirus Protection @
= Settings

Scan files as they are downloaded or copied to my system
Dynamic threat detection using threat intelligence data
Block malicious websites
Block known attack communicaton channels

= Scheduled Scan

Schedule Type Monthly ¥

Scan On 1 v

Start(HH:MM) (19 v |30 v

Scan Type Full Scan v
Disable Scheduled Scan

= Exclusions

Add/remove files or folders to exclude from scanning

B C:\Desktop\Resources\

Based on the settings shown in the exhibit which statement about FortiClient behavior is true?
A. FortiClient quarantines infected files and reviews later, after scanning them.

B. FortiClient blocks and deletes infected files after scanning them.

C. FortiClient scans infected files when the user copies files to the Resources folder

D. FortiClient copies infected files to the Resources folder without scanning them.
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Correct Answer: A

QUESTION 4

Which three features does FortiClient endpoint security include? (Choose three.)
A. L2TP

B. IPsec

C.DLP

D. Vulnerability management

E. Real-time protection

Correct Answer: BDE

QUESTION 5

An administrator installs FortiClient EMS in the enterprise.

Which component is responsible for enforcing protection and checking security posture?
A. FortiClient vulnerability scan

B. FortiClient EMS tags

C. FortiClient EMS

D. FortiClient

Correct Answer: D

QUESTION 6

Refer to the exhibit.
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@ AntiVirus Protection
B ipicm e e .

Realtime Protection: OFF
Dynamic Threat Detection: OFF
Block malicious websites: N

Threats Detected:
Scan Schedule Weskly Scan at 19:30 on Sunday
Last Scan &1 237019

Based on the settings shown in the exhibit what action will FortiClient take when it detects that a user is trying to
download an infected file?

A. Blocks the infected files as it is downloading

B. Quarantines the infected files and logs all access attempts
C. Sends the infected file to FortiGuard for analysis

D. Allows the infected file to download without scan

Correct Answer: D

QUESTION 7

A FortiClient EMS administrator has enabled the compliance rule for the sales department. Which Fortinet device will
enforce compliance with dynamic access control?

A. FortiClient

B. FortiClient EMS
C. FortiGate

D. FortiAnalyzer

Correct Answer: C

QUESTION 8
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Refer to the exhibits, which show a network topology diagram of ZTNA proxy access and the ZTNA rule configuration.

An administrator runs the diagnose endpoint record list CLI command on FortiGate to check Remote-Client endpoint
information, however Remote-Client is not showing up in the endpoint record list.

What is the cause of this issue?
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A. Remote-Client failed the client certificate authentication.

B. Remote-Client provided an empty client certificate to connect to the ZTNA access proxy.
C. Remote-Client has not initiated a connection to the ZTNA access proxy.

D. Remote-Client provided an invalid certificate to connect to the ZTNA access proxy.

Correct Answer: C

QUESTION 9

Refer to the exhibit.
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Based on the Security Fabric automation settings, what action will be taken on compromised endpoints?
A. Endpoints will be quarantined through EMS

B. Endpoints will be banned on FortiGate

C. An email notification will be sent for compromised endpoints

D. Endpoints will be quarantined through FortiSwitch
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Correct Answer: A

QUESTION 10

An administrator needs to connect FortiClient EMS as a fabric connector to FortiGate. What is the prerequisite to get
FortiClient EMS to connect to FortiGate successfully?

A. Revoke and update the FortiClient EMS root CA.

B. Revoke and update the FortiClient client certificate on EMS.

C. Import and verify the FortiClient client certificate on FortiGate.

D. Import and verify the FortiClient EMS root CA certificate on FortiGate

Correct Answer: D
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