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QUESTION 1

Refer to the exhibit.

Name = Type < IP/Netmask = VLANID =

e port1 B Physical Interface  10.200.1.1/255.255.255.0

¢ @ portl-vianl0 @ VLAN 10.1.10.1/255.255.255.0 10

* @ portl-vianl @ VLAN 10.200.5.1/255.255.2550 1

M port10 Physical Interface 10.0.11.1/255.255.255.0

= M port2 Physical Interface  10.200.2.1/255.255.255.0

* @ port2-vianl0 @ VLAN 10.0.10.1/255.255.255.0 10

* & port2-vlanl @ VLAN 10.0.5.1/255.255.255.0 1

Given the interfaces shown in the exhibit. which two statements are true? (Choose two.)
A. Traffic between port2 and port2-vlanl is allowed by default.

B. portl-vlan10 and port2-vlan10 are part of the same broadcast domain.

C. portl is a native VLAN.

D. portl-vlan and port2-vlanl can be assigned in the same VDOM or to different VDOMSs.

Correct Answer: CD

QUESTION 2

Which certificate value can FortiGate use to determine the relationship between the issuer and the certificate?
A. Subject Key Ildentifier value

B. SMMIE Capabilities value

C. Subject value

D. Subject Alternative Name value

Correct Answer: A

QUESTION 3
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An administrator has configured a route-based IPsec VPN between two FortiGate devices. Which statement about this
IPsec VPN configuration is true?

A. A phase 2 configuration is not required.

B. This VPN cannot be used as part of a hub-and-spoke topology.

C. Avirtual IPsec interface is automatically created after the phase 1 configuration is completed.
D. The IPsec firewall policies must be placed at the top of the list.

Correct Answer: C

In a route-based configuration, FortiGate automatically adds a virtual interface eith the VPN name (Infrastructure Study
Guide, 206)

QUESTION 4
Examine the following web filtering log.

Date=2016-08-31 time=12:50:06 logid=0316013057 typesutm subtypeswebfilter eventtype=ftgd blk level=warning
vd=root policyid=l sessionid=149645 user= " " scrip=10.0.1.10 srcport=353291% sreintf= “portd”
dastip=54.230.128.169 dstport=080 datintf= "portl” proto=§f sarviga="HTTP* hostname= "miniolip.ocom”™

profile= "dafault® action=hlocked regtype=direct url= "/* sentbyte=20& rovdbyte=0 direction=ocutgoing msg= "URL
belongs to a category with warnings enabled” method=domain cat=20 catdesc="Games" crscore=30 crlevel=high

Which statement about the log message is true?

A. The action for the category Games is set to block.

B. The usage quota for the IP address 10.0.1.10 has expired

C. The name of the applied web filter profile is default.

D. The web site miniclip.com matches a static URL filter whose action is set to Warning.

Correct Answer: C

QUESTION 5

Which statement about the policy ID nhumber of a firewall policy is true?
A. It is required to modify a firewall policy using the CLI.

B. It represents the number of objects used in the firewall policy.

C. It changes when firewall policies are reordered.

D. It defines the order in which rules are processed.

Correct Answer: A
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QUESTION 6

An administrator has configured outgoing Interface any in a firewall policy. Which statement is true about the policy list
view?

A. Policy lookup will be disabled.
B. By Sequence view will be disabled.
C. Search option will be disabled
D. Interface Pair view will be disabled.

Correct Answer: D

QUESTION 7

Which of the following statements about central NAT are true? (Choose two.)

A. IP tool references must be removed from existing firewall policies before enabling central NAT.

B. Central NAT can be enabled or disabled from the CLI only.

C. Source NAT, using central NAT, requires at least one central SNAT policy.

D. Destination NAT, using central NAT, requires a VIP object as the destination address in a firewall.

Correct Answer:. AB

QUESTION 8

Which three statements are true regarding session-based authentication? (Choose three.)
A. HTTP sessions are treated as a single user.

B. IP sessions from the same source IP address are treated as a single user.

C. It can differentiate among multiple clients behind the same source IP address.

D. It requires more resources.

E. It is not recommended if multiple users are behind the source NAT

Correct Answer: ACD

QUESTION 9

Refer to the exhibit.
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Field Value

Version V3

Serial Number 98765432

Signature aigorithm SHAZ56RSA

Issuer cn=RootCA o=BridgeAuthority, Inc., c=US

Valid from Tuesday, October 3, 2016 4:33:37 PM

Valid 1o Wednesday, October 2, 2019 5:03:37 PM

Subject cn=John Doe, 0=ABC, Inc..c=US

Public key RSA (2048 bits)

Key Usage keyCertSign

Extended Key Usage Server Authentication (1.3.6.1.5.5.7.3.1), Client Authentication
(1.3.6.1.5.5.7.3.2)

Basic Constraints CA=True, Path Constraint=None

CRL Distribution Points | URL=http://webserver.abcinc.com/aricert.cl

According to the certificate values shown in the exhibit, which type of entity was the certificate issued to?

A. A user

B. Aroot CA

C. A bridge CA
D. A subordinate

Correct Answer: A

QUESTION 10

Refer to the exhibits.

Connectlon status

Bytes received: 0O

Bytes sent 0

Connection: VPN

Server: https://10.200.1.1:1443/
Status: Connecting..

Duration: —

stop
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The SSL VPN connection fails when a user attempts to connect to it. What should the user do to successfully connect to
SSL VPN?

A. Change the SSL VPN port on the client.
B. Change the Server IP address.

C. Change the idle-timeout.

D. Change the SSL VPN portal to the tunnel.
Correct Answer: A

Reference: https://docs.fortinet.com/document/fortigate/5.4.0/cookbook/150494

QUESTION 11

A network administrator has enabled SSL certificate inspection and antivirus on FortiGate. When downloading an
EICAR test file through HTTP, FortiGate detects the virus and blocks the file. When downloading the same file through
HTTPS, FortiGate does not detect the virus and the file can be downloaded.

What is the reason for the failed virus detection by FortiGate?

A. Application control is not enabled

B. SSL/SSH Inspection profile is incorrect

C. Antivirus profile configuration is incorrect

D. Antivirus definitions are not up to date

Correct Answer: B

QUESTION 12

Which of the following statements correctly describes FortiGates route lookup behavior when searching for a suitable
gateway? (Choose two)

A. Lookup is done on the first packet from the session originator
B. Lookup is done on the last packet sent from the responder
C. Lookup is done on every packet, regardless of direction

D. Lookup is done on the trust reply packet from the responder

Correct Answer: AD

QUESTION 13

Which two VDOM s are the default VDOMs created when FortiGate is set up in split VDOM mode? (Choose two.)
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A. FG-traffic

B. Mgmt

C. FG-Mgmt

D. Root

Correct Answer: AD

Reference: https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/758820/split-task-vdom-mode

QUESTION 14

Which two statements are correct about NGFW Policy-based mode? (Choose two.)

A. NGFW policy-based mode does not require the use of central source NAT policy

B. NGFW policy-based mode can only be applied globally and not on individual VDOMs

C. NGFW policy-based mode supports creating applications and web filtering categories directly in a firewall policy
D. NGFW policy-based mode policies support only flow inspection

Correct Answer: CD

QUESTION 15

Why does FortiGate Keep TCP sessions in the session table for several seconds, even after both sides (client and
server) have terminated the session?

A. To allow for out-of-order packets that could arrive after the FIN/ACK packets
B. To finish any inspection operations

C. To remove the NAT operation

D. To generate logs

Correct Answer: A
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