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QUESTION 1

View the certificate shown to the exhibit, and then answer the following question: The CA issued this certificate to which
entity?

Field Value

Version V3

Serial Number 98765432

Signature algorithm SHA256RSA

Issuer cn=RootCA,0=BridgeAuthority, Inc., c=US

Valid from Tuesday, Cctober 3, 2016 4:33:37 PM

Valid to Wednesday, October 2, 2019 5:03:37 PM

Subject cn=John Doe, 0=ABC, Inc. c=US

Publickey RSA (2048 bits)

Key Usage keyCertSign

Extended Key Usage Server Authentication (1.3.6.1.5.5.7.3.1), Client Authentication
(1.3.6.1.5.5.7.3.2)

Basic Constraints CA=True, Path Constraint=None

CRL Distribution Points | URL=http://webserver.abcinc.com/arlcert.crl

A. Aroot CA

B. A person

C. A bridge CA

D. A subordinate CA

Correct Answer: A

QUESTION 2

Which of the following are valid actions for FortiGuard category based filter in a web filter profile in proxy-based
inspection mode? (Choose two.)

A. Warning
B. Exempt
C. Allow
D. Learn

Correct Answer: AC

QUESTION 3
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Examine the network diagram shown in the exhibit, and then answer the following question:

10.10.1.2 /c_m::'m?\ 172.10.1.2

Network —
purt1_,}0.10.1.1 ~ - port1/172.10.1.1
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portd[10.30.3.1 port3|172.30.3.1

|

[ f Internet |

10.30.3.2 172.30.3.2

N~—

A firewall administrator must configure equal cost multipath (ECMP) routing on FGT1 to ensure both portl and port3
links are used at the same time for all traffic destined for 172.20.2.0/24. Which of the following static routes will satisfy
this requirement on FGT1? (Choose two.)

A. 172.20.2.0/24 (1/0) via 10.10.1.2, portl [0/0]

B. 172.20.2.0/24 (25/0) via 10.30.3.2, port3 [5/0]

C. 172.20.2.0/24 (25/0) via 10.10.1.2, portl [5/0]

D. 172.20.2.0/24 (1/150) via 10.30.3.2, port3 [10/0]

Correct Answer: BC

QUESTION 4

Which action can be applied to each filter in the application control profile?
A. Block, monitor, warning, and quarantine

B. Allow, monitor, block and learn

C. Allow, block, authenticate, and warning

D. Allow, monitor, block, and quarantine

Correct Answer: D

QUESTION 5

Which of the following features is supported by web filter in flow-based inspection mode with NGFW mode set to profile-
based?

A. FortiGuard Quotas

B. Static URL
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C. Search engines
D. Rating option

Correct Answer: B

QUESTION 6

A FortiGate device has multiple VDOMs. Which statement about an administrator account configured with the default
prof_admin profile is true?

A. It can create administrator accounts with access to the same VDOM.
B. It cannot have access to more than one VDOM.

C. It can reset the password for the admin account.

D. It can upgrade the firmware on the FortiGate device.

Correct Answer: A

QUESTION 7

An administrator needs to create an SSL-VPN connection for accessing an internal server using the bookmark Port
Forward. What step is required for this configuration?

A. Configure an SSL VPN realm for clients to use the port forward bookmark.
B. Configure the client application to forward IP traffic through FortiClient.
C. Configure the virtual IP address to be assigned to the SSL VPN users.
D. Configure the client application to forward IP traffic to a Java applet proxy.

Correct Answer: D

QUESTION 8

Examine this FortiGate configuration: How does the FortiGate handle web proxy traffic coming from the IP address
10.2.1.200 that requires authorization?
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config authentication setting
set active-auth-scheme SCHEMEL
end
config authentication rule
sedit WebDroxyRuls
set srcaddr 10.0.1.0/24
set active—-auth-method STHEMEZ2
next
end

A. It always authorizes the traffic without requiring authentication.

B. It drops the traffic.

C. It authenticates the traffic using the authentication scheme SCHEME2.
D. It authenticates the traffic using the authentication scheme SCHEMEL.

Correct Answer: D

QUESTION 9
You are configuring the root FortiGate to implement the security fabric. You are configuring port10 to communicate with

a downstream FortiGate. View the default Edit Interface in the exhibit below: When configuring the root FortiGate to
communicate with a downstream FortiGate, which settings are required to be configured? (Choose two.)
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Edit Interface

Interface Mame port10(00:0C:29:33:DEDT)

Alias

Link Status up O

Type Physical Interface

Tags

Role @ Undefined g

© Add Tag Category

Address

Addressing mode ™) oHce  One-Arm-Sniffer Dedicated to FortiSwitch

IP/Metwork Mask

Administrative &ccess

IPvd HTTPS HTTE & PING FMWIG-Access
CAPVAP 55H SNMP FTM
RADIUS Accounting FortiTelemetry

I DHCP Server

Metworked Devices

Device Detection OB

T e

A. Device detection enabled.

B. Administrative Access: FortiTelemetry.
C. IP/Network Mask.

D. Role: Security Fabric.

Correct Answer: BC

QUESTION 10

Consider a new IPsec deployment with the following criteria:

All satellite offices must connect to the two HQ sites.

The satellite offices do not need to communicate directly with other satellite offices.

Backup VPN is not required.
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The design should minimize the number of tunnels being configured.
Which topology should you use to satisfy all of the requirements?

A. Partial mesh

B. Redundant

C. Full mesh

D. Hub-and-spoke

Correct Answer: D

QUESTION 11

What is the limitation of using a URL list and application control on the same firewall policy, in NGFW policy-based
mode?

A. It limits the scope of application control to the browser-based technology category only.

B. It limits the scope of application control to scan application traffic based on application category only.
C. It limits the scope of application control to scan application traffic using parent signatures only

D. It limits the scope of application control to scan application traffic on DNS protocol only.

Correct Answer: B

QUESTION 12

Which two statements about antivirus scanning mode are true? (Choose two.)

A. In proxy-based inspection mode, antivirus buffers the whole file for scanning, before sending it to the client.

B. In full scan flow-based inspection mode, FortiGate buffers the file, but also simultaneously transmits it to the client.
C. In proxy-based inspection mode, files bigger than the buffer size are scanned.

D. In quick scan mode, you can configure antivirus profiles to use any of the available antivirus signature databases.

Correct Answer: AB

QUESTION 13

Examine the FortiGate configuration:
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config user settings
set auth-on-demand implicitly
end

What will happen to unauthenticated users when an active authentication policy is followed by a fall through policy
without authentication?

A. The user must log in again to authenticate.

B. The user will be denied access to resources without authentication.
C. The user will not be prompted for authentication.

D. User authentication happens at an interface level.

Correct Answer: A

Reference: https://kb.fortinet.com/kb/documentLink.do?externallD=FD46875

QUESTION 14

Which of the following statements are true when using WPAD with the DHCP discovery method? (Choose two.)
A. If the DHCP method fails, browsers will try the DNS method.

B. The browser needs to be preconfigured with the DHCP server\\'s IP address.

C. The browser sends a DHCPINFORM request to the DHCP server.

D. The DHCP server provides the PAC file for download.

Correct Answer: AC

QUESTION 15

HTTP Public Key Pinning (HPKP) can be an obstacle to implementing full SSL inspection. What solutions could resolve
this problem? (Choose two.)

A. Enable Allow Invalid SSL Certificates for the relevant security profile.

B. Change web browsers to one that does not support HPKP.

C. Exempt those web sites that use HPKP from full SSL inspection.

D. Install the CA certificate (that is required to verify the web server certificate) stores of users\\' computers.

Correct Answer: BC
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