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QUESTION 1

By default, the Intrusion Protection System (IPS) on a FortiGate unit is set to perform which action? 

A. Block all network attacks. 

B. Block the most common network attacks. 

C. Allows all traffic 

D. Allow and log all traffic 

Correct Answer: C 

 

QUESTION 2

An administrator sets up a new FTP server on TCP port 2121. A FortiGate unit is located between the FTP clients and
the server. The administrator has created a policy for TCP port 2121. Users have been complaining that when 

downloading data they receive a 200 Port command successful message followed by a 425 Cannot build data
connection message. 

Which of the following statements represents the best solution to this problem? 

A. Create a new session helper for the FTP service monitoring port 2121. 

B. Enable the ANY service in the firewall policies for both incoming and outgoing traffic. 

C. Place the client and server interface in the same zone and enable intra-zone traffic. 

D. Disable any protection profiles being applied to FTP traffic. 

Correct Answer: A 

 

QUESTION 3

Which operating system vulnerability can you protect when selecting signatures to include in an IPS sensor? (Choose
three) 

A. Irix 

B. QNIX 

C. Linux 

D. Mac OS 

E. BSD 

Correct Answer: CDE 
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QUESTION 4

Which of the following are possible actions for static URL filtering? (Choose three.) 

A. Allow 

B. Block 

C. Exempt 

D. Warning 

E. Shape 

Correct Answer: ABC 

 

QUESTION 5

Which FSSO agents are required for a FSSO agent-based polling mode solution? 

A. Collector agent and DC agents 

B. Polling agent only 

C. Collector agent only 

D. DC agents only 

Correct Answer: A 

 

QUESTION 6

Examine the exhibit shown below then answer the question that follows it. 

Within the UTM Proxy Options, the CA certificate Fortinet_CA_SSLProxy defines which of the following: 

A. FortiGate unit\\'s encryption certificate used by the SSL proxy. 
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B. FortiGate unit\\'s signing certificate used by the SSL proxy. 

C. FortiGuard\\'s signing certificate used by the SSL proxy. 

D. FortiGuard\\'s encryption certificate used by the SSL proxy. 

Correct Answer: A 

 

QUESTION 7

What FortiGate configuration is required to actively prompt users for credentials? 

A. You must enable one or more protocols that support active authentication on a firewall policy. 

B. You must assign users to a group for active authentication. 

C. You must place the firewall policy for active authentication before a firewall policy for passive authentication. 

D. You must enable the Authentication setting on the firewall policy. 

Correct Answer: B 

 

QUESTION 8

Identify the statement which correctly describes the output of the following command: 

diagnose ips anomaly list 

A. Lists the configured DoS policy. 

B. List the real-time counters for the configured DoS policy. 

C. Lists the errors captured when compiling the DoS policy. 

D. Lists the IPS signature matches. 

Correct Answer: B 

 

QUESTION 9

A network administrator needs to implement dynamic route redundancy between a FortiGate unit located in a remote
office and a FortiGate unit located in the central office. 

The remote office accesses central resources using IPSec VPN tunnels through two different Internet providers. 

What is the best method for allowing the remote office access to the resources through the FortiGate unit used at the
central office? 

A. Use two or more route-based IPSec VPN tunnels and enable OSPF on the IPSec virtual interfaces. 

B. Use two or more policy-based IPSec VPN tunnels and enable OSPF on the IPSec virtual interfaces. 
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C. Use route-based VPNs on the central office FortiGate unit to advertise routes with a dynamic routing protocol and
use a policy-based VPN on the remote office with two or more static default routes. 

D. Dynamic routing protocols cannot be used over IPSec VPN tunnels. 

Correct Answer: A 

 

QUESTION 10

What configuration objects are automatically added when using the FortiGate\\'s FortiClient VPN Configurations
Wizard?(Choose two) 

A. Static route 

B. Phase 1 

C. Users group 

D. Phase 2 

Correct Answer: BD 

 

QUESTION 11

An administrator has created a custom IPS signature. Where does the custom IPS signature have to be applied? 

A. In an IPS sensor 

B. In an interface. 

C. In a DoS policy. 

D. In an application control profile. 

Correct Answer: A 

 

QUESTION 12

What actions are possible with Application Control? (Choose three.) 

A. Warn 

B. Allow 

C. Block 

D. Traffic Shaping 

E. Quarantine 

Correct Answer: BCD 
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QUESTION 13

Review the output of the command get router info routing-table all shown in the Exhibit below; then answer the question
following it. 

Which one of the following statements correctly describes this output? 

A. The two routes to the 10.0.2.0/24 subnet are ECMP routes and traffic will be load balanced based on the configured
ECMP settings. 

B. The route to the 10.0.2.0/24 subnet via interface Remote_1 is the active and the route via Remote_2 is the backup. 

C. OSPF does not support ECMP therefore only the first route to subnet 10.0.1.0/24 is used. 

D. 172.16.2.1 is the preferred gateway for subnet 10.0.2.0/24. 

Correct Answer: A 

 

QUESTION 14

Which of the following features could be used by an administrator to block FTP uploads while still allowing FTP
downloads? 

A. Anti-Virus File-Type Blocking 

B. Data Leak Prevention 

C. Network Admission Control 

D. FortiClient Check 

Correct Answer: B 
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QUESTION 15

The exhibit shows a FortiGate routing table. Which of the following statements are correct? (Choose two) 

A. There is only one active default route. 

B. The distance values for the route to 192.168.1.0/24 is 200 

C. An IP address in the subnet 172.16.78.0/24 has been assigned to the dmz interface. 

D. The FortiGate will route the traffic to 172.17.1.2 to next hop with the IP address 192.168.11.254 

Correct Answer: AD 
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