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QUESTION 1
DNS zone transfers use TCP. DNS queries use UDP.

Which step would be needed before creating a policy that would block DNS zone transfers while allowing DNS queries
to pass?

A. Create a custom service using UDP port 53 as the source port.

B. Create a custom service using TCP port 53 as the destination port.

C. Do nothing, the pre-defined DNS service will work properly as defined.
D. The predefined DNS service does not allow this type of configuration.

Correct Answer: B

QUESTION 2

What is the maximum number of proposals sent by a NetScreen device when negotiating IKE Phase 1 or Phase 2?
Al

B.2

C.3

D.4

E.8

Correct Answer: D

QUESTION 3

-- Exhibit -

aﬂ

-- Exhibit -Click the Exhibit button.
What does this icon indicate?

A. Logging is enabled on a policy.

B. Counters are enabled on a policy.

C. Scheduling is enabled on a policy.
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D. Authentication is enabled on a policy.

Correct Answer: B

QUESTION 4

When a firewall receives the first packet in a series, what will it immediately do?
A. Check its route table.

B. Check its session table.

C. Determine if traffic is crossing zones.

D. Verify that it is not malformed or a fragment.

Correct Answer: D

QUESTION 5
-- Exhibit -
10 1 10 0/24 Corporate |: Internet
Dre_ = | ™ @Oy
en \ : e "‘\l =
101105 10.1.1.0/24 : 200555
w;'i i 0/4 143 4556 0/24
/

ﬁz |
192 168 20.0/2 /2
192168 1.0/24 | . 51:'0 * 11700724
.
* I Partner \%ﬁ’

192 168 205
Zone 1.1.70250
Interface Address
e0/1 10.1.1.1
e0/2 19216811
e0/3 177.11.56.1
e0/4 143.45.56.1

-- Exhibit -Click the Exhibit button.
In the exhibit, you configure NAT-src to translate traffic from the Corporate zone to the Internet zone and

do not specify a DIP.
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Which address will be used as the outbound source address?
A. 143.45.56.1

B. 143.45.56.254

C. NAT-src requires a DIP

D. The original source address

Correct Answer: A

QUESTION 6

You enter the following command:

set int e8 dip 5 shift-from 10.1.1.5 1.1.10.2 1.1.10.40

What will be the source IP address of the egress packet for the second user requesting an address from
the DIP pool, if the source address of that user is 10.1.1.77?

A.1.1.10.2

B.1.1.10.3

C.1.1.104

D. 1.1.10.40

Correct Answer: C

QUESTION 7

-- Exhibit --- Exhibit -Click the Exhibit button. For the SSG 20 to have full reachability to all hosts in the network, how
many static routes need to be
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10110.0/24 Corporate |: Internet

: L 2o Zone :  Zone P e =
E oy =
10.1.105 10.1.1.0/24 : 200555
wfl : €0/4 143 45560724
<

Az |
192 168 20.0/2 o
| 21881024 ) ek Sl D"r * 11700724
) ‘ S e @—i
— 1 254
= I Partner ﬁ%’

192 168 205
Zone 1170250
Interface  Address
e0/1 10.1.1.1
e0/2 19216811
0/3 177.11.56.1
e0/4 143.45.56.1

added? (Note: a default route is a static route.)
A2
B.3
C.4
D.5

Correct Answer: C

QUESTION 8

-- Exhibit --- Exhibit -Click the Exhibit button. In the exhibit, if host A initiates a Web browsing session with host D, and
the EO/1 interface of the SSG 20
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10.1.10.0/24 Corporate

' ’—1@“—“\ Zone

10.1.10.5 10.1.1.0/24
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1e2 168 20.0/2
192188 1.0/24
-
=

w;i

Internet
Zone

J."'“"I - : ‘.“.I_h'
. Internct H‘"
T ‘-H—*
54 -Ni -
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Interface _ Address
e0/1 10.1.1.1
e0/2 19216811
0/3 177.11.56.1
e0/4 143.45.56.1

is in NAT mode, what will be the source address of the packet arriving at host D?

A.10.1.11

B. 10.1.10.5

C. 143.4556.1
D. 143.45.56.254

Correct Answer: C

QUESTION 9

Which operating system is used on a NetScreen device?

A.10S

B. Junos

C. FreeBSD
D. ScreenOS

Correct Answer: A

QUESTION 10
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Which statement is correct about tunnel interfaces?

A. They can have overlapping IP addresses.

B. They need to be configured in the zone where the protected resources reside.

C. They can be unnumbered and used in policy-based translations if the interface is in route mode.

D. They can be unnumbered from any interface residing on the same virtual router as the protected resources.

Correct Answer: D

QUESTION 11

Which two statements are accurate about tunnel mode? (Choose two.)

A. In tunnel mode the IPSec header precedes the original IP header.

B. Tunnel mode is required in IPSec networks where ESP packets are used.

C. Tunnel mode is the default mode of operation for IPSec in ScreenOS devices.

D. Tunnel mode can only be used when operating between IPSec security gateways.

Correct Answer: AC

QUESTION 12

Which process describes how an addressed physical interface is moved into a Layer 2 zone?

A. Place the required interface into the VLAN zone.

B. Place the required interface into L2 zones such as V1-Trust, V1-Untrust

C. Remove the interface from the L3 zone such as Trust and place it into an L2 zone such as V1-Trust

D. Remove the address from the interface, remove the interface from the L3 zone, and then place interface in the L2
zone.

Correct Answer: D

QUESTION 13

Which security feature provides secure tunnels across a public network?
A. dynamic routing

B. Web filtering

C. IPsec
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D. firewall filters

Correct Answer: A

QUESTION 14

By default, where are changes stored when a "save" command is issued from the CLI during a management session?
A. NVRAM

B. Internal Flash

C. PCMCIA Card

D. Compact Flash Card

Correct Answer: B

QUESTION 15

Which three describe a loopback interface? (Choose three.)
A. Itis always on.

B. It is always in the null zone.

C. Itis used for device management.

D. It can only have private IP addresses.

E. It is reachable using any physical interface.

Correct Answer: ACE
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