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QUESTION 1

Which solution centralizes the management of security devices in your data center?
A. Juniper Networks Secure Analytics

B. J-Web

C. Junos Space Security Director

D. Junos CLI

Correct Answer: C

QUESTION 2

You are asked to design a secure enterprise WAN where all payload data is encrypted and branch sites communicate
directly without routing all traffic through a central hub.

Which two technologies would accomplish this task? (Choose two.)
A. group VPN

B. AutoVPN

C. MPLS Layer 3 VPN

D. Auto Discovery VPN

Correct Answer: CD

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-auto-discoveryvpns.html

QUESTION 3

You are implementing Routing Engine protection, and packets are processed in a specific order. In this scenario, which
function processed a received packet last?

A. loopback interface input policer

B. loopback interface input firewall filter
C. physical interface input firewall filters
D. physical interface input policer
Correct Answer: D

Reference: https://www.juniper.net/documentation/partners/ibm/junos11.4-oemlitedocs/config-guidefirewall-policer.pdf
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QUESTION 4

You have a campus location with multiple WAN links. You want to specify the primary link used for your VolP traffic.
In this scenario, which type of WAN load balancing would you use?

A.BGP

B. OSPF

C. FBF

D. ECMP

Correct Answer: C

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-applicationadvanced-policy-
based-routing.html

QUESTION 5

You are asked to design a security solution for your client\\'s new two-tier data center. The client has a need for some
flows to bypass firewall inspection entirely.

Where should the firewall be deployed in this data center?

A. inline, between the core switches and the access switches
B. inline, between the core switches and the edge routers

C. one-arm configuration, connected to the core switches

D. one-arm configuration, connected to each access switch
Correct Answer: C

Reference: https://www.juniper.net/us/en/local/pdf/implementation-guides/8010046-en.pdf

QUESTION 6

You are concerned about users downloading malicious attachments at work while using encrypted Web mail. You want
to block these malicious files using your SRX Series device.

In this scenario, which two features should you use? (Choose two.)
A. SSL reverse proxy

B. SSL forward proxy

C. Sky ATP SMTP scanning

D. Sky ATP HTTP scanning
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Correct Answer: BC

QUESTION 7

You are working on a network design that will use EX Series devices as Layer 2 access switches in a campus
environment. You must include Junos Space in your design. You want to take advantage of security features supported
on the devices.

Which two security features would satisfy this requirement? (Choose two.)

A. SDSN

B. Stateful Firewall

C. Access Control

D. ALG

Correct Answer: BC

Reference: https://www.juniper.net/documentation/en_US/junos/topics/concept/ex-series-securityoverview.html

QUESTION 8

You are working with a customer to create a design proposal using SRX Series devices. As part of the design, you must
consider the requirements shown below:

1.

You must ensure that every packet entering your device is independently inspected against a set of rules.
2.

You must provide a way to protect the device from undesired access attempts.

3.

You must ensure that you can apply a different set of rules for traffic leaving the device than are in use for traffic
entering the device.

In this scenario, what do you recommend using to accomplish these requirements?
A. firewall filters

B. intrusion prevention system

C. unified threat management

D. screens

Correct Answer: A

Reference: https://www.juniper.net/documentation/en_US/junos/topics/example/firewall-filter-statelessexample-trusted-
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source-block-telnet-and-ssh-access.html

QUESTION 9

Which two features are used to stop IP spoofing in and out of your network? (Choose two.)
A. GeolP

B. firewall filters

C. unicast reverse path forwarding

D. IPS

Correct Answer: CD

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-attackerevasion-
technique.html

QUESTION 10

Your company has 500 branch sites and the CIO is concerned about minimizing the potential impact of a VPN router
being stolen from an enterprise branch site. You want the ability to quickly disable a stolen VPN router while minimizing
administrative overhead.

Which solution accomplishes this task?

A. Implement a certificate-based VPN using a public key infrastructure (PKI)

B. Modify your IKE proposals to use Diffie-Hellman group 14 or higher

C. Use firewall filters to block traffic from the stolen VPN router

D. Rotate VPN pre-shared keys every month

Correct Answer: C

QUESTION 11

You must design a small branch office firewall solution that provides application usage statistics.
In this scenario, which feature would accomplish this task?

A. AppFW

B. AppTrack

C.UTM

D. AppQoS
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Correct Answer: B

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-applicationtracking.html

QUESTION 12

You are asked to provide a design proposal for a campus network. As part of the design, the customer requires that all
end user devices must be authenticated before being granted access to their Layer 2 network.

Which feature meets this requirement?
A. IPsec

B. 802.1X

C. NAT

D. ALGs

Correct Answer: B

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/802-1x- authenticationswitching-
devices.html

QUESTION 13

You want to deploy JATP in your network that uses SRX Series devices.

In this scenario, which feature must you enable on the SRX Series devices?
A. SSL forward proxy

B. AppSecure

C. UTM antivirus

D. IPS

Correct Answer: A

Reference: https://www.juniper.net/documentation/en_US/release-independent/jatp/topics/concept/jatpsrx-integration-
getting-started.html

QUESTION 14
In a data center, what are two characteristics of access tier VLAN termination on the aggregation tier? (Choose two.)
A. Multiple VLANSs can be part of one security zone

B. A security zone is limited to a single VLAN
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C. Inter-VLAN traffic within a zone can bypass firewall services
D. Inter-VLAN traffic is secured through firewall services

Correct Answer: AD

QUESTION 15

You are asked to virtualize numerous stateful firewalls in your customer\\'s data center. The customer wants the solution
to use the existing Kubernetes-orchestrated architecture.

Which Juniper Networks product would satisfy this requirement?
A. vMX

B. vVSRX

C. cSRX

D. CTP Series

Correct Answer: C

Reference: https://www.juniper.net/documentation/en_US/csrx/topics/concept/security-csrx-kubernetesoverview.html
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