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QUESTION 1

A CA is compromised and attacks start distributing maliciously signed software updates. Which of the following can be
used to warn users about the malicious activity? 

A. Key escrow 

B. Private key verification 

C. Public key verification 

D. Certificate revocation list 

Correct Answer: D 

If we put the root certificate of the comprised CA in the CRL, users will know that this CA (and the certificates that it has
issued) no longer can be trusted. The CRL (Certificate revocation list) is exactly what its name implies: a list of
subscribers paired with digital certificate status. The list enumerates revoked certificates along with the reason(s) for
revocation. The dates of certificate issue, and the entities that issued them, are also included. In addition, each list
contains a proposed date for the next release. 

Incorrect Answers: 

A: Key escrow is not related to revoked certificates. 

Key escrow addresses the possibility that a third party may need to access keys. Under the conditions of key escrow,
the keys needed to encrypt/decrypt data are held in an escrow account (think of the term as it relates to home
mortgages) 

and made available if that third party requests them. The third party in question is generally the government, but it could
also be an employer if an employee\\'s private messages have been called into question. 

B: Within PKI there are only two methods to verify certificates or keys still are valid. One is using a CRL and the other is
using the OCSP protocol. Private key verification cannot be used to check if a CA is comprised. 

C: Public key verification cannot be used to a comprised CA. Within PKI there are only two methods to verify certificates
or keys still are valid. One is using a CRL and the other is using the OCSP protocol. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
262, 279-285, 285 

 

QUESTION 2

Which of the following can be used to maintain a higher level of security in a SAN by allowing isolation of mis-
configurations or faults? 

A. VLAN 

B. Protocol security 

C. Port security 
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D. VSAN 

Correct Answer: D 

A storage area network (SAN) is a secondary network that offers storage isolation by consolidating storage devices
such as hard drives, drive arrays, optical jukeboxes, and tape libraries. Virtualization can be used to further enhance the
security of a SAN by using switches to create a VSAN. These switches act as routers controlling and filtering traffic into
and out of the VSAN while allowing unrestricted traffic within the VSAN. 

Incorrect Answers: 

A: A Virtual area network (VLAN) is segmented network in which switches are used to perform the segmentation. The
switches also perform routing functions, controlling and filtering traffic between VLANS. 

B, C: Protocol and Port security is provided by firewalls. Firewalls control or filter traffic between systems based on
protocols and the ports used by those protocols. Firewalls could be used to isolate the SAN but it is unlikely to isolate
mis-

configurations or faults. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
89-91 Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 5-6,
http://en.wikipedia.org/ 

wiki/VSAN 

 

QUESTION 3

After a company has standardized to a single operating system, not all servers are immune to a well- known OS
vulnerability. Which of the following solutions would mitigate this issue? 

A. Host based firewall 

B. Initial baseline configurations 

C. Discretionary access control 

D. Patch management system 

Correct Answer: D 

 

QUESTION 4

When creating a public / private key pair, for which of the following ciphers would a user need to specify the key
strength? 

A. SHA 

B. AES 

C. DES 
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D. RSA 

Correct Answer: D 

RSA (an asymmetric algorithm) uses keys of a minimum length of 2048 bits. 

Incorrect Answers: 

A: The Secure Hash Algorithm (SHA) was designed to ensure the integrity of a message. SHA is a one-way hash that
provides a hash value that can be used with an encryption protocol. This algorithm produces a 160-bit hash value. 

B: Advanced Encryption Standard (AES) has replaced DES as the current standard, and it uses the Rijndael algorithm.
It was developed by Joan Daemen and Vincent Rijmen. AES is the current product used by U.S. governmental
agencies. It supports key sizes of 128, 192, and 256 bits, with 128 bits being the default. 

C: The Data Encryption Standard (DES) has been used since the mid-1970s. It was the primary standard used in
government and industry until it was replaced by AES. It\\'s based on a 56-bit key and has several modes that offer
security and integrity. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
250, 251, 255-256 

 

QUESTION 5

A security engineer is reviewing log data and sees the output below: 

POST: /payload.php HTTP/1.1 HOST: localhost Accept: */* Referrer: http://localhost/ ******* HTTP/1.1 403 Forbidden
Connection: close 

Log: Access denied with 403. Pattern matches form bypass Which of the following technologies was MOST likely being
used to generate this log? 

A. Host-based Intrusion Detection System 

B. Web application firewall 

C. Network-based Intrusion Detection System 

D. Stateful Inspection Firewall 

E. URL Content Filter 

Correct Answer: B 

A web application firewall is a device, server add-on, virtual service, or system filter that defines a strict set of
communication rules for a website and all visitors. It\\'s intended to be an application-specific firewall to prevent cross-
site scripting, SQL injection, and other web application attacks. 

Incorrect Answers: 

A: A host-based IDS (HIDS) watches the audit trails and log fi les of a host system. It\\'s reliable for detecting attacks
directed against a host, whether they originate from an external source or are being perpetrated by a user locally logged
in to the host. 
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C: NIDS is reliable for detecting attacks directed against a host, whether they originate from an external source or are
being perpetrated by a user locally logged in to the host. 

D: A stateful inspection firewall is aware that any valid outbound communication will trigger a corresponding response or
reply from the external entity. 

E: URL filtering involves blocking websites (or sections of websites) based solely on the URL, restricting access to
specified websites and certain web-based applications. 

References: 

Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 6, 19, 20, 21. 

 

QUESTION 6

An administrator configures all wireless access points to make use of a new network certificate authority. Which of the
following is being used? 

A. WEP 

B. LEAP 

C. EAP-TLS 

D. TKIP 

Correct Answer: C 

The majority of the EAP-TLS implementations require client-side X.509 certificates without giving the option to disable
the requirement. 

Incorrect Answers: 

A: WEP does not require the use of X.509 certificates. 

B: LEAP does not require the use of X.509 certificates. 

D: TKIP does not require the use of X.509 certificates. 

References: 

http://en.wikipedia.org/wiki/Extensible_Authentication_Protocol Stewart, James Michael, CompTIA Security+ Review
Guide, Sybex, Indianapolis, 2014, pp 60, 61. 

 

QUESTION 7

Ann, the Chief Technology Officer (CTO), has agreed to allow users to bring their own device (BYOD) in order to
leverage mobile technology without providing every user with a company owned device. She is concerned that users
may not 

understand the company\\'s rules, and she wants to limit potential legal concerns. 

Which of the following is the CTO concerned with? 
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A. Data ownership 

B. Device access control 

C. Support ownership 

D. Acceptable use 

Correct Answer: A 

 

QUESTION 8

Which of the following IP addresses would be hosts on the same subnet given the subnet mask 255.255.255.224?
(Select TWO). 

A. 10.4.4.125 

B. 10.4.4.158 

C. 10.4.4.165 

D. 10.4.4.189 

E. 10.4.4.199 

Correct Answer: CD 

With the given subnet mask, a maximum number of 30 hosts between IP addresses 10.4.4.161 and 10.4.4.190 are
allowed. Therefore, option C and D would be hosts on the same subnet, and the other options would not. 

References: http://www.subnetonline.com/pages/subnet-calculators/ip-subnet-calculator.php 

 

QUESTION 9

Which of the following would the security engineer set as the subnet mask for the servers below to utilize host
addresses on separate broadcast domains? 

Server 1: 192.168.100.6 Server 2: 192.168.100.9 Server 3: 192.169.100.20 

A. /24 

B. /27 

C. /28 

D. /29 

E. /30 

Correct Answer: D 

Using this option will result in all three servers using host addresses on different broadcast domains. 
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Incorrect Answers: 

A. B: Using these options results in all three servers using host addresses on the same broadcast domain. 

C: Using this option results in two of the servers using host addresses on the same broadcast domain. 

E: Using this option results in Server 3 not including a host. 

References: http://www.subnetmask.info/ 

 

QUESTION 10

A system administrator has noticed that users change their password many times to cycle back to the original password
when their passwords expire. Which of the following would BEST prevent this behavior? 

A. Assign users passwords based upon job role. 

B. Enforce a minimum password age policy. 

C. Prevent users from choosing their own passwords. 

D. Increase the password expiration time frame. 

Correct Answer: B 

 

A minimum password age policy defines the period that a password must be used for before it can be changed. 

Incorrect Answers: 

A: Assigning users passwords based upon job role is not a secure password solution. 

C: Preventing users from choosing their own passwords could make remembering passwords difficult. This could lead to
a user having to record a generated password somewhere that is not secure. 

D: This will cause a password to be retained for a longer period. 

References: 

https://technet.microsoft.com/en-us/library/cc779758(v=ws.10).aspx Stewart, James Michael, CompTIA Security+
Review Guide, Sybex, Indianapolis, 2014, pp 291- 293. 

 

QUESTION 11

Which of the following is the MOST secure protocol to transfer files? 

A. FTP 

B. FTPS 

C. SSH 
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D. TELNET 

Correct Answer: B 

FTPS refers to FTP Secure, or FTP SSL. It is a secure variation of File Transfer Protocol (FTP). 

Incorrect Answers: 

A: FTP traffic is vulnerable to packet sniffing and other forms of eavesdropping. It is, therefore, not secure. 

C: SSH allows a user to run commands on a machine\\'s command prompt without being near the machine physically. 

D: TELNET, by default, does not encrypt any data sent over the connection, and so it is often practical to eavesdrop on
the communications and use the password later for malicious purposes. It is, therefore, not secure. 

References: 

Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 42, 46, 49, 51. 

 

QUESTION 12

If Organization A trusts Organization B and Organization B trusts Organization C, then Organization A trusts
Organization C. Which of the following PKI concepts is this describing? 

A. Transitive trust 

B. Public key trust 

C. Certificate authority trust 

D. Domain level trust 

Correct Answer: A 

In transitive trusts, trust between a first party and a third party flows through a second party that is trusted by both the
first party and the third party. 

Incorrect Answers: 

B: Public keys are part of Public Key Infrastructure (PKI) and are used together with private keys in an asymmetrical
cryptography system. 

C: A Certificate Authority (CA) is responsible for issuing, managing and maintaining certificates in a Public Key
Infrastructure (PKI). The certificates are used as a means of authentication. This, however, is not a trust model. 

D: Domains exist within a single organization and represent the trust of entities within the domain. This trust is not
extended to third parties. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
251- 252, 332-333 https://technet.microsoft.com/en-us/library/cc731335.aspx 
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QUESTION 13

A database administrator receives a call on an outside telephone line from a person who states that they work for a well-
known database vendor. The caller states there have been problems applying the newly released vulnerability patch for 

their database system, and asks what version is being used so that they can assist. 

Which of the following is the BEST action for the administrator to take? 

A. Thank the caller, report the contact to the manager, and contact the vendor support line to verify any reported patch
issues. 

B. Obtain the vendor\\'s email and phone number and call them back after identifying the number of systems affected by
the patch. 

C. Give the caller the database version and patch level so that they can receive help applying the patch. 

D. Call the police to report the contact about the database systems, and then check system logs for attack attempts. 

Correct Answer: A 

Impersonation is where a person, computer, software application or service pretends to be someone or something it\\'s
not. Impersonation is commonly non- maliciously used in client/server applications. However, it can also be used as a
security threat. 

In this question, the person making the call may be impersonating someone who works for a well-known database
vendor. The actions described in this answer would mitigate the risk. By not divulging information about your database
system and contacting the vendor directly, you can be sure that you are talking to the right people. 

Incorrect Answers: 

B: Identifying the number of systems affected by the patch would involve divulging the version number to the caller
without being able to verify his identity. Therefore, this answer is incorrect. 

C: Giving the caller the database version and patch level so that they can receive help applying the patch would be
divulging potentially sensitive information to someone without being able to verify their identity. The version information
could then be used for malicious purposes later especially if that version of software has known vulnerabilities.
Therefore, this answer is incorrect. 

D: Calling the police to report the contact about the database systems, and then checking system logs for attack
attempts may be overkill. You don\\'t know that the caller is malicious. He may well be from the vendor company. You
just need a way to verify his identity. Therefore, this answer is incorrect. 

 

QUESTION 14

Which of the following would allow the organization to divide a Class C IP address range into several ranges? 

A. DMZ 

B. Virtual LANs 

C. NAT 

D. Subnetting 
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Correct Answer: D 

Subnetting is a dividing process used on networks to divide larger groups of hosts into smaller collections. 

Incorrect Answers: 

A: The DMZ is a buffer network between the public untrusted Internet and the private trusted LAN. Often a DMZ is
deployed through the use of a multihomed firewall. 

B: A virtual local area network (VLAN) is a hardware-imposed network segmentation created by switches. 

C: NAT serves as a basic firewall by only allowing incoming traffic that is in response to an internal system\\'s request. 

References: 

Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 39, 

 

QUESTION 15

Jane has implemented an array of four servers to accomplish one specific task. This is BEST known as which of the
following? 

A. Clustering 

B. RAID 

C. Load balancing 

D. Virtualization 

Correct Answer: A 

Anytime you connect multiple computers to work/act together as a single server, it is known as clustering. Clustered
systems utilize parallel processing (improving performance and availability) and add redundancy (but also add costs). 

Incorrect Answers: 

B: RAID, or redundant array of independent disks (RAID). RAID allows your existing servers to have more than one
hard drive so that if the main hard drive fails, the system keeps functioning. 

C: Load balancing is a way of providing high availability by splitting the workload across multiple computers. 

D: Virtualization is the foundation for cloud computing. You cannot have cloud computing without virtualization. It makes
it possible by abstracting the hardware and making it available to the virtual machines. The abstraction is done through
the use of a hypervisor, which can be either Type I (bare metal) or Type II (hosted). 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
234-235 
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