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QUESTION 1

Access Control System, CCTV and security guards are form of: 

A. Environment Security 

B. Access Control 

C. Physical Security 

D. Compliance 

Correct Answer: C 

 

QUESTION 2

Information has a number of reliability aspects. Reliability is constantly being threatened. Examples of threats are: a
cable becomes loose, someone alters information by accident, data is used privately or is falsified. 

Which of these examples is a threat to integrity? 

A. a loose cable 

B. accidental alteration of data 

C. private use of data 

D. System restart 

Correct Answer: B 

 

QUESTION 3

Information or data that are classified as ______ do not require labeling. 

A. Public 

B. Internal 

C. Confidential 

D. Highly Confidential 

Correct Answer: A 

 

QUESTION 4

You receive the following mail from the IT support team: Dear User,Starting next week, we will be deleting all inactive
email accounts in order to create spaceshare the below details in order to continue using your account. In case of no 
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response, 

Name: 

Email ID: 

Password: 

DOB: 

Kindly contact the webmail team for any further support. Thanks for your attention. 

Which of the following is the best response? 

A. Ignore the email 

B. Respond it by saying that one should not share the password with anyone 

C. One should not respond to these mails and report such email to your supervisor 

Correct Answer: C 

 

 

QUESTION 5

Who are allowed to access highly confidential files? 

A. Employees with a business need-to-know 

B. Contractors with a business need-to-know 

C. Employees with signed NDA have a business need-to-know 

D. Non-employees designated with approved access and have signed NDA 

Correct Answer: C 

 

QUESTION 6

How is the purpose of information security policy best described? 

A. An information security policy documents the analysis of risks and the search for countermeasures. 

B. An information security policy provides direction and support to the management regarding information security. 

C. An information security policy makes the security plan concrete by providing it with the necessary details. 

D. An information security policy provides insight into threats and the possible consequences. 

Correct Answer: B 
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QUESTION 7

What controls can you do to protect sensitive data in your computer when you go out for lunch? 

A. You activate your favorite screen-saver 

B. You are confident to leave your computer screen as is since a password protected screensaver is installed and it is
set to activate after 10 minutes of inactivity 

C. You lock your computer by pressing Windows+L or CTRL-ALT-DELETE and then click "Lock Computer". 

D. You turn off the monitor 

Correct Answer: C 

 

QUESTION 8

You work in the office of a large company. You receive a call from a person claiming to be from the Helpdesk. He asks
you for your password. 

What kind of threat is this? 

A. Natural threat 

B. Organizational threat 

C. Social Engineering 

D. Arason 

Correct Answer: C 

 

QUESTION 9

What is a repressive measure in case of a fire? 

A. Taking out a fire insurance 

B. Putting out a fire after it has been detected by a fire detector 

C. Repairing damage caused by the fire 

Correct Answer: B 

 

QUESTION 10

What is the relationship between data and information? 

A. Data is structured information. 

B. Information is the meaning and value assigned to a collection of data. 
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Correct Answer: B 

 

QUESTION 11

What type of compliancy standard, regulation or legislation provides a code of practice for information security? 

A. ISO/IEC 27002 

B. Personal data protection act 

C. Computer criminality act 

D. IT Service Management 

Correct Answer: A 

 

QUESTION 12

After a devastating office fire, all staff are moved to other branches of the company. At what moment in the incident
management process is this measure effectuated? 

A. Between incident and damage 

B. Between detection and classification 

C. Between recovery and normal operations 

D. Between classification and escalation 

Correct Answer: A 

 

QUESTION 13

An employee caught with offense of abusing the internet, such as P2P file sharing or video/audio streaming, will not
receive a warning for committing such act but will directly receive an IR. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 14

Why do we need to test a disaster recovery plan regularly, and keep it up to date? 

A. Otherwise the measures taken and the incident procedures planned may not be adequate 

B. Otherwise it is no longer up to date with the registration of daily occurring faults 
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C. Otherwise remotely stored backups may no longer be available to the security team 

Correct Answer: A 

 

QUESTION 15

Which threat could occur if no physical measures are taken? 

A. Unauthorised persons viewing sensitive files 

B. Confidential prints being left on the printer 

C. A server shutting down because of overheating 

D. Hackers entering the corporate network 

Correct Answer: C 
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