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QUESTION 1

Prior to employment, as well as terms and conditions of employment are included as controls in ISO 27002
to ensure that employees and contractors understand their responsibilities and are suitable for the roles for which they
are considered.

A. screening

B. authorizing

C. controlling

D. flexing

Correct Answer: A

QUESTION 2

What is the best way to comply with legislation and regulations for personal data protection?
A. Performing a threat analysis

B. Maintaining an incident register

C. Performing a vulnerability analysis

D. Appointing the responsibility to someone

Correct Answer: D

QUESTION 3

What is an example of a security incident?

A. The lighting in the department no longer works.

B. A member of staff loses a laptop.

C. You cannot set the correct fonts in your word processing software.
D. Afile is saved under an incorrect name.

Correct Answer: B

QUESTION 4

True or False: Organizations allowing teleworking activities, the physical security of the building and the local
environment of the teleworking site should be considered
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A. True
B. False

Correct Answer: A

QUESTION 5

Which of these reliability aspects is "completeness” a part of?
A. Availability

B. Exclusivity

C. Integrity

D. Confidentiality

Correct Answer: C

QUESTION 6

You are the owner of a growing company, SpeeDelivery, which provides courier services. You decide that it is time to
draw up a risk analysis for your information system. This includes an inventory of threats and risks. What is the relation
between a threat, risk and risk analysis?

A. A risk analysis identifies threats from the known risks.

B. A risk analysis is used to clarify which threats are relevant and what risks they involve.

C. Arisk analysis is used to remove the risk of a threat.

D. Risk analyses help to find a balance between threats and risks.

Correct Answer: B

QUESTION 7

A company moves into a new building. A few weeks after the move, a visitor appears unannounced in the
office of the director. An investigation shows that visitors passes grant the same access as the passes of
the company\\'s staff.

Which kind of security measure could have prevented this?

A. physical security measure

B. An organizational security measure

C. A technical security measure
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Correct Answer: A

QUESTION 8

You have just started working at a large organization. You have been asked to sign a code of conduct as well as a
contract. What does the organization wish to achieve with this?

A. A code of conduct helps to prevent the misuse of IT facilities.

B. A code of conduct is a legal obligation that organizations have to meet.

C. A code of conduct prevents a virus outbreak.

D. A code of conduct gives staff guidance on how to report suspected misuses of IT facilities.

Correct Answer: A

QUESTION 9

One of the ways Internet of Things (IoT) devices can communicate with each other (or "the outside world\\') is using a so-
called short-range radio protocol. Which kind of short-range radio protocol makes it possible to use your phone as a
credit card?

A. Near Field Communication (NFC)

B. Bluetooth

C. Radio Frequency ldentification (RFID)

D. The 4G protocol

Correct Answer: A

QUESTION 10

Which is a legislative or regulatory act related to information security that can be imposed upon all organizations?
A. ISO/IEC 27001:2005

B. Intellectual Property Rights

C. ISO/IEC 27002:2005

D. Personal data protection legislation

Correct Answer: D
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