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QUESTION 1
What controls can you do to protect sensitive data in your computer when you go out for lunch?
A. You activate your favorite screen-saver

B. You are confident to leave your computer screen as is since a password protected screensaver is installed and it is
set to activate after 10 minutes of inactivity

C. You lock your computer by pressing Windows+L or CTRL-ALT-DELETE and then click "Lock Computer".
D. You turn off the monitor

Correct Answer: C

QUESTION 2

What is social engineering?

A. A group planning for a social activity in the organization

B. Creating a situation wherein a third party gains confidential information from you
C. The organization planning an activity for welfare of the neighborhood

Correct Answer: B

QUESTION 3

CMM stands for?

A. Capability Maturity Matrix
B. Capacity Maturity Matrix
C. Capability Maturity Model
D. Capable Mature Model

Correct Answer: C

QUESTION 4
What is the name of the system that guarantees the coherence of information security in the organization?
A. Information Security Management System (ISMS)

B. Rootkit
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C. Security regulations for special information for the government
D. Information Technology Service Management (ITSM)

Correct Answer: A

QUESTION 5

What is the purpose of an Information Security policy?

A. An information security policy makes the security plan concrete by providing the necessary details

B. An information security policy provides insight into threats and the possible consequences

C. An information security policy provides direction and support to the management regarding information security
D. An information security policy documents the analysis of risks and the search for countermeasures

Correct Answer: C

QUESTION 6

Information or data that are classified as ___ do not require labeling.
A. Public

B. Internal

C. Confidential

D. Highly Confidential

Correct Answer: A

QUESTION 7

What type of measure involves the stopping of possible consequences of security incidents?
A. Corrective

B. Detective

C. Repressive

D. Preventive

Correct Answer: C

QUESTION 8
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Which of the following is an information security management system standard published by the International
Organization for Standardization?

A. 1509008
B. ISO27001
C. 1805501
D. 1SO22301

Correct Answer: B

QUESTION 9

Which of the following is a preventive security measure?
A. Installing logging and monitoring software

B. Shutting down the Internet connection after an attack
C. Storing sensitive information in a data save

Correct Answer: C

QUESTION 10

The following are definitions of Information, except:

A. accurate and timely data

B. specific and organized data for a purpose

C. mature and measurable data

D. can lead to understanding and decrease in uncertainty

Correct Answer: C

QUESTION 11

Often, people do not pick up their prints from a shared printer. How can this affect the confidentiality of information?
A. Confidentiality cannot be guaranteed

B. Integrity cannot be guaranteed

C. Authenticity cannot be guaranteed

D. Availability cannot be guaranteed
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Correct Answer: A

QUESTION 12

Someone from a large tech company calls you on behalf of your company to check the health of your PC, and therefore
needs your user-id and password. What type of threat is this?

A. Social engineering threat
B. Organisational threat

C. Technical threat

D. Malware threat

Correct Answer: A

QUESTION 13

is an asset like other important business assets has value to an organization and consequently
needs to be protected.

A. Infrastructure
B. Data

C. Information
D. Security

Correct Answer: C

QUESTION 14

Changes on project-managed applications or database should undergo the change control process as documented.
A. True

B. False

Correct Answer: A

QUESTION 15

Cabling Security is associated with Power, telecommunication and network cabling carrying information are protected
from interception and damage.

A. True
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B. False

Correct Answer: A
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