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QUESTION 1

Refer to the exhibit: You have configured Onboard but me customer could not onboard one of his devices and has sent
you the above screenshots. How could you resolve the issue?

A. Instruct the user to delete the profile on one of their other BYOD devices.

B. Instruct the user to run the Quick connect application in Sponsor Mode.

C. Increase the maximum number of devices allowed by the individual user account.
D. Increase the maximum number of devices that all users can provision to 3.

Correct Answer: D

QUESTION 2

You are integrating a Postgres SQL server with the ClearPass Policy Manager. What steps will you follow to complete
the integration process? (Select three)
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A. Click on the default filter name with pre-defined filter queries and check box to enable as role.

B. Specify a new filter with filter queries to fetch authentication and authorization attributes.

C. Attribute Name under filter configuration must match one of the columns being requested from the database table.
D. Create a new Endpoint context server and add the SQL server IP, credentilas and the database name.

E. Alias Name under filter configuration must match one of the columns being requested from the database table.

F. Create a new authentication source and add the SQL server IP, credentials and the database name.

Correct Answer: BDF

QUESTION 3

A customer would like to allow only the AD users with the "Manager" title from the "HQ" location to
Onboard their personal devices. Any other AD users should not be authorized to pass beyond the initial
device provisioning page.

Which Onboard service will you use to implement this requirement?

A. Onboard CP login service

B. Onboard Authorization service

C. Onboard Provisioning service

D. Onboard Pre-Auth service

Correct Answer: A

QUESTION 4
Refer to the exhibit: A customer has configured a service with the Onboard Devices Repository as an Authentication

Source and an Active Directory Domain Server as an Authorization Source. What will happen if the client certificate is
still valid and the user account associated with the certificate is disabled in Active Directory?
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A. ClearPass will not process the request

B. Enforcement will apply the [Deny Access Profile]

C. ClearPass will redirect the client to Onboard again

D. ClearPass will block network access to the device

E. ClearPass will allow the device to access the network.

Correct Answer: D

QUESTION 5

Refer to the exhibit:
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The customer created a new enforcement policy condition to allow VIP Users access without additional security
compliance checks hut cannot gel it working. The customer has sent you the above screenshots. How would you
resolve the issue?

A. Ask the VIP user to complete the one time web health check to get the VIP profile.

B. Set the Enforcement Policy rules evaluation algorithm to evaluate all.

C. Include VIP User role along with the Healthy posture enforcement condition.

D. Modify the Enforcement Policy and re-order the VIP user condition to the lop.

Correct Answer: C

QUESTION 6
You have configured a Guest SSID with Captive-portal Web Authentication and MAC authentication The MAC caching
expiry time set to 12 hours and the Guest Account expiration time is set to 8 hours. What will happen if the guest were

to disconnect from the SSID and re-connect 9 hours later?

A. The client will tail the MAC authentication and be denied access to the Guest SSID.
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B. The client will successfully pass the mac authentication until the mac caching time expires.
C. The client will successfully pass the MAC authentication but still be redirected to captive portal page.
D. The client will fail the MAC authentication and will be redirected to the Captive-portal login page.

Correct Answer: C

QUESTION 7

When is it recommended to use a certificate with multiple entries on the Subject Alternative Name?

A. The ClearPass servers are placed in different OnGuard zones to allow the client agent to send SHV updates.
B. Using the same certificate to Onboard clients and the Guest Captive Portal on a single ClearPass server.

C. The primary authentication server Is not available to authenticate the users.

D. The ClearPass server will be hosting captive portal pages for multiple FQDN entries

Correct Answer: A

QUESTION 8

Refer to the exhibit:
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Your company has a postgres SQL database with the MAC addresses of the company-owned tablets You
have configured a role mapping condition to tag the SQL devices. When one of the tablets connects to the
network, it does not get the correct role and receives a deny access profile.

How would you resolve the issue?

A. Remove SQL condition from role mapping policy and add it under the enforcement policy conditions.

B. Edit the SQL authentication source niter attributes and modify the SQL server filter query.

C. Add the SQL server as an authentication source and map .t under the authentication tab in the service.
D. Enable authorization tab in the service and add the SQL server as an authorization source.

Correct Answer: B

QUESTION 9

Refer to the exhibit:
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The customer configured an 802.1x service with different enforcement actions for personal and corporate

laptops. The corporate laptops are always being redirected to the BYOD Portal. The customer has sent

you the above screenshots.

How would you resolve the issue? (Select two)

A. Modify the enforcement policy and change the rule evaluation algorithm to select first match

B. Modify the enforcement policy and re-order the condition with posture not_equals to healthy as the sixth condition
C. Modify the enforcement policy and re-order the EAP-PEAP with [user authenticated] rule to the last condition.

D. Modify the enforcement policy and re-order the condition with Posture - Unknown as the fifth condition

E. Remove the EAP-PEAP with [user authenticated] condition for Onboard and create another service

Correct Answer: CD

QUESTION 10

Under Onboard management and control, which option will deny the user from re-provisioning the device a second
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time?

A. Revoke and Delete certificate
B. Delete user

C. Revoke certificate

D. Delete certificate

Correct Answer: D
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