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QUESTION 1

Users run Skype for Business on wireless clients with no WMM support over an Aruba Mobility Master (MM) - Mobility
Controller (MC) based network. When traffic arrives at the wired network, it does not include either L2 or L3 markings.

Which configuration steps should the network administrator take to classify and mark voice and video traffic with UCC
heuristics mode?

A. Enable WMM in a VAP profile, and explicitly permit voice and video UDP ports in a firewall policy.

B. Confirm OpenFlow is enabled in the user role and VAP profile. Then enable WMM in a SSID profile, and explicitly
permit voice and video UDP ports in a firewall policy.

C. Confirm the MC is the Openflow controller of the MMs and Openflow is enabled in VAP and firewall roles. Enable
Skype4Business ALG in UCC profiles.

D. Confirm MM is the Openflow controller of MCs and Openflow is enabled in VAP and firewall roles. Enable
Skype4Business ALG in UCC profiles.

Correct Answer: A

QUESTION 2

An organization wants to deploy a WLAN infrastructure that provides connectivity to these client categories:

Employees Contractors Guest users Corporate |0T legacy devices that support no authentication or encryption
Employees and contractors must authenticate with company credentials and get network access based on AD group
membership. Guest users are required to authenticate with captive portal using predefined credentials. Only employees
will run L2 encryption.

Which implementation plan fulfills the requirements while maximizing the channel usage?

A. Create VAPL1 to run WPA2-AES and 802.1x authentication, VAP2 to run opensystem encryption with MAC
authentication, and VAP3 to run opensystem with captive portal and L2 fail through.

B. Create a single VAP to run WPA2-AES and 802.1x authentication, MAC authentication L2 fail through, captive portal,
and VIA support.

C. Create VAP1 to run WPA2-AES and 802.1x authentication, VAP2 to run opensystem encryption with MAC
authentication, and VAP3 to run opensystem with captive portal.

D. Create VAP1 to run WPA2-AES and 802.1x authentication, and VAP2 to run opensystem encryption with MAC
authentication and captive portal.

Correct Answer: D

QUESTION 3

A network administrator has racked up a 7210 Mobility Controller (MC) that will be terminating 200+ Aps on a medium-
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size branch office. Next, the technician cabled the appliance with 4SPF+ Direct Attached Cables (DACSs) distributed
between two-member switching stack and powered it up.

What must the administrator do next in the MCs to assure maximum wired bandwidth utilization?
A. Map the four physical ports to port channel 0.

B. Disable spanning tree and allocate unique VLANS to each port.

C. Manually set 10Gbps speeds on all ports.

D. Configure the same MSTP region that the switches have.

E. Make all ports trunk interfaces and permit data VLANS.

Correct Answer: C

QUESTION 4

Refer to the exhibit.

Quality Spectrogram for AP21 - 2.4 GHz |

Options X

Chart Type Quality Spectrogram ~
Sensor AP21-2.4 GHz
Band 2.4 GHz

Quality ® Channel Quality
Metrics: Channel Availability

Channel [ B
o% 0% 100%

Based on the output shown in the exhibit, which channel offers the highest quality?
A. Channel 1

B. Channel 6

C. Channel 11

D. Channel 14

Correct Answer: B
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QUESTION 5
Refer to the exhibit.

(MC2) #show auth-tracebuf mac xx:xx:xx:XXINX:IXX count 27

warning: user-debug is enabled on one or more specific MAC addresses;
only those MAC addresses appear in the trace buffer.

Auth Trace Buffer

Jun 29 20:56:51 station-up TONNINMINKINXINXIXNX VY IVYIVYIVYIVYIYY = = wpal aes
Jun 29 20:56:51 eap id req = KMIKMINKINKIKN NN YYIYYIYYIYYIYYIYY 1 5

Jun 26 20:56:51 eap-start =5 RKIXXIMKOKKOHK XN VWIVY VY VY LYY VY - -

Jun 29 20:56:51 eap-id-req <= XXIXXIXXIXXIXXIXX VYIVVIVYIVYIVYIYY 1 5

Jun 29 20:56:51 eap-id-resp - XNINMINKIXMIXXIXX YWY IVYIVYIVYIVYIYY 1 7 it

Jun 29 20:56:51 rad-req = M MMIMMIXXIKXINX VY IVVIVYIVYIVY VY 42 174 10.1.140.101
Jun 29 20:56:51 eap-id-resp =3 XMIXNXIXXIXNIXNIXX VVIVYIVYIVYIVYIYY 1 7 it

Jun 29 20:56:51 rad-resp <= JOCIXNDOCXXINXIXX YYIVYIVYIVY LYY IYY/RADIUSLT 42 88

Jun 29 20:56:51 eap-req <= XNIXNINMIXXIXNIXX VYIVVIVVIVVIVVIVY 2 6

Jun 29 20:56:51 eap-resp = XMIXMINNIXMIXXIXX YV IVYIVYIVYIVYIVY 2 214

Jun 24 20:56:51 rad-rag = NCINNINICINMINN IXN WYV IVYIVYIVY WY /RADIUST 43 423 10.1.140.101
Jun 29 20:56:51 rad-resp <= XNIXXINCIXXI0IXN VYWY IVY LYY IYY LYY/ RADIUST 43 228

Jun 29 20:56:51 eap-req <= XXIXXIXXIXMIXXIXX VVIVYIVYIVYIVYIYY 3 146

Jun 24 20:56:51 eap-resp = KNI XX INN XX VVIVVIVYIVYIVY VY 3 61

Jun 29 20:56:51 rad-req =>  XXIXXINNGXXINXIXX YYIVYIVYIVYIVY D yy/RADIUS1 44 270 10.1.140.101
Jun 29 20:56:51 rad-resp <-  XNIXNINKIXXIXNKIXX VY IWYIVVIVYIVYIYY/RADIUSL 44 128

Jun 29 20:56:51 eap-req - NI DN INNIANIXX YV IVYIVYIVYIVYIVY 4 496

Jun 22 20:56:51 eap-resp =3 KCIXX UM XK MK XN VW IWY LYY VY IVY LYY 4 46

Jun 29 20:56:51 rad-reqg =3 XMINMOINKIMNMINNINX VVIVVIVYIVYIVY I yY/RADIUS1T 45 255 10.1.140.101
Jun 29 20:56:51 rad-accept <= NMIMNINOCINNINN NN VYWY IVYIVY VY Yy /RADIUSL 45 231

Jun 29 20:56:51 eap-success <= XXIXXIXXIXXIXXIXX VYIVYIVVIVYIVYIYY 4 4

Jun 29 20:56:51 user~ repkey change TOXKIXMINKIXNIXNIEX VY IVYIVYIVYIVY VY 65535 - 204c0306e7 2000000017 0008
Jun 29 20:56:51 macuser repkey change *  OCIXXINXKIXMIXXIXX YYIVYIVYIVYIVYIYY 65535 = I TN 00T XX TR
Jun 29 20:56:51 wpa?-keyl - NMCIMMINMMCINN MM IMN WUV WA TV SV Y - 117

Jun 29 20:56:51 wpa2-key?2 - XMINMIXNINMIXXIXX YVVIVYIVYIVYIVYIVY = 117

Jun 29 20:56:51 wpa?-key3 <= BOCINCIMOC KON XK VWYY IV LYY VY I YY = 151

Jun 29 20:56:51 wpa?-keyd = XMOINMIMNNIXMINNIXX VYIVYIVYIVYIVYIYY = a5

Based on the output shown in the exhibit, which wireless connection phase has just completed?
A. L3 authentication and encryption

B. MAC Authentication and 4-way handshake

C. 802.11 enhanced open association

D. L2 authentication and encryption

Correct Answer: A

QUESTION 6

A network administrator is in charge of a Mobility Master (MM) ?Mobility Controller (MC) based WLAN. The
administrator has deployed an Airwave Management Platform (AMP) server in order to improve the monitoring
capabilities and

generate reports and alerts.

The administrator has configured SNMPv3 and Admin credentials on both the MMs and MCs and has created Groups
and Folders in the AMP server.

What two additional steps must the administrator do in order to let Airwave monitor the network devices? (Choose two.)
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A. Manually add the Active MM and wait for automatic Discovery.

B. Map the AMP\\'s IP address with a mgmt-config profile in the MM.

C. Set the AMP\\'s IP address and Org string as DHCP option 43.

D. Manually add each MM,

MC and Access Point in the AMP server.

E. Move "New" devices into a group and folder in Airwave.

Correct Answer: AB

QUESTION 7

Refer to the exhibits.

MC VA

é A 19 clients

Wireless Clients 1s

NAME W

ricardo-cobos

ricardo cobos

ricardo-cobos

DETAILS

Name

ricardo-cobos

P address

10.101.2.132

MAL address
FHDIOCIONIIOCNTNN

Health score

15%

Speed

20.0 Mbps

M spee

866 Mbps

Frames in the last minute
41094

> Q,
=
3 3 WLANs 414 ms €9 6 Radios
HEALTH BAND CHANMEL CLIENT... ROLE SNR 0s
18 Good 5GHz 157 VHT 80MHz authenticated 25dB 05X
i Good 5GHz 157 HT 40MHz authenticated 34 dB iPad
i Poor 5 GHz 157 VHT 80 MHz authenticated 13 dB iPhone
SIGNAL TRAFFIC ANALYSIS
Show information about data speed w Show top 5 applications ~
F00M
- . _________|
Z  200Mm
& nepz |
i
i appstore |
100M
a 10k 20k 30k 40k 50k 60k 7Ok
Usage (bytes)
a
23:52 23:57 MNow
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MC_VA < Q,

e & 19 ciients E 3 WLANS 414 ms (:T}] B Radios

Wireless Clients 1=

NAME W HEALTH BAND CHANNEL CLIENT... ROLE SNR os
ricardo-cobos 111 Goad 5GHz 157 VHT BOMHz authenticated 25dB 05X
rleardo-cobos il Good 5GHz 157 HT 40MHz authenticated 34 dB iPad
ricardo-cobos f | Poor S GHz 157 VHT 80 MHz authenticated 13 dB Phenc
DETAILS SIGNAL |~  TRAFFIC ANALYSIS
Show information about transfermed framas W Show top 5 applications ~
Name
ricardo-cobos
10.101.2.132
AR LA
Health score @ successiul (35388) S _
15% 47.4k Retried {10830) e .
- ) aplsegment.io
Speod .Uloppeulﬂ-ﬂ]
200 Mbps srsceraco-. [ NNEEEEEEEIED
e8/30elaka.
Wsx spesd
866 Mbps 0 10k 20k 30k 40k 50k
Usage (bytes)
Frames in the last minute
41094

20 destinations are currently active

A user reports slow response time to a network administrator and suggests that there might be a problem with the
WLAN. The user\\'s phone supports 802.11ac in the 5 GHz band. The network administrator finds the user in the
Mobility Master (MM) and reviews the output shown in the exhibit.

What can the network administrator conclude after analyzing the data?

A. The low SNR forces the client to back off to low MCs, therefore speed is low and retransmits are high.

B. Client health is poor, but SNR is fair. TX power must be increased in both the client and the AP.

C. Since SNR is good, then the high retransmit rate must be due a hidden node scenario or high interference.

D. High Successful frame count and high Max Speed is an indication of a healthy client. Connection will improve at any
time.

Correct Answer: D

QUESTION 8

Refer to the exhibit.
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(MC2) #show auth-tracebuf mac xx:xx:xx:xx:xx:xx count 27

warnirg: user-debug is enabled on one or more specific MAC addresses;

only those MAC addresses appear in the trace buffer.

Auth Trace Buffer

Jun 29 20:56:51 station-up M INXINNINX INMINX YYIVYIVYIYYIVYIVY i = wpal aes

Jun 2% 20:56:51 eap id req P XA IKKIKK XK KR I VY IYYIVY IYYIVYIYY 1 5

Jun 29 20:56:51 eap-start =3 NXEMNOOKIMEINKINX YV IYY VY IYYIVYIYY - -

Jun 2¢ 20:56:51 eap-id-req <= MCIMOCINXIMOEINKINX WY IVYIVY IV IVY VY 1 5

Jun 29 20:56:51 eap-id-resp = KXIXXKIXKIKXIXMIXX VY IVVIVYIYYIVYIYY o b 7 1t

Jun 28 20:56:51 rad-req =3 MMM IO INN NN WA VY IV YW WY I YY 42 174 10.1.140.101
Jun 29 20:56:51 eap-id-resp =3 KXEXN IO IR NN WYY WY LYW WY IYY " 7 it

Jun 28 20:56:51 rad-resp <= NNIMMINXINNINMINK YYIVVIVYIVYIVYIVY/RADIUSL 42 &8

Jun 2% 20:56:51 eap-req <= XX IMNXIMKINNINMINX VVIVYIVY IVVIVVIVY 2 [

Jun 28 20:56:51 eap-resp =3 KXEXMINKINNINKINX WYIYWIVY YW IV IYY 2 214

Jun 2% 20:56:51 rad-reqg =»  XXINMINXIMNNINNINK VVIVVIVYIVYIVYIVY/RADIUSL 43 423 10.1.140.101
Jun 2% 20:56:51 rad-resp - MNINMNINXIMNINMINK YYIYYIVYIVYIYYIVY/RADIUS1L 43 228

Jun 29 20:56:51 eap-req - NXIXXIXXIXXIXXIXX VY IVVIVYIVYVIVYIVY 3 146

Jun 2% 20:56:51 eap-resp => MMINMINNIMMIXNMINK WY IVYIVYIVYIWYIVY 3 61

Jun 28 20:56:51 rad-req = NNCININNIMINMINK WWIWWIVYIVYIVYIVY/RADIUSL 44 270 10.1.140.101
Jun 29 20:5%6:51 rad-resp <= MMINNINNINMINKINK Wy WY IVYIVYIVYIVY/RADIUSL 44 128

Jun 2% 20:56:51 eap-req o= BTN TN TN DM MX WYY IV IV IV LYY a4 46

Jun 28 20:56:51 eap-resp -F XXIXKIKKIXXIXNIXX VY IYYIYYIVYIYYIYY 4 46

Jun 2¢ 20:56:51 rad-req =3 KXUXMINKIMNINK XX VWIVYIVYIYYIVY VY /RADIUSL 45 255 10.1.140.101
Jun 2% 20:56:51 rad-accept <= KNEXK DML IRX XX WYIWY IV IYYOIVY VY /RADIUSL 45 231

Jun 2% 20:56:51 eap-success <= XXIXXIKKINEKIKMINX YWY VYIVYIYYIVYIYY 4 4

Jun 29 20:56:51 user repkey change FONKIKNINN NN DKM N WYYV WYYV WYY 65535 - 204c0306e7 9000000017 0008
Jun 28 20:56:51 macuser repkey change * XXIXXIXMINXINOUIXX VY VYV IVYIVVIVYIVY 65535 - 200N THX XK INK XX
Jun 2¢ 20:56:51 wpal2-keyl = RONTNOWTMOM TN INOMIMIM WOV IR SR IV T = 117

Jun 28 20:56:51 wpa2-key2 ~x NXINMINNINNINMINK YYIVYIWYIVYIVYIVY = 117

Jun 29 20:56:51 wpa2-key3 - MMIXNNINNINNINMIXX YWY IVVIVYIVYIVYIVY = 151

Jun 2% 20:56:51 wpa2-keyd = KXIXKIXXKIXNINMINX VY IVYIVYIVYIVYIYY - a5

A network administrator is validating client connectivity and executes the show command shown in the exhibit. Which
authentication method was used by a wireless station?

A. EAP authentication

B. 802.1X machine authentication
C. MAC authentication

D. 802.1X user authentication

Correct Answer: D

QUESTION 9

Refer to the exhibit.
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(MC2) #show datapath session table 10.1.141.150

Datapath Session Table Entries

F — fast age, S - src NAT, N - dest NAT
D — deny, R — radirect, Y — no syn

H — high prio, P — set prio, T - set ToS
C - client, M — mirror, V — VOIP

0 - Real-Time Quality analysis

u - Upstream Real-Time Quality analysis

I - Deep tinspect, U - Locally destined

E - Media Deep Inspect, G — media signal
r — Route Nexthop, h — High value
A Application rirewall Inspect
B — Permanent, O — Openflow
L

- Log
Source IP Destination IP  Port SPort DPort Cntr Prio ToS Age Destination TAge Packets Bytes Flags
10.254.1.21 10.1.141.150 17 53 64519 0/0 0 0 1 tunnel 29 iz 2 318 FIA
10.254.1.24 10.1.141.150 3 5061 62781 0/0 6 0 0 tunnel 29 5f5 110 79604 I
10.1.141.150 13.107.21.200 6 62852 443 0/0 1} 6 1 tunnel 29 25 29 8501 C
10.1.141.150 10.254.1.21 17 64519 53 0/0 0 0 1 tunnel 29 12 2 154 FCIA
10.254.1.24 10.1.141.150 i7 51248 5968 0/0 5 34 0 0/0/0 22 1294 270387 FHPTCV
10.1.141.150 10.254.1.24 6 62781 5061  0/0 6 6 0 tunnel 29 577 100 32340 CcI
10.254.1.24 10.1.141.150 17 51249 5969 0/0 5 34 1] 0/0/0 24 208 134541 FHPTCV
23.218.154.187 10.1.141.150 6 443 62849 0/0 0 0 4 tunnel 29 3a 16 15430
10.1.141.150 13.107.21.200 6 62853 443 0/0 0 b 2 tunnel 29 27 11 1137 C
10.1.141.150 10.254.1.24 17 5969 51249 0/0 0 0 0 0/0/0 24 207 131034 FHPTV
13.107.21.200 10.1.141.150 6 443 62853 0/0 0 0 3 tunnel 29 27 14 8962
10.1.141.150 23.218.145.187 6 62849 443 0/0 1} 6 4 tunnel 29 3a 10 1198 C
13.107.21.200 10.1.141.150 6 443 62852 0/0 0 0 2 tunnel 29 27 32 10610
10.1.141.150 10.254.1.24 ¥4 5968 51248 0/0 0 0 Al 0/0/0 24 19 2304 FHPTV

A network administrator deploys DSCP based prioritization in the entire wired network to improve voice quality for a SIP-
based IP telephony system used by the company. However, users report that calls they make from WLAN have poor
audio quality, while desktop phones do not experience the same problem. The network administrator makes a test call
and looks in the datapath session table.

Based on the output shown in the exhibit, what is one area that the network administrator should focus on?

A. UCC based DSCP correction

B. WMM support on the WLAN

C. Dynamic Multicast Rate Optimization

D. wired network congestion

Correct Answer: D

QUESTION 10
Refer to the exhibit.

xx:xx:xx:xx:xx:xx# sh dhcp subnets

DHCP Subnet Table

VLAN Type Subnet Mask Gateway Mode Rolemap

124 13 10.21.124.32 255.255.255.224 10.21.124.33 Tlocal, split-tunnel
81 12 0.0.0.0 255.255.255.255 0.0.0.0 remote, full-tunnel

A network engineer deploys two different DHCP pools in an Instant AP (IAP) cluster for WLANSs that will have
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connectivity to a remote site using Aruba IPSec. Based on the output shown in the exhibit, which IAP-VPN DHCP
modes are being used?

A. distributed L3 and centralized L2
B. local L3 and centralized L2
C. local L3 and distributed L2
D. centralized L3 and distributed L2

Correct Answer: D
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