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QUESTION 1

Review the following truncated output from an Aruba controller for this item. 

(example) #show rights logon 

access-list List 

Position Name Location 

1 logon-control 

2 captiveportal logon-control 

Priority Source Destination Service Action 

1 user any udp 68 deny 2 any any svc-icmp permit 3 any any svc-dns permit 4 any any svc-dhcp permit 5 any any svc-
natt permit captiveportal 

Priority Source Destination Service Action 

1 user controller svc-https dst-nat 8081 2 user any svc-http dst-nat 8080 3 user any svc-https dst-nat 8081 4 user any
svc-http-proxy1 dst-nat 8088 5 user any svc-http-proxy2 dst-nat 8088 6 user any svc-http-proxy3 dst-nat 8088 Based on
the above output from an Aruba controller, an unauthenticated user assigned to the logon role 

attempts to start an http session to IP address 172.16.43.170. What will happen? 

A. the user\\'s traffic will be passed to the IP address because of the policy statement:user any svc-http dstnat 8080 

B. the user\\'s traffic will be passed to the IP address because of the policy statement:user any svc-https dst-nat 8081 

C. the user\\'s traffic will be passed to the IP address because of the policy statement:user any svc-httpproxy1 dst-nat
8088 

D. the user will not reach the IP address because of the policy statement:user any svc-http dst-nat 8080 

E. the user will not reach the IP address because of the implicit deny any any at the end of the policy. 

Correct Answer: D 

 

QUESTION 2

Exhibit: Referring to the diagram provided for this question, representing an office wireless LAN deployment, there will
be approximately 250 users in the offices section of the building. All Switches are setup as L3 routers. 
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According to Aruba best practice, which network device is the best choice for the wireless clients\\' default gateway? 

A. device \\'A\\' 

B. device \\'B\\' 

C. device \\'C\\' 

D. device \\'D\\' 

E. device \\'C or D\\' 

Correct Answer: B 

 

QUESTION 3

One hundred (100) additional APs were deployed in an existing network. But some APs are not able to connect to the
lms-ip address, even though all of the APs belong to the same AP group. Which of the following are NOT potential
causes? (Choose two). 

A. The problem APs are not getting an IP address. 

B. The problem APs have the wrong lms-ip address setting. 

C. There is a firewall between the problem APs and the controller blocking PAPI. 
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D. The controller does not support that many APs in a single AP-Group. 

E. There are not enough AP licenses to support the additional quantity of APs. 

Correct Answer: BD 

 

QUESTION 4

Which parameters can be specified in a rule for AP classification? (Select three) 

A. SSID of an AP 

B. Number of clients connected to an AP 

C. SNR of an AP 

D. Confidence Level 

E. Operating mode of an AP 

Correct Answer: ACD 

 

QUESTION 5

Which match condition can be used by a server derivation rule? (Choose two) 

A. greater than 

B. less than 

C. inverse of 

D. contains 

E. equals 

Correct Answer: DE 

 

QUESTION 6

A port on a controller has been configured as untrusted. No wired access AAA profile or Global AAA profile is
configured. When a user connects to that port which of the following statements is true? 

A. Since there is no wired access AAA profile, only port policies will be applied 

B. The user will fall into the default wired access AAA profile and will be given the initial role. 

C. Since there is no wired access AAA profile or Global AAA profile the user will be given the logon role. 

D. When configuring the port as untrusted, an error message of "no wired access AAA profile exists" Therefore this is an
invalid configuration. 
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E. the user is denied all access automatically because no wired access AAA or Global AAA profile is assigned. 

Correct Answer: C 

 

QUESTION 7

As a user moves through the authentication process, which of the following is not used in a derivation rule? 

A. MAC address 

B. OS version 

C. SSID 

D. Radius attribute 

Correct Answer: B 

 

QUESTION 8
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The screen captures above show the 802.1X authentication profile and AAA profile settings for a VAP. If machine
authentication fails and user authentication passes, which role will be assigned? 

A. employee 

B. guest 

C. denyall 

D. logon 

E. no role is assigned 

Correct Answer: B 

 

QUESTION 9

Which of the following are NOT valid RAP forwarding modes (Choose two)? 

A. Tunnel 

B. Bridge 

C. Split-Tunnel 

D. Backup 

E. Standard 

Correct Answer: DE 

 

QUESTION 10

An administrator currently has one Aruba Mobility Controller in the network. Because of the company\\'s rapid growth,
the administrator plans to purchase three additional controllers that will be configured in a local operating mode. The
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administrator wants to protect the messages between the existing master controller and three local controllers. 

Which Aruba Mobility controller feature needs to be configured to provide this protection? 

A. Control Plane Security (CPSec) 

B. Domain controls 

C. IPSec tunnels 

D. Digital certificates 

Correct Answer: C 

 

QUESTION 11

An AP125 has been provisioned as a Campus AP in the default AP group. It has booted but the radio lights are orange.
What might be a cause of this? Select all that apply. 

A. The AP has booted successfully and is broadcasting wireless networks 

B. The VAP does not have a VLAN assigned to it 

C. The antenna gain parameters of the AP must be provisioned 

D. The default AP Group does not have any VAPs assigned to it 

Correct Answer: BD 

 

QUESTION 12

Referring to the above screen capture, on which Controller can you create a VLAN? 

A. Controller 10.1.10.100 only 

B. Controller 10.1.20.100 and 10.254.1.3 only 

C. All three Controllers 

D. None of the Controllers 

E. Controller 10.254.1.101 only 
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Correct Answer: C 

 

QUESTION 13

When configuring Fast Failover what are the 3 HA roles that can be selected? (Choose three) 

A. Primary 

B. Active 

C. Dual 

D. Standby 

E. Backup 

Correct Answer: BCD 

 

QUESTION 14

What are valid methods of blacklisting a device? (Choose three) 

A. Manually 

B. Firewall Rule 

C. Firewall Policy 

D. Authentication Failures 

E. Data Rate Thresholds 

Correct Answer: ABD 

 

QUESTION 15

What is the function of Station Handoff Assist, if enabled? 

A. Force device to 5Ghz band 

B. Force device off AP if RSSI is below threshold 

C. Send message to device to change AP 

D. Send message to adjoining AP to accept device 

E. Send message to adjoining AP to initiate association to the device 

Correct Answer: B 
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