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QUESTION 1

What is the purpose of a RADIUS IETP Session Timeout attribute being sent to an Aruba Controller when a guest
authenticates successfully? 

A. For the controller to initiate a RADIUS re-authentication automatically when the time limit is reached. 

B. For ClearPass to send a RADIUS CoA message to the client when the time limit is reached. 

C. For the user to initiate a RADIUS re-authentication when the time limit is reached. 

D. For ClearPass to send a RADIUS CoA message when the time limit is reached. 

E. For the Controller to end the user\\'s authenticated session when the time limit is reached. 

Correct Answer: E 

 

QUESTION 2

Which authentication type allows a device to authenticate with a client certificate? 

A. 802.1X/EAP 

B. WEP Authentication 

C. MAC Authentication 

D. Captive Portal Authentication 

E. Open System Authentication 

Correct Answer: A 

Reference https://community.arubanetworks.com/t5/AAA-NAC-Guest-Access-BYOD/Binary-comparisonin-EAP-TLS-
Authentication/ta-p/257857 

 

QUESTION 3

What does a client need for it to perform EAP-TLS successfully? (Select two.) 

A. Username and Password 

B. Server Certificate 

C. Pre-shared key 

D. Certificate Authority 

E. Client Certificate 

Correct Answer: BE 
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Reference https://community.arubanetworks.com/t5/AAA-NAC-Guest-Access-BYOD/Binary-comparisonin-EAP-TLS-
Authentication/ta-p/257857 

 

QUESTION 4

When adding an Active Directory server as an authentication source in ClearPass, what is the purpose of the `Search
Base DN\\' feature? 

A. to indicate to ClearPass the node in the AD tree structure where it should start to search for records 

B. to find the distinguished name of a particular user in Active Directory 

C. to indicate to Clear Pass the Active Directory domain to append to the username 

D. to find the base DN of a particular user in Active Directory 

E. to search for AD user and group account to authenticate users from ClearPass 

Correct Answer: A 

Reference: https://www.arubanetworks.com/techdocs/ClearPass/Aruba_DeployGd_HTML/Content/Active
%20Directory/AD_auth_source_adding.htm 

 

QUESTION 5

Which statement most accurately describes how users with Active Directory credentials authenticate with ClearPass
when Active Directory is used as an authentication source for an 802.1x service in ClearPass? 

A. A Kerberos request is sent from the Network Access Device to ClearPass which initiates a RADUIS request to the
AD server. 

B. A RADIUS request is sent from the Network Access Device to the AD server which communicates with ClearPass. 

C. An LDAP request is sent from the Network Access Device to the AD server which communicates with ClearPass. 

D. An LDAP request is sent from the Network Access Device to ClearPass which initiates a RADIUS request to the AD
server. 

E. A RADIUS request is sent from the Network Access Device to the ClearPass which communicates with the AD
server. 

Correct Answer: C 

Reference http://www.arubanetworks.com/techdocs/ClearPass/Aruba_DeployGd_HTML/Content/3%
20Active%20Directory/AD_auth_source_adding.htm 

 

QUESTION 6

What is the purpose of a guest self-registration page in ClearPass? 

A. to allow employees to get their own devices securely connected to the network 
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B. to allow contractors to create their own accounts in Active Directory 

C. to allow employees\\' sponsors to create accounts for their guests 

D. to allow employees to easily get their corporate devices on the network 

E. to allow guest users to create a login account for the web login page 

Correct Answer: B 

Guest self-registration allows an administrator to customize the process for guests to create their own visitor accounts.
Self-registration is also referred to as self-provisioned access 

Reference http://www.arubanetworks.com/techdocs/ClearPass/6.6/Guest/Content/Configuration/
CustomizingSelfProvisionedAccess.htm 

 

QUESTION 7

Which policy component is the final step in the policy service flow in ClearPass? 

A. Enforcement 

B. Posture 

C. Authorization 

D. Roles 

E. Authentication 

Correct Answer: A 

 

QUESTION 8

Which agents are valid Posture agents used by the ClearPass Policy Manager? (Choose three.) 

A. OnGuard persistent agent 

B. Microsoft AD 

C. OnGuard dissolvable agent 

D. Cisco Trust Agent 

E. Microsoft NAP 

Correct Answer: ACE 

Reference: https://www.arubanetworks.com/techdocs/ClearPass/6.6/PolicyManager/Content/
CPPM_UserGuide/Posture/Posture_policy_creating.htm.html 
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QUESTION 9

Which device uses the Quick Connect method of Onboarding? (Select two.) 

A. iPad 

B. iPhone 

C. Windows 

D. blackberry 

E. Android 

Correct Answer: CE 

Reference http://www.primecominc.com/wp-content/uploads/2015/11/Conquering-todays-BYODchallanges-
whitepaper.pdf (page 7) 

 

QUESTION 10

Based on the information provided, what is the status of the network? (Select two.) 

A. Posture check is enabled for Windows 7 OS. 

B. Posture check is enabled for firewall client application in Windows 7 OS. 

C. Auto remediation is enabled, hence the client will be forced to enable the firewall if it is found disabled. 

D. Auto remediation can force the client to enable the firewall and also sends a notification to user. 

E. Auto remediation cannot force the client to enable the firewall, it can only send notification to the user. 

Correct Answer: AC 
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