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QUESTION 1

Which of the following is correct regarding User-defined Attack signatures?

A. User-defined signatures use an F5-supplied syntax

B. User-defined signatures may only use regular expressions

C. Attack signatures may be grouped within system-supplied signatures

D. User-defined signatures may not be applied globally within the entire policy

Correct Answer: A

QUESTION 2

Which of the following statements are correct regarding Attack signatures? (Choose 2)
A. Attack signatures can apply to requests, responses, and parameters.

B. Attack signatures are the basis for positive security logic with the BIG-IP ASM System.

C. Any new Attack signature downloaded manually or automatically will be active and assigned directly to the security
policy.

D. Individual Attack signatures can be assigned to the security policy. Only Attack signature sets can apply to the
security policy.Individual Attack signatures can? be assigned to the security policy. Only Attack signature sets can apply
to the security policy.

Correct Answer: AD

QUESTION 3

The BIG-IP ASM System is configured with a virtual server that contains an HTTP class profile and the protected pool
members are associated within the HTTP class profile pool definition. The status of this virtual server is unknown (Blue).
Which of the following conditions will make this virtual server become available (Green)?

A. Assign a successful monitor to the virtual server

B. Assign a successful monitor to the members of the HTTP class profile pool

C. Associate a fallback host to the virtual server and assign a successful monitor to the fallback host

D. Associate a default pool to the virtual server and assign a successful monitor to the pool members

Correct Answer: D

QUESTION 4
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Learning suggestions in the Policy Building pages allow for which of the following? (Choose 2)

A. XML-based parameters and associated schema are automatically learned.

B. Blocking response pages can be automatically generated from web site content.

C. Flow level parameters are displayed when found and can be accepted into the current policy.

D. The administrator may modify whether the BIG-IP ASM System will learn, alarm, or block detected violations.

E. Maximum acceptable values for length violations are calculated and can be accepted into the security policy by the
administrator.

Correct Answer: CE

QUESTION 5

A request is sent to the BIG-IP ASM System that generates a Length error violation. Which of the following length types
provides a valid learning suggestion? (Choose 3)

A. URL

B. Cookie

C. Response
D. POST data
E. Query string

Correct Answer: ADE

QUESTION 6

Which of the following is not a feature of a standalone BIG-IP ASM System?
A. Attack signatures

B. Multiple pool members

C. Positive security model

D. Real-time traffic policy builder

E. Pre-defined security policy templates

Correct Answer: B

QUESTION 7

A user is building a security policy using the Deployment Wizard and the Rapid Deployment application template. By
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default, which settings will be applied to the security policy? (Choose 3)
A. Data Guard will be enabled.

B. The enforcement mode will be set to transparent.

C. The encoding language will be set to auto detect.

D. Wildcard tightening will be enabled on file types and parameters.

E. The Attack signature set applied will be Generic Detection Signatures.

Correct Answer: ABE

QUESTION 8

Which statement is correct concerning differences between BIG-IP ASM platforms?

A. The 3900 has more ports than the 6800.

B. The 3900 and 6800 have the same number of ports.

C. The 3900 and 6800 can support both the module and standalone versions of BIG-IP ASM.

D. The 3900 can support both module and standalone versions of BIG-IP ASM whereas the 6800 can support only the
module version of BIG-IP ASM.

Correct Answer: D

QUESTION 9

In the following configuration, a virtual server has the following HTTP class configuration:
HTTP Class 1 = Host pattern www.f5.com

HTTP Class 2 = No filters

A request arriving for WWW.F5.COM will be matched by which class(es)?

A.Class 1

B. Class 2

C. Both Class 1 and Class 2

D. The request will be dropped

Correct Answer: B

QUESTION 10
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Which level of parameter assumes the highest precedence in BIG-IP ASM System processing logic?
A. Flow

B. Object

C. Global

D. URL

Correct Answer: A
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