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QUESTION 1

Privacy enhancing tools aim to allow users to take one or more of the following actions related to their personal data that
is sent to, and used by online service providers, merchants or other users:

i. Increase control over their personal data

ii. Choose whether to use services anonymously or not

ii. Obtain informed consent about sharing their personal data
iv.

Opt-out of behavioral advertising or any other use of data Please select correct option from below:
A

Onlyi

B.

Onlyiandii

C.

All

D.

Only ii

Correct Answer: C

QUESTION 2

As per Article 6 of General Data Protection Regulation, 2016, which of the following is not a lawful ground of processing
personal data?

A. Performance of Contract

B. Legal Obligation

C. Legitimate Interest

D. Consent

E. Vital Interest

F. All of them are lawful grounds of processing personal data

Correct Answer: A
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QUESTION 3

With respect to privacy monitoring and incident management process, which of the below should be a part of a standard
incident handling process?

I. Incident identification and notification
. Investigation and remediation

lll. Root cause analysis

V.

User awareness training on how to report incidents Please select the correct option:
A

land Il

B.

[l and IV

C.

[, I and Il

D.

All of the above

Correct Answer: C

QUESTION 4

In 2006 the Council of Europe launched Data Protection Day to be celebrated each year on 28 January, to
commemorate Council of Europe\\'s data protection convention, better known as "Convention

A. 108
B. 101
C. 207
D. 166

Correct Answer: A

QUESTION 5

Which of the following doesn\\'t contribute, or contributes the least, to the growing data privacy challenges in today\\'s
digital age?
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A. Social media

B. Mass surveillance

C. Use of secure wireless connections

D. Increase in digitization of personal information

Correct Answer: A

QUESTION 6
With respect to privacy governance, which of the following statements are correct?

A. Privacy governance defines the specifications for privacy operations performed on data processed through computer
resource only.

B. Privacy governance provides privacy strategy and direction, and takes decisions on key privacy issues.

C. Privacy governance addresses day-to-day privacy incidents with processes established by privacy policies and
procedures.

D. Privacy governance ensures that privacy issues are not left unaddressed in the organization.

Correct Answer: B

QUESTION 7

The term "Data Handlers" is synonymous with which of the following privacy legislations?
A. South Korea\\'s Personal Information Protection Act

B. Digital Privacy Act, 2015

C. Federal Data Protection Act, Germany (BDSG)

D. Child online protection Act, 1998

Correct Answer: A

QUESTION 8

was passed by the UK parliament to regulate the power of public bodies to carry out surveillance,
interception communications and conduct investigations.

A. Regulation of investigatory Powers Act, 2000
B. Regulation of Investigation Agencies Act, 2016

C. Regulation of Interception Procedures Act, 2000
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D. Regulation of Interception and Access Act, 2000

Correct Answer: A

QUESTION 9

According to The Information Technology (Reasonable Security Practices And Procedures and Sensitive Data or
Information) Rules, 2011, which of the following does not fall under the category of Sensitive Personal Data or
Information?

A. Sexual orientation

B. Password

C. Medical records and history

D. Religious Beliefs

Correct Answer: B

QUESTION 10

Which of the following should be the part of the Privacy Policy of any organization?
A. Applicable Privacy Principles

B. Contact details of senior management

C. Definition of Personal Information and associated categories

D. Details of all the privacy incidents that have occurred in the past

Correct Answer: C

QUESTION 11

What is not a best practice for maintaining privacy while sharing any personal information on social networking?
A. Share it among a closed group

B. Publishing on need basis

C. Classify it private/secret while sharing

D. Make it public to increase transparency

Correct Answer: B

QUESTION 12
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As per Article 33 of GDPR, in case of a personal data breach, the data controller has to inform the supervisory authority
within of becoming aware of the breach.

A. 48 hours
B. 14 days

C. 72 hours
D. 24 hours

Correct Answer: C

QUESTION 13

One of the main objectives of ‘Do Not Track\\' technology is to A. Opt out from the web based analytics services,
advertising networks and social platforms

B. Opt out from call back services by e-commerce companies
C. Opt out from monitoring and surveillance programs of governments, intelligence and Law Enforcement Agencies
D. None of the above

Correct Answer: A

QUESTION 14

“Challenging Compliance\\' as a privacy principle is covered in which of the following data protection/ privacy act?
A. Federal Data Protection Act, Germany

B. UK Data Protection Act

C. PIPEDA

D. Singapore Data Protection Act

Correct Answer: C

QUESTION 15

Which of the following term is commonly used to refer to a solution that protects users\\' right to choose whether their
activities can be monitored by third-party websites or not:

A. Do not Disturb
B. Do not Record

C. Do not Track
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D. Do not Follow

Correct Answer: C
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