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QUESTION 1

ABC Company uses the wireless network for highly sensitive network traffic. For that reason, they intend to protect their
network in all possible ways. They are continually researching new network threats and new preventative measures.
They are interested in the security benefits of 802.11w, but would like to know its limitations. 

What types of wireless attacks are protected by 802.11w? (Choose 2) 

A. RF DoS attacks 

B. Layer 2 Disassociation attacks 

C. Robust management frame replay attacks 

D. Social engineering attacks 

Correct Answer: BC 

 

QUESTION 2

What is one advantage of using EAP-TTLS instead of EAP-TLS as an authentication mechanism in an 

802.11 WLAN? 

A. EAP-TTLS sends encrypted supplicant credentials to the authentication server, but EAP-TLS uses unencrypted user
credentials. 

B. EAP-TTLS supports client certificates, but EAP-TLS does not. 

C. EAP-TTLS does not require an authentication server, but EAP-TLS does. 

D. EAP-TTLS does not require the use of a certificate for each STA as authentication credentials, but EAP-TLS does. 

Correct Answer: D 

 

QUESTION 3

What policy would help mitigate the impact of peer-to-peer attacks against wireless-enabled corporate laptop computers
when the laptops are also used on public access networks such as wireless hot-spots? 

A. Require Port Address Translation (PAT) on each laptop. 

B. Require secure applications such as POP, HTTP, and SSH. 

C. Require VPN software for connectivity to the corporate network. 

D. Require WPA2-Enterprise as the minimal WLAN security solution. 

Correct Answer: C 
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QUESTION 4

Given: Fred works primarily from home and public wireless hot-spots rather than commuting to the office. He frequently
accesses the office network remotely from his Mac laptop using the local 802.11 WLAN. 

In this remote scenario, what single wireless security practice will provide the greatest security for Fred? 

A. Use an IPSec VPN for connectivity to the office network 

B. Use only HTTPS when agreeing to acceptable use terms on public networks 

C. Use enterprise WIPS on the corporate office network 

D. Use WIPS sensor software on the laptop to monitor for risks and attacks 

E. Use 802.1X/PEAPv0 to connect to the corporate office network from public hot-spots 

F. Use secure protocols, such as FTP, for remote file transfers. 

Correct Answer: A 

 

QUESTION 5

What are the three roles of the 802.1X framework, as defined by the 802.1X standard, that are performed by the client
STA, the AP (or WLAN controller), and the RADIUS server? (Choose 3) 

A. Enrollee 

B. Registrar 

C. AAA Server 

D. Authentication Server 

E. Supplicant 

F. Authenticator 

G. Control Point 

Correct Answer: DEF 

 

QUESTION 6

Which of the following security attacks cannot be detected by a WIPS solution of any kind? (Choose 2) 

A. Rogue APs 

B. DoS 

C. Eavesdropping 

D. Social engineering 
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Correct Answer: CD 

 

QUESTION 7

In an effort to optimize WLAN performance, ABC Company has upgraded their WLAN infrastructure from 802.11a/g to
802.11n. 802.11a/g clients are still supported and are used throughout ABC\\'s facility. ABC has always been highly
security conscious, but due to budget limitations, they have not yet updated their overlay WIPS solution to 802.11n or
802.11ac. 

Given ABC\\'s deployment strategy, what security risks would not be detected by the 802.11a/g WIPS? 

A. Hijacking attack performed by using a rogue 802.11n AP against an 802.11a client 

B. Rogue AP operating in Greenfield 40 MHz-only mode 

C. 802.11a STA performing a deauthentication attack against 802.11n APs 

D. 802.11n client spoofing the MAC address of an authorized 802.11n client 

Correct Answer: B 

 

QUESTION 8

Given: Many corporations configure guest VLANs on their WLAN controllers that allow visitors to have Internet access
only. The guest traffic is tunneled to the DMZ to prevent some security risks. 

In this deployment, what risks are still associated with implementing the guest VLAN without any advanced traffic
monitoring or filtering features enabled? (Choose 2) 

A. Intruders can send spam to the Internet through the guest VLAN. 

B. Peer-to-peer attacks can still be conducted between guest users unless application-layer monitoring and filtering are
implemented. 

C. Unauthorized users can perform Internet-based network attacks through the WLAN. 

D. Guest users can reconfigure AP radios servicing the guest VLAN unless unsecure network management protocols
(e.g. Telnet, HTTP) are blocked. 

E. Once guest users are associated to the WLAN, they can capture 802.11 frames from the corporate VLANs. 

Correct Answer: AC 

 

QUESTION 9

You are configuring seven APs to prevent common security attacks. The APs are to be installed in a small business and
to reduce costs, the company decided to install all consumer-grade wireless routers. The wireless routers will connect to
a switch, which connects directly to the Internet connection providing 50 Mbps of Internet bandwidth that will be shared
among 53 wireless clients and 17 wired clients. 

To ensure the wireless network is as secure as possible from common attacks, what security measure can you
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implement given only the hardware referenced? 

A. WPA-Enterprise 

B. 802.1X/EAP-PEAP 

C. WPA2-Enterprise 

D. WPA2-Personal 

Correct Answer: D 

 

QUESTION 10

Given: You must implement 7 APs for a branch office location in your organization. All APs will be autonomous and
provide the same two SSIDs (CORP1879 and Guest). 

Because each AP is managed directly through a web-based interface, what must be changed on every AP before
enabling the WLANs to ensure proper staging procedures are followed? 

A. Fragmentation threshold 

B. Administrative password 

C. Output power 

D. Cell radius 

Correct Answer: B 

 

QUESTION 11

What type of WLAN attack is prevented with the use of a per-MPDU TKIP sequence counter (TSC)? 

A. Weak-IV 

B. Forgery 

C. Replay 

D. Bit-flipping 

E. Session hijacking 

Correct Answer: C 

 

QUESTION 12

Given: Your network includes a controller-based WLAN architecture with centralized data forwarding. The AP builds an
encrypted tunnel to the WLAN controller. The WLAN controller is uplinked to the network via a trunked 1 Gbps Ethernet
port supporting all necessary VLANs for management, control, and client traffic. 
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What processes can be used to force an authenticated WLAN client\\'s data traffic into a specific VLAN as it exits the
WLAN controller interface onto the wired uplink? (Choose 3) 

A. On the Ethernet switch that connects to the AP, configure the switch port as an access port (not trunking) in the
VLAN of supported clients. 

B. During 802.1X authentication, RADIUS sends a return list attribute to the WLAN controller assigning the user and all
traffic to a specific VLAN. 

C. In the WLAN controller\\'s local user database, create a static username-to-VLAN mapping on the WLAN controller to
direct data traffic from a specific user to a designated VLAN. 

D. Configure the WLAN controller with static SSID-to-VLAN mappings; the user will be assigned to a VLAN according to
the SSID being used. 

Correct Answer: BCD 

 

QUESTION 13

Given: You have a Windows laptop computer with an integrated, dual-band, Wi-Fi compliant adapter. Your laptop
computer has protocol analyzer software installed that is capable of capturing and decoding 802.11ac data. 

What statement best describes the likely ability to capture 802.11ac frames for security testing purposes? 

A. All integrated 802.11ac adapters will work with most protocol analyzers for frame capture, including the Radio Tap
Header. 

B. Integrated 802.11ac adapters are not typically compatible with protocol analyzers in Windows laptops. It is often best
to use a USB adapter or carefully select a laptop with an integrated adapter that will work. 

C. Laptops cannot be used to capture 802.11ac frames because they do not support MU-MIMO. 

D. Only Wireshark can be used to capture 802.11ac frames as no other protocol analyzer has implemented the proper
frame decodes. 

E. The only method available to capture 802.11ac frames is to perform a remote capture with a compatible access
point. 

Correct Answer: B 

 

QUESTION 14

Given: ABC Corporation is evaluating the security solution for their existing WLAN. Two of their supported solutions
include a PPTP VPN and 802.1X/LEAP. They have used PPTP VPNs because of their wide support in server and
desktop operating systems. While both PPTP and LEAP adhere to the minimum requirements of the corporate security
policy, some individuals have raised concerns about MS-CHAPv2 (and similar) authentication and the known fact that
MS-CHAPv2 has proven vulnerable in improper implementations. 

As a consultant, what do you tell ABC Corporation about implementing MS-CHAPv2 authentication? (Choose 2) 

A. MS-CHAPv2 is compliant with WPA-Personal, but not WPA2-Enterprise. 

B. MS-CHAPv2 is subject to offline dictionary attacks. 
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C. LEAP\\'s use of MS-CHAPv2 is only secure when combined with WEP. 

D. MS-CHAPv2 is only appropriate for WLAN security when used inside a TLS-encrypted tunnel. 

E. MS-CHAPv2 uses AES authentication, and is therefore secure. 

F. When implemented with AES-CCMP encryption, MS-CHAPv2 is very secure. 

Correct Answer: BD 

 

QUESTION 15

What statements are true about 802.11-2012 Protected Management Frames? (Choose 2) 

A. 802.11w frame protection protects against some Layer 2 denial-of-service (DoS) attacks, but it cannot prevent all
types of Layer 2 DoS attacks. 

B. When frame protection is in use, the PHY preamble and header as well as the MAC header are encrypted with 256-
or 512-bit AES. 

C. Authentication, association, and acknowledgment frames are protected if management frame protection is enabled,
but deauthentication and disassociation frames are not. 

D. Management frame protection protects disassociation and deauthentication frames. 

Correct Answer: AD 
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