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QUESTION 1

What statement about 802.11 WLAN performance is true? 

A. In modern networks, both centralized and distributed data forwarding work well for most standard office deployments 

B. In most WLANs, no special skill or tuning is required to get peak performance 

C. WLANs perform better as more wireless clients connect with each AP 

D. To get the best performance out of an AP, you should disable data rates of 72 Mbps and lower 

Correct Answer: D 

 

QUESTION 2

What security solution is deprecated in the 802.11 standard and should never be used in any modern WLAN
deployment? 

A. AES 

B. Shared Key Authentication 

C. CCMP 

D. Open System Authentication 

Correct Answer: B 

 

QUESTION 3

You are reporting on the RF environment in you facility. The manager asks you do describe the noise floor noted in the
report. Which of the following is the best explanation? 

A. The energy radiated by flooring materials that causes interference in the 2.4 GHz and 5 GHz bands. 

B. The noise caused by elevators, microwave ovens, and video transmitters. 

C. The RF energy that exists in the environment from intentional and unintentional RF radiators that forms the baseline
above which the Intentional signal of your WLAN must exist. 

D. The extra energy radiated by access points and client devices beyond that intended for the signal. 

Correct Answer: B 

Reference http://blog.prosig.com/2008/04/14/what-is-db-noise-floor-dynamic-range/ 

 

QUESTION 4
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An IEEE 802.11 amendment is in the daft state. What impact does this draft amendment have on the 

802.11 standard? 

A. No impact: Until an amendment is ratified, it does not become part of the standard. 

B. Devices will be released based on the draft amendment and the draft amendment features are part of the standard. 

C. The standard is changed to reflect the new capabilities as soon as an amendment enters the draft stage. 

D. No impact: Draft amendments do not become part of the standard until a working group is formed. 

Correct Answer: A 

 

QUESTION 5

In an 802.11 2.4 GHz system, what 22 MHz channels are considered non-overlapping? 

A. 11 and 6 

B. 7 and 11 

C. 1 and 5 

D. 2 and 8 

Correct Answer: A 

 

QUESTION 6

You are implementing a multi-AP WLAN and fast secure roaming is essential. Which one of the following methods is an
IEEE 802.11 standard method for fast roaming? 

A. Band steering 

B. FT 

C. OKC 

D. Load balancing 

Correct Answer: B 

Reference https://www.networkcomputing.com/wireless-infrastructure/wifi-fast-roaming-simplified/1993108957 

 

QUESTION 7

When performing a validation survey for a Multiple Channel Architecture (MCA) system in a multi-tenant building with
five floors, what aspect should you, as the surveyor, keep in mind? 

A. The RF interference caused by passing airplanes supporting on-board Wi-Fi should be a prime consideration 
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B. The channel reuse pattern should be three dimensional with the RF cell extending coverage of each access point to
other floors 

C. The omni-directional antennas of the access points should be oriented parallel to the floor to maximize the coverage
pattern across as many floors as possible 

D. The Fresnel Zone is completely blocked between floors so each floor is considered a separate site survey 

Correct Answer: B 

 

QUESTION 8

You support a WLAN using dual- band 802.11ac three stream access points. All access points have both the 2.4 GHz
and 5 GHz radios enabled and use 40 MHz channels in 2.4 GHz. A manager is concerned about the fact that each
access point is connected using a 1 Gbps Ethernet link. He is concerned that the Ethernet link will not be able to handle
the load from the wireless radios. What do you tell him? 

A. His concern is valid and the company should upgrade all Ethernet link to 10 Gbps immediately. 

B. His concern is valid and the company should immediately plan to run a second 1 Gbps Ethernet link to each AP. 

C. Due to 802.11 network operations and dynamic rates used by devices on the network, the two radios will likely not
exceed the 1 Gbps Ethernet link . 

D. His concern is invalid because the AP will compress all data before transmitting it onto the Ethernet link. 

Correct Answer: D 

 

QUESTION 9

ABC Company is planning a point-to-multipoint bridge deployment with standalone (autonomous) 802.11 bridge units.
802.1X/EAP will be used for bridge authentication. A Linux-based RADIUS server will be used for authentication. What
device in the bridge implementation acts as the 802.11X Authenticator? 

A. All non-root bridges 

B. The root bridge 

C. The Ethernet switch 

D. The RADIUS server 

Correct Answer: C 

 

QUESTION 10

In an 802.11n 2.4 GHz BSS, what prevents each station from using the full network data rate (e.g. 216.7 Mbps) for user
data when multiple clients are actively exchanging data with the AP? 

A. Half of the bandwidth is allocated to uplink traffic and half to downlink traffic 
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B. All data frames must be acknowledged and the medium is shared 

C. Radio receiver hardware cannot process data is quickly as it can be transmitted 

D. APs do not have sufficient wired connection speeds to the LAN, even at 1 Gbps connections, with 802.11n and
earlier APs 

Correct Answer: B 

 

QUESTION 11

You are deploying a WLAN monitoring solution that utilizes distributed sensor devices. Where should sensors be
deployed for best results? Choose the single best answer. 

A. Every 20 feet and alongside each AP 

B. Closer to the APs 

C. Closer to the client devices 

D. IN critical areas where WLAN performance must be high 

Correct Answer: C 

 

QUESTION 12

The BSA of an AP covers the area used by the sales and marketing department. Thirty-five stations operate in this
space. The users indicate that they need more throughput and all stations are 5 GHz capable 802.11ac clients. The
current AP configuration uses 20 MHz channels in both 2.4 GHz and 5 GHz. What is the least expensive solution
available for increasing throughput for these users without implementing configuration options that are not
recommended? 

A. Use a 160 MHz channel on the 5 GHz radio 

B. Use a 40 MHz channel on the 5 GHz radio 

C. Install a second AP in the coverage area 

D. Use a 40 MHz channel on the 2.4 GHz radio 

Correct Answer: C 

 

QUESTION 13

You administer a WLAN that offers a guest SSID of GUESTNWORK. Users connect to the GUESTNWORK SSID, but
report that they cannot browse the Internet. The devices simply report no Internet connection. What common problem
causes this scenario? 

A. NTP issues 

B. Hardware issues 

Latest CWNA-107 Dumps | CWNA-107 PDF Dumps | CWNA-107 Braindumps                                5 / 7

https://www.passapply.com/cwna-107.html
https://www.passapply.com/cwna-107.html
https://www.passapply.com/cwna-107.html


https://www.passapply.com/cwna-107.html
2023 Latest passapply CWNA-107 PDF and VCE dumps Download

C. IP routing issues 

D. Captive portal issues 

Correct Answer: C 

 

QUESTION 14

When antenna gain is reported in dBI, the gain of the antenna is compared to what theoretical antenna? 

A. Yagi 

B. Dipole 

C. Rubber ducky 

D. Isotropic radiator 

Correct Answer: D 

Reference https://en.wikipedia.org/wiki/Antenna_gain 

 

QUESTION 15

What standard is referenced in the 802.11-2016 specification and is recommended for robust WLAN client security? 

A. SSID hiding 

B. WEP 

C. 802.1X/EAP 

D. IPSec VPN 

Correct Answer: C 
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