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QUESTION 1

What statements describe industry practices for communication protocols between WLANcontrollers and controller-
based APs? (Choose 2) 

A. All vendors use the same protocol so that APs will interoperate with WLAN controllers from other vendors. 

B. Some vendors use proprietary protocols, and some vendorsuse protocols based on public standards like RFCs. 

C. For most vendors, the controller-based APs maintain data and control tunnels with at least two controllers for
immediate failover and redundancy. 

D. All vendors support at least one L2 or L3 broadcastprotocol for controller discovery by controller-based APs. 

E. All vendors recommend using L2 (instead of L3) controller discovery and tunneling protocols in large enterprises. 

Correct Answer: BD 

 

QUESTION 2

Your consulting firm has recently been hired to complete a site survey for a company. Your engineers use predictive
modeling software forsurveying, but the company insists on a pre- deployment site visit. 

What task should be performed as part of the pre-deployment visit to prepare for a predictive survey? 

A. Evaluatethe building materials at ABC\\'s facility and confirm that the floor plandocuments are consistent with the
actual building. 

B. Test several antenna types connected to the intended APs for use in the eventual deployment. 

C. Collect information about the company\\'s security requirements and the current configuration of their RADIUS and
user database servers. 

D. Install at least one AP on each side of the exterior walls to test for co-channel interference through these walls. 

Correct Answer: A 

 

QUESTION 3

What statements about the SSID are true? (Choose 2) 

A. The SSID is a security session identifierused in RSNs. 

B. The SSID must be included in an association request frame. 

C. The SSID is an alphanumeric value assigned to device manufacturers by the IEEE. 

D. The SSID is a pseudo-random number assigned to each client by an AP. 

E. The SSID is an alphanumeric value with a maximum length of 32 octets. 
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F. When configuring a new network, creating an SSID is optional. 

Correct Answer: BE 

 

QUESTION 4

As you prepare for a site survey in a multi-floor corporate office, you have learned about several wireless devices that
support connection-oriented, real-time applications. These applications are sensitive to service interruptions and require
excellent signal quality, low latency, and low loss. For that reason, it is important to identify sources of RF interference
as well as building characteristics that would cause RF blockage or dead spots. 

What systems or environmental characteristics are most likely to cause interference or RF blockage and disrupt service
for these applications? (Choose 2) 

A. Microwave ovens 

B. Narrow hallways 

C. Elevator shafts 

D. RFID chokepoints 

E. Workspace dividers 

Correct Answer: AC 

 

QUESTION 5

What distinguishes an independent basic service set (IBSS) from an infrastructure basic serviceset (BSS)? 

A. An IBSS does not have a distribution system (DS), but a BSS does. 

B. An IBSS does not require beacon frames, but a BSS does. 

C. An IBSS does not support 802.11authentication or association, but a BSS does. 

D. An IBSS does not support any 802.11ac enhancements, but a BSS does. 

Correct Answer: A 

 

QUESTION 6

Whatfactors are likely to cause the greatest impact on the application layer throughput of an 802.11n client station in a
2.4 GHz HT BSS? (Choose 3) 

A. Use of WEP or TKIP for encryption instead of CCMP 

B. Use of passphrase authentication instead of 802.1X/EAPauthentication 

C. Increasing the beacon interval from 100 to 200 (TUs) 
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D. RF interference from more than 10 nearby Bluetooth transmitters 

E. Increasing or decreasing the number ofspatial streams in use by the client station and AP 

Correct Answer: ADE 

 

QUESTION 7

You are onsite with a client to perform a post-deployment site survey. When verifying a multiple channel VoWiFi
deployment using a VoWiFi handset, which aspect is most important? 

A. Performingprotocol analysis with a single wireless adapter that is scanning all channels in use 

B. Testing a constant conversation orhandset tone while roaming from area to area, or performing an active survey 

C. Configuring DSCP-to-802.11e QoS maps on the handset for each access category. 

D. Verifying the VHT functionality to handle the call volume incurred by a single VoIP phone call. 

Correct Answer: B 

 

QUESTION 8

What problems may occur when there are hidden nodes in the BSS? 

A. Increase in downlink (transmitted by AP) frame retries. 

B. High retransmission count for a subset of client stations. 

C. Use of frame fragmentation with fragment bursts. 

D. Excessive use of null data frames. 

E. Duration values vary widely in each data frame. 

Correct Answer: B 

 

QUESTION 9

What are two channel modes specified by the 802.11n (High Throughput) PHY? (Choose 2) 

A. 20 MHz 

B. 20/40 MHz 

C. 40/80 MHz 

D. 22 MHz 

E. 80 MHz 
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F. 160 MHz 

Correct Answer: AB 

 

QUESTION 10

What feature was introduced in the 802.11h amendment in order to uphold regulatory requirements for 5 GHz
operations. 

A. 256-QAM 

B. Distributed Coordination Function (DCF) 

C. Transmit Power Control(TPC) 

D. Radio Resource Management (RRM) 

Correct Answer: C 

 

QUESTION 11

What phrase correctly completes the following sentence? 

When using WMM Power Save operation, a wireless client device______________. 

A. Alternates between awake and dozing, depending on its need to transmit and receive information 

B. Enters a low-power radio state until it receives a WMM PS-Poll frame from the AP 

C. Experiences higher throughput and lower latency than when operating in Active mode 

D. Buffers frames destined to the low-power AP until the AP wakes its radio and begins beaconing again 

Correct Answer: A 

 

QUESTION 12

What is a channel mode specified by the 802.11n (High Throughput) PHY? 

A. Frequency Hopping 

B. 20/40 MHz 

C. 22 MHz 

D. 80 MHz 

Correct Answer: B 
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QUESTION 13

What terms accurately complete the following sentence? 

The IEEE 802.11-2012 standard specifies mandatory support of the ___________ cipher suite for Robust Security
Network Associations, and optional use of the ___________ cipher suite, which is designed for use with pre-RSNA
hardware. 

A. CCMP, TKIP 

B. 802.1X/EAP, WEP 

C. TLS, SSL 

D. RC5, RC4 

Correct Answer: A 

 

QUESTION 14

ABC Company has just purchased a 6 dBi patch antenna. After performing some testswith the 6 dBi antenna, they have
concluded that more antenna gain is needed to cover their outdoor courtyard. When choosing an antenna with higher
gain, what other antenna characteristic will also always change? 

A. Fresnel Zone size 

B. Maximum input power 

C. Beamwidth 

D. Impedance 

E. VSWR Ratio 

Correct Answer: C 

 

QUESTION 15

When a client station sends a broadcast probe request frame with a wildcard SSID, how do APs respond? 

A. After waiting a SIFS, all APs reply at the same time witha probe response. 

B. After waiting a SIFS, a designated AP sends an ACK, and then replies with a probe response. 

C. Each AP checks with the DHCP server to see if it can respond and then acts accordingly. 

D. For each probe request frame, only one AP may reply with a probe response. 

E. Each AP responds in turn after preparing a probe response and winning contention. 

Correct Answer: E 
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