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QUESTION 1

A PHY Header is added to the PSDU at which sub-layer?
A.LLC

B. MAC

C. PLCP

D. PMD

Correct Answer: C

QUESTION 2

What is the function of 802.11 Management frames?

A. Manage the BSS

B. Manage the flow of data

C. Communicate configuration changes between WLAN controller and APs
D. Prioritize network administration traffic

Correct Answer: C

QUESTION 3

Which one of the following statements is not true concerning DTIMs?

A. Buffered Broadcast and Multicast traffic will be transmitted following a DTIM

B. The DTIM interval can dictate when an STA will wake up to listen to beacon frames
C. DTIM stands for Delivery Traffic Indication Map

D. Every Beacon frame must contain a DTIM

Correct Answer: B

QUESTION 4

After examining a Beacon frame decode you see the SSID Element has a length of 0. What do you conclude about this
frame?

A. The frame is corrupted
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B. This is a common attack on WISP backend SQL databases
C. The beacon is from a BSS configured to hide the SSID
D. SSID elements always have a length of 0

Correct Answer: C

QUESTION 5

When configuring a long term, forensic packet capture and saving all packets to disk which of the following is not a
consideration?

A. Total capture storage space
B. Individual trace file size

C. Real-time packet decodes
D. Analyzer location

Correct Answer: B

QUESTION 6

Which piece of information Is not transmitted in an HT PDDU header?
A. Number of Spatial Streams

B. PPDU length

C. Channel number

D. MCS index

Correct Answer: D

QUESTION 7

Prior to a retransmission what happens to the CWmax value?
A. Resetto 0

B. Doubles and increases by 1

C. Increases by 1

D. Set to the value of the AIFSN

Correct Answer: B
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QUESTION 8

Given a protocol analyzer can decrypt WPA2-PSK data packets providing the PSK and SSID are
configured in the analyzer software.

When performing packet capture (in a non-FT environment) which frames are required in order for PSK
frame decryption to be possible?

A. Authentication

B. Reassociation

C. 4-Way Handshake

D. Probe Response

Correct Answer: C

QUESTION 9

You are performing a multiple adapter channel aggregation capture to troubleshoot a VolP roaming problem and would
like to measure the roaming time from the last VolP packet sent on the old AP\\'s channel to the first VoIP packet sent
on the new AP\\'s channel. Which timing column in the packet view would measure this for you?

A. Delta

B. Absolute

C. Roaming

D. Relative

Correct Answer: C

QUESTION 10

A manufacturing facility has installed a new automation system which incorporates an 802.11 wireless network. The
automation system is controlled from tablet computers connected via the WLAN. However, the automation system has
not gone live due to problem with the tablets connecting to the WLAN. The WLAN vendor has been onsite to perform a
survey and confirmed good primary and secondary coverage across the facility. As a CWAP you are called in to perform
Spectrum Analysis to identify any interference sources. From the spectrum analysis, you did not identify any
interference sources but were able to correctly identify the issue. Which of the following issues did you identify from the
spectrum analysis?

A. The tablets are entering power save mode and failing to wake up to receive the access points transmissions
B. A high noise floor has resulted in a SNR of less than 20%

C. The tablets are connecting to the wrong SSID
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D. There is a power mismatch between the APs and the clients

Correct Answer: A
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