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QUESTION 1

Which of the following is true for risk evaluation? 

A. Risk evaluation is done only when there is significant change. 

B. Risk evaluation is done once a year for every business processes. 

C. Risk evaluation is done annually or when there is significant change. 

D. Risk evaluation is done every four to six months for critical business processes. 

Correct Answer: C 

Due to the reason that risk is constantly changing, it is being evaluated annually or when there is significant change.
This gives best alternative as it takes into consideration a reasonable time frame of one year, and meanwhile it also
addresses significant changes (if any). 

Incorrect Answers: 

A: Evaluating risk only when there are significant changes do not take into consideration the effect of time. As the risk is
changing constantly, small changes do occur with time that would affect the overall risk. Hence risk evaluation should be
done annually too. 

B: Evaluating risk once a year is not sufficient in the case when some significant change takes place. This significant
change should be taken into account as it affects the overall risk. 

D: Risk evaluation need not to be done every four to six months for critical processes, as it does not address important
changes in timely manner. 

 

QUESTION 2

An organization is planning to move its application infrastructure from on-premise to the cloud. Which of the following is
the BEST course of action to address the risk associated with data transfer if the relationship is terminated with the
vendor? 

A. Work closely with the information security officer to ensure the company has the proper security controls in place. 

B. Collect requirements for the environment to ensure the Infrastructure as a Service (IaaS) is configured appropriately. 

C. Meet with the business leaders to ensure the classification of their transferred data is in place. 

D. Ensure the language in the contract explicitly states who is accountable for each step of the data transfer process. 

Correct Answer: D 

 

QUESTION 3

One of the risk events you\\'ve identified is classified as force majeure. What risk response is likely to be used? 

A. Acceptance 
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B. Transference 

C. Enhance 

D. Mitigation 

Correct Answer: A 

Force majeure describes acts of God (Natural disaster), such as tornados and fires, and are usually accepted because
there\\'s little than can be done to mitigate these risks. 

Incorrect Answers: 

B: Transference transfers the risk ownership to a third party, usually for a fee. 

C: Enhance is used for a positive risk event, not for force majeure. 

D: Mitigation isn\\'t the best choice, as this lowers the probability and/or impact of the risk event. 

 

QUESTION 4

A part of a project deals with the hardware work. As a project manager, you have decided to hire a company to deal with
all hardware work on the project. Which type of risk response is this? 

A. Transference 

B. Mitigation 

C. Avoidance 

D. Exploit 

Correct Answer: A 

When you are hiring a third party to own risk, it is known as transference risk response. 

Risk transfer means that impact of risk is reduced by transferring or otherwise sharing a portion of the risk with an
external organization or another internal entity. Transfer of risk can occur in many forms but is most effective when
dealing with financial risks. Insurance is one form of risk transfer. 

Incorrect Answers: 

B: The act of spending money to reduce a risk probability and impact is known as mitigation. 

C: When extra activities are introduced into the project to avoid the risk, this is an example of avoidance. 

D: Exploit is a strategy that may be selected for risks with positive impacts where the organization wishes to ensure that
the opportunity is realized. 

 

QUESTION 5

Which one of the following is the only output for the qualitative risk analysis process? 
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A. Project management plan 

B. Risk register updates 

C. Organizational process assets 

D. Enterprise environmental factors 

Correct Answer: B 

Explanation: 

Risk register update is the only output of the choices presented for the qualitative risk analysis process. 

The four inputs for the qualitative risk analysis process are the risk register, risk management plan, project 

scope statement, and organizational process assets. The output of perform qualitative risk analysis 

process is Risk Register Updates. Risk register is updated with the information from perform qualitative 

risk analysis and the updated risk register is included in the project documents. Updates include the 

following important elements: 

Relative ranking or priority list of project risks 

Risks grouped by categories 

Causes of risk or project areas requiring particular attention 

List of risks requiring response in the near-term 

List of risks for additional analysis and response 

Watchlist of low priority risks 

Trends in qualitative risk analysis results 

Incorrect Answers: 

A, C, D: These are not the valid outputs for the qualitative risk analysis process. 

 

QUESTION 6

Which of the following BEST contributes to the implementation of an effective risk response action plan? 

A. A business impact analysis. 

B. An IT tactical plan. 

C. Disaster recovery and continuity testing. 

D. Assigned roles and responsibilities. 

Correct Answer: B 
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QUESTION 7

The MAIN reason for creating and maintaining a risk register is to: 

A. account for identified key risk factors. 

B. ensure assets have low residual risk. 

C. define the risk assessment methodology. 

D. assess effectiveness of different projects. 

Correct Answer: A 

 

QUESTION 8

Which of the following is MOST helpful to understand the consequences of an IT risk event? 

A. Fault tree analysis 

B. Root cause analysis 

C. Business impact analysis (BIA) 

D. Historical trend analysis 

Correct Answer: C 

 

 

QUESTION 9

Which of the following would BEST mitigate an identified risk scenario? 

A. Establishing an organization\\'s risk tolerance 

B. Conducting awareness training 

C. Performing periodic audits 

D. Executing a risk response plan 

Correct Answer: A 

 

QUESTION 10

Which of the following is the BEST method for assessing control effectiveness? 

A. Ad hoc reporting 
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B. Predictive analytics 

C. Continuous monitoring 

D. Control self-assessment 

Correct Answer: B 

 

QUESTION 11

Which of the following issues found during the review of a newly created disaster recovery plan (DRP) should be of
MOST concern? 

A. The chief information security officer (CISO) has not approved the plan. 

B. Several recovery activities will be outsourced. 

C. Some critical business applications are not included in the plan. 

D. The plan is not based on an internationally recognized framework. 

Correct Answer: C 

 

QUESTION 12

A control for mitigating risk in a key business area cannot be implemented immediately. Which of the following is the risk
practitioner\\'s BEST course of action when a compensating control needs to be applied? 

A. Record the risk as accepted in the risk register. 

B. Obtain the risk owner\\'s approval. 

C. Inform senior management. 

D. Update the risk response plan. 

Correct Answer: B 

 

QUESTION 13

A service provider is managing a client\\'s servers. During an audit of the service, a noncompliant control is 

discovered that will not be resolved before the next audit because the client cannot afford the downtime 

required to correct the issue. 

The service provider\\'s MOST appropriate action would be to: 

A. develop a risk remediation plan overriding the client\\'s decision. 

B. ask the client to document the formal risk acceptance for the provider. 
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C. insist that the remediation occur for the benefit of other customers. 

D. make a note for this item in the next audit explaining the situation. 

Correct Answer: B 

 

QUESTION 14

You are the risk official of your enterprise. You have just completed risk analysis process. You noticed that the risk level
associated with your project is less than risk tolerance level of your enterprise. Which of following is the MOST likely
action you should take? 

A. Apply risk response 

B. Update risk register 

C. No action 

D. Prioritize risk response options 

Correct Answer: C 

When the risk level is less than risk tolerance level of the enterprise than no action is taken against that, because the
cost of mitigation will increase over its benefits. 

Incorrect Answers: 

A: This is not a valid answer, as no response is being applied to such low risk level. 

B: Risk register is updates after applying response, and as no response is applied to such low risk level; hence no
updating is done. 

D: This is not a valid answer, as no response is being applied to such low risk level. 

 

QUESTION 15

You are the project manager in your enterprise. You have identified occurrence of risk event in your enterprise. You
have pre-planned risk responses. You have monitored the risks that had occurred. What is the immediate step after this
monitoring process that has to be followed in response to risk events? 

A. Initiate incident response 

B. Update the risk register 

C. Eliminate the risk completely 

D. Communicate lessons learned from risk events 

Correct Answer: A 

Explanation: 

When the risk events occur then following tasks have to done to react to it: Maintain incident response plans Monitor
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risk Initiate incident response Communicate lessons learned from risk events 
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