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QUESTION 1

A company wants to monitor for misconfigured security groups that are allowing unrestricted access to specific ports. 

Which AWS service will meet this requirement? 

A. AWS Trusted Advisor 

B. Amazon CloudWatch 

C. Amazon GuardDuty 

D. AWS Health Dashboard 

Correct Answer: A 

Explanation: AWS Trusted Advisor is an online tool that provides you real time guidance to help you provision your
resources following AWS best practices, including security and performance. It can help you monitor for misconfigured
security groups that are allowing unrestricted access to specific ports. Amazon CloudWatch is a service that monitors
your AWS resources and the applications you run on AWS. Amazon GuardDuty is a threat detection service that
continuously monitors for malicious activity and unauthorized behavior. AWS Health Dashboard provides relevant and
timely information to help you manage events in progress, and provides proactive notification to help you plan for
scheduled activities. 

 

QUESTION 2

A company plans to migrate to AWS and wants to create cost estimates for its AWS use cases. 

Which AWS service or tool can the company use to meet these requirements? 

A. AWS Pricing Calculator 

B. Amazon CloudWatch 

C. AWS Cost Explorer 

D. AWS Budgets 

Correct Answer: A 

Explanation: AWS Pricing Calculator is a web-based planning tool that customers can use to create estimates for their
AWS use cases. They can use it to model their solutions before building them, explore the AWS service price points,
and review the calculations behind their estimates. Therefore, the correct answer is A. You can learn more about AWS
Pricing Calculator and how it works from this page. 

 

QUESTION 3

Which options are common stakeholders for the AWS Cloud Adoption Framework (AWS CAF) platform perspective?
(Select TWO.) 

A. Chief financial officers (CFOs) 

CLF-C02 VCE Dumps | CLF-C02 Study Guide | CLF-C02 Braindumps                                2 / 8

https://www.passapply.com/clf-c02.html
https://www.passapply.com/clf-c02.html
https://www.passapply.com/clf-c02.html


https://www.passapply.com/clf-c02.html
2024 Latest passapply CLF-C02 PDF and VCE dumps Download

B. IT architects 

C. Chief information officers (CIOs) 

D. Chief data officers (CDOs) 

E. Engineers 

Correct Answer: BE 

Explanation: The common stakeholders for the AWS Cloud Adoption Framework (AWS CAF) platform perspective are
IT architects and engineers. The AWS CAF is a guidance that helps organizations design and travel an accelerated path
to successful cloud adoption. The AWS CAF organizes the cloud adoption process into six areas of focus, called
perspectives, which are business, people, governance, platform, security, and operations. Each perspective is divided
into capabilities, which are further divided into skills and responsibilities. The platform perspective focuses on the
provisioning and management of the cloud infrastructure and services that support the business applications. The
platform perspective capabilities are design, implementation, and optimization. The stakeholders for the platform
perspective are the IT architects and engineers who are responsible for designing, implementing, and optimizing the
cloud platform. Chief financial officers (CFOs), chief information officers (CIOs), and chief data officers (CDOs) are not
the common stakeholders for the AWS CAF platform perspective. CFOs are the common stakeholders for the AWS
CAF business perspective, which focuses on the value realization of the cloud adoption. CIOs are the common
stakeholders for the AWS CAF governance perspective, which focuses on the alignment of the IT strategy and
processes with the business strategy and goals. CDOs are the common stakeholders for the AWS CAF security
perspective, which focuses on the protection of the information assets and systems in the cloud. 

 

QUESTION 4

Which of the following acts as an instance-level firewall to control inbound and outbound access? 

A. Network access control list 

B. Security groups 

C. AWS Trusted Advisor 

D. Virtual private gateways 

Correct Answer: B 

Explanation: The correct answer is B because security groups are AWS features that act as instance-level firewalls to
control inbound and outbound access. Security groups are virtual firewalls that can be attached to one or more Amazon
EC2 instances. Users can configure rules for security groups to allow or deny traffic based on protocols, ports, and
source or destination IP addresses. The other options are incorrect because they are not AWS features that act as
instance-level firewalls to control inbound and outbound access. Network access control list is an AWS feature that acts
as a subnet-level firewall to control inbound and outbound access. AWS Trusted Advisor is an AWS service that
provides real-time guidance to help users follow AWS best practices for security, performance, cost optimization, and
fault tolerance. Virtual private gateways are AWS features that enable users to create a secure and encrypted
connection between their VPC and their on- premises network. Reference: Security Groups for Your VPC 

 

QUESTION 5

A company is migrating its workloads to the AWS Cloud. The company must retain full control of patch management for
the guest operating systems that host its applications. Which AWS service should the company use to meet these
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requirements? 

A. Amazon DynamoDB 

B. Amazon EC2 

C. AWS Lambda 

D. Amazon RDS 

Correct Answer: B 

 

QUESTION 6

A company is expecting a short-term spike in internet traffic for its application. During the traffic increase, the application
cannot be interrupted. The company also needs to minimize cost and maximize flexibility. 

A company needs to use a serverless interactive query service to analyze data in Amazon S3. The query service must
support standard SQL. 

Which AWS service will meet these requirements? 

A. Amazon Redshift 

B. AWS Glue 

C. Amazon Athena 

D. Amazon Kinesis Data Streams 

Correct Answer: C 

Explanation: Amazon Athena is a serverless interactive query service that makes it easy to analyze data in Amazon S3
using standard SQL. Athena is ideal for quick, ad-hoc querying but it can also handle complex analysis, including large
joins, window functions, and arrays. Athena scales automatically--executing queries in parallel--so results are fast, even
with large datasets and complex queries. Amazon Redshift is a fully managed, petabyte-scale data warehouse service
that can run complex analytic queries against structured and semi-structured data using standard SQL. However, it is
not a serverless service and requires provisioning and managing clusters of nodes. AWS Glue is a fully managed
extract, transform, and load (ETL) service that makes it easy to prepare and load your data for analytics. However, it is
not a query service and does not support standard SQL. Amazon Kinesis Data Streams is a service that enables you to
build custom applications that process or analyze streaming data for specialized needs. However, it is not a query
service and does not support standard SQL. 

 

QUESTION 7

Which perspective in the AWS Cloud Adoption Framework (AWS CAF) includes capabilities for configuration
management and patch management? 

A. Platform 

B. Operations 

C. Security 
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D. Governance 

Correct Answer: B 

AWS CAF Operations perspective capabilities Observability Event management (AIOps) Incident and problem
management Change and release management Performance and capacity management Configuration management
Patch management Availability and continuity management Application management 

Reference: https://docs.aws.amazon.com/whitepapers/latest/overview-aws-cloud-adoption-framework/operations-
perspective.html 

 

QUESTION 8

Which pillar of the AWS Well-Architected Framework focuses on the ability to run workloads effectively, gain insight into
operations, and continuously improve supporting processes and procedures? 

A. Cost optimization 

B. Reliability 

C. Operational excellence 

D. Performance efficiency 

Correct Answer: C 

Explanation: The AWS Well-Architected Framework is a set of best practices and guidelines for designing and operating
systems in the cloud. The framework consists of five pillars: operational excellence, security, reliability, performance
efficiency, and cost optimization. The operational excellence pillar focuses on the ability to run workloads effectively,
gain insight into operations, and continuously improve supporting processes and procedures. Therefore, the correct
answer is C. You can learn more about the AWS Well-Architected Framework and its pillars from this page. 

 

QUESTION 9

A company often does not use all of its current Amazon EC2 capacity to run stateless workloads. The company wants to
optimize its EC2 costs. Which EC2 instance type will meet these requirements? 

A. Spot Instances 

B. Dedicated Instances 

C. Reserved Instances 

D. On-Demand Instances 

Correct Answer: A 

 

QUESTION 10

A user wants to allow applications running on an Amazon EC2 instance to make calls to other AWS services. The
access granted must be secure. Which AWS service or feature should be used? 
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A. Security groups 

B. AWS Firewall Manager 

C. IAM roles 

D. IAM user SSH keys 

Correct Answer: C 

AWS Identity and Access Management (IAM) is a web service that helps you securely control access to AWS
resources. With IAM, you can centrally manage permissions that control which AWS resources users can access. You
can use IAM features to securely provide credentials for applications that run on EC2 instances. These credentials
provide permissions for your application to access other AWS resources.
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html 

 

QUESTION 11

Which option is a perspective that includes foundational capabilities of the AWS Cloud Adoption Framework (AWS
CAF)? 

A. Sustainability 

B. Security 

C. Performance efficiency 

D. Reliability 

Correct Answer: B 

Explanation: The AWS Cloud Adoption Framework (AWS CAF) helps organizations understand how cloud adoption
transforms the way they work, and it provides structure to identify and address gaps in skills and processes. The AWS
CAF organizes guidance into six areas of focus, called perspectives. Each perspective reflects a different stakeholder
viewpoint with its own distinct responsibilities, skills, and attributes. The Security Perspective helps you structure the
selection and implementation of security controls that meet your organization\\'s needs2. 

 

QUESTION 12

A company needs a content delivery network that provides secure delivery of data, videos, applications, and APIs to
users globally with low latency and high transfer speeds. 

Which AWS service meets these requirements? 

A. Amazon CloudFront 

B. Elastic Load Balancing 

C. Amazon S3 

D. Amazon Elastic Transcoder 

Correct Answer: A 
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Explanation: The correct answer is A because Amazon CloudFront is an AWS service that provides secure delivery of
data, videos, applications, and APIs to users globally with low latency and high transfer speeds. Amazon CloudFront is
a fast content delivery network (CDN) that integrates with other AWS services, such as Amazon S3, Amazon EC2, AWS
Lambda, and AWS Shield. Amazon CloudFront delivers content through a worldwide network of edge locations that are
located close to the end users. The other options are incorrect because they are not AWS services that provide secure
delivery of data, videos, applications, and APIs to users globally with low latency and high transfer speeds. Elastic Load
Balancing is an AWS service that distributes incoming traffic across multiple targets, such as Amazon EC2 instances,
containers, and IP addresses. Amazon S3 is an AWS service that provides object storage for data of any size and type.
Amazon Elastic Transcoder is an AWS service that converts media files from their original source format into different
formats that will play on various devices. Reference: Amazon CloudFront FAQs 

 

QUESTION 13

A company has an uninterruptible application that runs on Amazon EC2 instances. The application constantly processes
a backlog of files in an Amazon Simple Queue Service (Amazon SQS) queue. This usage is expected to continue to 

grow for years. 

What is the MOST cost-effective EC2 instance purchasing model to meet these requirements? 

A. Spot Instances 

B. On-Demand Instances 

C. Savings Plans 

D. Dedicated Hosts 

Correct Answer: C 

Savings Plans are a flexible pricing model that offer low prices on EC2 usage, in exchange for a commitment to a
consistent amount of usage, measured in dollars per hour, for a term of 1 or 3 years. Savings Plans can reduce your
EC2 costs by up to 72% compared to On-Demand prices. 

 

QUESTION 14

Which AWS service or tool should a company use to forecast AWS spending? 

A. Amazon DevPay 

B. AWS Organizations 

C. AWS Trusted Advisor 

D. Cost Explorer 

Correct Answer: D 

Explanation: Cost Explorer is an AWS service or tool that can be used to forecast AWS spending. It allows users to
analyze their AWS costs and usage using interactive graphs and tables. It also provides features such as filtering,
grouping, and forecasting to help users plan their future spending. Amazon DevPay is an AWS service that allows
developers to sell applications that are built on AWS services. It handles the billing and metering for the customers of
the applications and collects payments from them. It is not a tool for forecasting AWS spending. AWS Organizations is
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an AWS service that allows users to centrally manage and govern their AWS accounts. It provides features such as
creating groups of accounts, applying policies, and automating account creation. It is not a tool for forecasting AWS
spending. AWS Trusted Advisor is an AWS service that provides best practices and recommendations to optimize the
performance, security, and cost of AWS resources. It can help users identify opportunities to reduce their AWS costs,
but it is not a tool for forecasting AWS spending 

 

QUESTION 15

Which AWS service or feature is an example of a relational database management system? 

A. Amazon Athena 

B. Amazon Redshift 

C. Amazon S3 Select 

D. Amazon Kinesis Data Streams 

Correct Answer: B 

Explanation: Amazon Redshift is a fully managed, petabyte-scale data warehouse service in the cloud. You can start
with just a few hundred gigabytes of data and scale to a petabyte or more. This enables you to use your data to acquire
new insights for your business and customers. Amazon Redshift is a relational database management system
(RDBMS), so it is compatible with other RDBMS applications. You can use standard SQL to query the data. 
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