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QUESTION 1

What physical security control would be used to broadcast false emanations to mask the presence of true
electromagentic emanations from genuine computing equipment? 

A. Faraday cage. 

B. Unshielded cabling. 

C. Copper infused windows. 

D. White noise generation. 

Correct Answer: B 

 

QUESTION 2

Which of the following is NOT an accepted classification of security controls? 

A. Nominative. 

B. Preventive. 

C. Detective. 

D. Corrective. 

Correct Answer: A 

 

QUESTION 3

Which term describes the acknowledgement and acceptance of ownership of actions, decisions, policies and
deliverables? 

A. Accountability. 

B. Responsibility. 

C. Credibility. 

D. Confidentiality. 

Correct Answer: A 

https://hr.nd.edu/assets/17442/behavior_model_4_ratings_3_.pdf 

 

QUESTION 4

How does the use of a "single sign-on" access control policy improve the security for an organisation implementing the
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policy? 

A. Password is better encrypted for system authentication. 

B. Access control logs are centrally located. 

C. Helps prevent the likelihood of users writing down passwords. 

D. Decreases the complexity of passwords users have to remember. 

Correct Answer: B 

 

QUESTION 5

What aspect of an employee\\'s contract of employment Is designed to prevent the unauthorised release of confidential
data to third parties even after an employee has left their employment? 

A. Segregation of Duties. 

B. Non-disclosure. 

C. Acceptable use policy. 

D. Security clearance. 

Correct Answer: B 

 

QUESTION 6

Which of the following is considered to be the GREATEST risk to information systems that results from deploying end-to-
end Internet of Things (IoT) solutions? 

A. Use of \\'cheap" microcontroller based sensors. 

B. Much larger attack surface than traditional IT systems. 

C. Use of proprietary networking protocols between nodes. 

D. Use of cloud based systems to collect loT data. 

Correct Answer: D 

 

QUESTION 7

What type of attack could directly affect the confidentiality of an unencrypted VoIP network? 

A. Packet Sniffing. 

B. Brute Force Attack. 

C. Ransomware. 
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D. Vishing Attack 

Correct Answer: B 

 

QUESTION 8

When seeking third party digital forensics services, what two attributes should one seek when making a choice of
service provider? 

A. Appropriate company accreditation and staff certification. 

B. Formal certification to ISO/IEC 27001 and alignment with ISO 17025. 

C. Affiliation with local law enforcement bodies and local government regulations. 

D. Clean credit references as well as international experience. 

Correct Answer: B 

 

QUESTION 9

Which of the following is NOT a valid statement to include in an organisation\\'s security policy? 

A. The policy has the support of Board and the Chief Executive. 

B. The policy has been agreed and amended to suit all third party contractors. 

C. How the organisation will manage information assurance. 

D. The compliance with legal and regulatory obligations. 

Correct Answer: C 

 

QUESTION 10

When undertaking disaster recovery planning, which of the following would NEVER be considered a "natural" disaster? 

A. Arson. 

B. Electromagnetic pulse 

C. Tsunami. 

D. Lightning Strike 

Correct Answer: B 

 

QUESTION 11
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In business continuity, what is a battle box? 

A. A portable container that holds Items and information useful in the event of an organisational disaster. 

B. An armoured box that holds all an organisation\\'s backup databases. 

C. A collection of tools and protective equipment to be used in the event of civil disturbance. 

D. A list of names and addresses of staff to be utilised should industrial action prevent access to a building. 

Correct Answer: A 

http://www.battlebox.biz/why.asp 

 

QUESTION 12

What type of attack attempts to exploit the trust relationship between a user client based browser and server based
websites forcing the submission of an authenticated request to a third party site? 

A. XSS. 

B. Parameter Tampering 

C. SQL Injection. 

D. CSRF. 

Correct Answer: D 

 

QUESTION 13

Which of the following is NOT considered to be a form of computer misuse? 

A. Illegal retention of personal data. 

B. Illegal interception of information. 

C. Illegal access to computer systems. 

D. Downloading of pirated software. 

Correct Answer: A 

 

QUESTION 14

Which term is used to describe the set of processes that analyses code to ensure defined coding practices are being
followed? 

A. Quality Assurance and Control 

B. Dynamic verification. 
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C. Static verification. 

D. Source code analysis. 

Correct Answer: D 

 

QUESTION 15

Which membership based organisation produces international standards, which cover good practice for information
assurance? 

A. BSI. 

B. IETF. 

C. OWASP. 

D. ISF. 

Correct Answer: A 
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