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QUESTION 1

Which of the following is the MOST relevant information to include in an information security risk report to facilitate
senior management\\'s understanding of impact to the organization? 

A. Detailed assessment of the security risk profile 

B. Status of identified key security risks 

C. Risks inherent in new security technologies 

D. Findings from recent penetration testing 

Correct Answer: B 

 

 

QUESTION 2

An information security risk analysis BEST assists an organization in ensuring that: 

A. cost-effective decisions are made with regard to which assets need protection. 

B. the organization implements appropriate security technologies. 

C. an appropriate level of funding is applied to security processes. 

D. the infrastructure has the appropriate level of access control. 

Correct Answer: A 

 

QUESTION 3

The PRIMARY goal of a security infrastructure design is the: 

A. reduction of security incidents. 

B. protection of corporate assets. 

C. elimination of risk exposures. 

D. optimization of IT resources. 

Correct Answer: B 

 

QUESTION 4

Which of the following BEST enables the design of an effective incident escalation process? 
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A. A well-defined organizational hierarchy 

B. Enforceable control baselines 

C. A comprehensive risk register 

D. Controls designed for defense in depth 

Correct Answer: A 

 

QUESTION 5

Nonrepudiation can BEST be ensured by using: 

A. strong passwords. 

B. a digital hash. 

C. symmetric encryption. 

D. digital signatures. 

Correct Answer: D 

Digital signatures use a private and public key pair, authenticating both parties. The integrity of the contents exchanged
is controlled through the hashing mechanism that is signed by the private key of the exchanging party. A digital hash in
itself helps in ensuring integrity of the contents, but not nonrepudiation. Symmetric encryption wouldn\\'t help in
nonrepudiation since the keys are always shared between parties. Strong passwords only ensure authentication to the
system and cannot be used for nonrepudiation involving two or more parties. 

 

QUESTION 6

Which of the following metrics provides the BEST indication of the effectiveness of a security awareness campaign? 

A. The number of reported security events 

B. Quiz scores for users who took security awareness classes 

C. User approval rating of security awareness classes 

D. Percentage of users who have taken the courses 

Correct Answer: A 

 

QUESTION 7

An internal review of a web-based application system finds the ability to gain access to all employees\\' accounts by
changing the employee\\'s ID on the URL used for accessing the account. The vulnerability identified is: 

A. broken authentication. 
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B. unvalidated input. 

C. cross-site scripting. 

D. structured query language (SQL) injection. 

Correct Answer: A 

The authentication process is broken because, although the session is valid, the application should reauthenticate when
the input parameters are changed. The review provided valid employee IDs, and valid input was processed. The
problem here is the lack of reauthentication when the input parameters are changed. Cross-site scripting is not the
problem in this case since the attack is not transferred to any other user\\'s browser to obtain the output. Structured
query language (SQL) injection is not a problem since input is provided as a valid employee ID and no SQL queries are
injected to provide the output. 

 

QUESTION 8

Which of the following would BEST ensure that application security standards are in place? 

A. Functional testing 

B. Performing a code review 

C. Publishing software coding standards 

D. Penetration testing 

Correct Answer: D 

 

QUESTION 9

When conducting a post-incident review, the GREATEST benefit of collecting mean time to resolution (MTTR) data is
the ability to: 

A. reduce the costs of future preventive controls. 

B. provide metrics for reporting to senior management. 

C. learn of potential areas of improvement. 

D. verify compliance with the service level agreement (SLA). 

Correct Answer: C 

 

QUESTION 10

Which of the following is a PRIMARY objective of an information security governance framework? 

A. To provide the basis for action plans to achieve information security objectives organization-wide 

B. To achieve the desired information security state as defined by business unit management 
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C. To align the relationships of stakeholders involved in developing and executing an information security strategy 

D. To provide assurance that information assets are provided a level of protection proportionate to their inherent risk 

Correct Answer: D 

Reference: https://www.mossadams.com/articles/2021/08/information-security-governance-
framework#:~:text=The%20goal%20of%20information%20security,IT%20strategies%20with%
20organizational%20objectives 

 

QUESTION 11

Which of the following BEST enables an information security manager to assess the effectiveness of the information
security program? 

A. Maturity level 

B. Risk register 

C. Penetration testing results 

D. Information security architecture 

Correct Answer: A 

 

QUESTION 12

In an organization that has undergone an expansion through an acquisition which of the following would BEST secure
the enterprise network? 

A. Using security groups 

B. Log analysis of system access 

C. Business or role-based segmentation 

D. Encryption of data traversing networks 

Correct Answer: A 

 

QUESTION 13

Over the last year, an information security manager has performed risk assessments on multiple third-party vendors.
Which of the following criteria would be MOST helpful in determining the associated level of risk applied to each
vendor? 

A. Corresponding breaches associated with each vendor 

B. Compensating controls in place to protect information security 

C. Compliance requirements associated with the regulation 
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D. Criticality of the service to the organization 

Correct Answer: B 

 

QUESTION 14

Which of the following would MOST effectively ensure that information security is implemented in a new system? 

A. Security baselines 

B. Security scanning 

C. Secure code reviews 

D. Penetration testing 

Correct Answer: D 

 

QUESTION 15

Identification and prioritization of business risk enables project managers to: A. establish implementation milestones. 

B. reduce the overall amount of slack time. 

C. address areas with most significance. 

D. accelerate completion of critical paths. 

Correct Answer: C 

Identification and prioritization of risk allows project managers to focus more attention on areas of greater importance
and impact. It will not reduce the overall amount of slack time, facilitate establishing implementation milestones or allow
a critical path to be completed any sooner. 
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