
https://www.passapply.com/cisa.html
2023 Latest passapply CISA PDF and VCE dumps Download

 

 

 

CISAQ&As

Certified Information Systems Auditor

Pass Isaca CISA Exam with 100% Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.passapply.com/cisa.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by Isaca
Official Exam Center

 

 

Latest CISA Dumps | CISA PDF Dumps | CISA Braindumps                              1 / 11

https://www.passapply.com/cisa.html
https://www.passapply.com/cisa.html
https://www.passapply.com/cisa.html


https://www.passapply.com/cisa.html
2023 Latest passapply CISA PDF and VCE dumps Download

QUESTION 1

An audit team has a completed schedule approved by the audit committee. After starting some of the scheduled audits,
executive management asked the team to immediately audit an additional process. There are not enough resources
available to add the additional audit to the schedule. Which of the following is the BEST course of action? 

A. Revise the scope of scheduled audits. 

B. Propose a revised audit schedule. 

C. Approve overtime work to ensure the audit is completed. 

D. Consider scheduling the audit for the next period. 

Correct Answer: B 

 

QUESTION 2

ISO 9126 is a standard to assist in evaluating the quality of a product. Which of the following is defined as a set of
attributes that bear on the existence of a set of functions and their specified properties? 

A. Reliability 

B. Usability 

C. Functionality 

D. Maintainability 

Correct Answer: C 

Functionality - A set of attributes that bear on the existence of a set of functions and their specified properties. 

The functions are those that satisfy stated or implied needs. Suitability Accuracy Interoperability Security Functionality
Compliance 

For CISA Exam you should know below information about ISO 9126 model: 

ISO/IEC 9126 Software engineering -- Product quality was an international standard for the evaluation of software
quality. It has been replaced by ISO/IEC 25010:2011.[1] The fundamental objective of the ISO/IEC 9126 standard is to
address some of the well-known human biases that can adversely affect the delivery and perception of a software
development project. These biases include changing priorities after the start of a project or not having any clear
definitions of "success." By clarifying, then agreeing on the project priorities and subsequently converting abstract
priorities (compliance) to measurable values (output data can be validated against schema X with zero intervention),
ISO/IEC 9126 tries to develop a common understanding of the project\\'s objectives and goals. 

ISO 9126 
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The standard is divided into four parts: 

Quality model 

External metrics 

Internal metrics 

Quality in use metrics. 

Quality Model 

The quality model presented in the first part of the standard, ISO/IEC 9126-1,[2] classifies software quality in a
structured set of characteristics and sub-characteristics as follows: 

Functionality - A set of attributes that bear on the existence of a set of functions and their specified properties. The
functions are those that satisfy stated or implied needs. 

Suitability 

Accuracy 

Interoperability 

Security 

Functionality Compliance 

Reliability - A set of attributes that bear on the capability of software to maintain its level of performance under stated
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conditions for a stated period of time. 

Maturity 

Fault Tolerance 

Recoverability 

Reliability Compliance 

Usability - A set of attributes that bear on the effort needed for use, and on the individual assessment of such use, by a
stated or implied set of users. 

Understandability 

Learn ability 

Operability 

Attractiveness 

Usability Compliance 

Efficiency - A set of attributes that bear on the relationship between the level of performance of the software and the
amount of resources used, under stated conditions. 

Time Behavior 

Resource Utilization 

Efficiency Compliance 

Maintainability - A set of attributes that bear on the effort needed to make specified modifications. 

Analyzability 

Changeability 

Stability 

Testability 

Maintainability Compliance 

Portability - A set of attributes that bear on the ability of software to be transferred from one environment to another. 

Adaptability 

Install ability 

Co-Existence 

Replace ability 

Portability Compliance 

Each quality sub-characteristic (e.g. adaptability) is further divided into attributes. An attribute is an entity which can be
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verified or measured in the software product. Attributes are not defined in the standard, as they vary between different 

software products. 

Software product is defined in a broad sense: it encompasses executables, source code, architecture descriptions, and
so on. As a result, the notion of user extends to operators as well as to programmers, which are users of components 

such as software libraries. 

The standard provides a framework for organizations to define a quality model for a software product. On doing so,
however, it leaves up to each organization the task of specifying precisely its own model. This may be done, for
example, by 

specifying target values for quality metrics which evaluates the degree of presence of quality attributes. 

Internal Metrics 

Internal metrics are those which do not rely on software execution (static measure) 

External Metrics 

External metrics are applicable to running software. 

Quality in Use Metrics 

Quality in use metrics are only available when the final product is used in real conditions. 

Ideally, the internal quality determines the external quality and external quality determines quality in use. 

This standard stems from the GE model for describing software quality, presented in 1977 by McCall et al., which is
organized around three types of Quality Characteristics: 

Factors (To specify): They describe the external view of the software, as viewed by the users. 

Criteria (To build): They describe the internal view of the software, as seen by the developer. 

Metrics (To control): They are defined and used to provide a scale and method for measurement. 

ISO/IEC 9126 distinguishes between a defect and a nonconformity, a defect being The nonfulfillment of intended usage
requirements, whereas a nonconformity is The nonfulfillment of specified requirements. A similar distinction is made 

between validation and verification, known as VandV in the testing trade. 

The following were incorrect answers: 

Reliability - A set of attributes that bear on the capability of software to maintain its level of performance under stated
conditions for a stated period of time. Usability - A set of attributes that bear on the effort needed for use, and on the 

individual assessment of such use, by a stated or implied set of users. 

Maintainability - A set of attributes that bear on the effort needed to make specified modifications. 

Reference: 

CISA review manual 2014 Page number 188 
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QUESTION 3

During a follow-up audit, an IS auditor finds that some critical recommendations have the IS auditor\\'s BEST course of
action? 

A. Require the auditee to address the recommendations in full. 

B. Adjust the annual risk assessment accordingly. 

C. Evaluate senior management\\'s acceptance of the risk. 

D. Update the audit program based on management\\'s acceptance of risk. 

Correct Answer: B 

 

QUESTION 4

An employee of an organization has reported losing a smartphone that contains sensitive information. The BEST step to
address this situation should be to: 

A. terminate the device connectivity 

B. escalated to the user\\'s management 

C. disable the user\\'s access to corporate resources 

D. remotely wipe the device 

Correct Answer: D 

 

QUESTION 5

Which of the following is a benefit of the DevOps development methodology? 

A. It leads to a well-defined system development life cycle (SDLC) 

B. It enforces segregation of duties between code developers and release migrators. 

C. It enables increased frequency of software releases to production. 

D. It restricts software releases to a fixed release schedule 

Correct Answer: A 

 

QUESTION 6

Which of the following is the BEST way for an IS auditor to maintain visibility of a new system implementation project
when faced with resource limitations 

A. Review the target control environment 
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B. Assess user acceptance test (UAT) results. 

C. Attend steering committee meetings. 

D. Evaluate the project plan and milestones 

Correct Answer: D 

 

QUESTION 7

Which of the following findings would be of GREATEST concern to an IS auditor reviewing an organization\\'s newly
implemented online security awareness program? 

A. Only new employees are required to attend the program 

B. The timing for program updates has not been determined 

C. Metrics have not been established to assess training results 

D. Employees do not receive immediate notification of results 

Correct Answer: C 

 

QUESTION 8

Which of the following BEST demonstrates to an IS auditor that an organization has implemented effective risk
management processes? 

A. Critical business assets have additional controls. 

B. The risk register is reviewed periodically. 

C. A business impact analysis (BIA) has been completed. 

D. The inventory of IT assets includes asset classification. 

Correct Answer: B 

 

QUESTION 9

An IS auditor is evaluating the log management system for an organization with devices and systems in multiple
geographic locations. Which of the following is MOST important for the auditor to verify? 

A. Log files are encrypted and digitally signed. 

B. Log files of the servers are synchronized. 

C. Log files are reviewed in multiple locations. 

D. Log files are concurrently updated. 
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Correct Answer: B 

 

QUESTION 10

Which of the following should be an IS auditor\\'s GREATEST concern when an international organization intends to roll
out a global data privacy policy? 

A. Requirements may become unreasonable. 

B. The policy may conflict with existing application requirements. 

C. Local regulations may contradict the policy. 

D. Local management may not accept the policy. 

Correct Answer: C 

 

QUESTION 11

Which of the following is a challenge in developing a service level agreement (SLA) for network services? 

A. Establishing a well-designed framework for network servirces. 

B. Finding performance metrics that can be measured properly 

C. Ensuring that network components are not modified by the client 

D. Reducing the number of entry points into the network 

Correct Answer: B 

 

QUESTION 12

Which of the following is the BEST way to sanitize a hard disk for reuse to ensure the organization\\'s information cannot
be accessed? 

A. Re-partitioning 

B. Degaussing 

C. Formatting 

D. Data wiping 

Correct Answer: D 

 

QUESTION 13

Within the context of an IT-related governance framework, which type of organization would be considered MOST
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mature? 

A. An organization in which processes are repeatable and results periodically reviewed 

B. An organization m a state of dynamic growth with continuously updated policies and procedures 

C. An organization with established sets of documented standard processes 

D. An organization with processes systematically managed by continuous improvement 

Correct Answer: D 

 

QUESTION 14

Which of the following communication modes should be of GREATEST concern to an IS auditor evaluating end-user
networking? 

A. System-to-system 

B. Peer-to-peer 

C. Host-to-host 

D. Client-to-server 

Correct Answer: B 

 

QUESTION 15

Which of the following function in traditional EDI translate data between the standard format and trading partner\\'s
propriety format? 

A. Communication handler 

B. Application Interface 

C. Application System 

D. EDI Translator 

Correct Answer: D 

EDI Translator translates data between standard format (ANSI X12) and trading partner\\'s propriety information. 

For CISA Exam you should know below information about Traditional EDI functions. 

Moving data in a batch transmission process through the traditional EDI process generally involves three functions
within each trading partner\\'s computer system 

Communication handler ?Process for transmitting and receiving electronic documents between trading partners via dial-
up lines, public switched networks, multiple dedicated lines or a value added network (VAN). VAN use computerized 

message switching and storage capabilities to provide electronic mailbox services similar to post offices. The VAN
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receives all the outbound transactions from an organization, sort them by destination and passes them to precipitants
when 

they log on to check their mailbox and receive transmission. 

EDI Interface ?Interface function that manipulates and routes data between the application system and the
communication handler. The interface consists of two components 

EDI Translator ?The device translates data between standard format (ANSI X12) and trading partner\\'s propriety
information. 

Application Interface ?This interface moves electronic transactions to or from the application systems and perform data
mapping. Data mapping is the process by which data are extracted from EDI translation process and integrated with the 

data or process of receiving company. 

3. Application System ?The program that process the data sent to, or received from, the trading partner. Although new
controls should be developed for the EDI interface, the control for existing applications, if left unchanged, are usually 

unaffected. 

The following were incorrect answers: 

Communication handler ?Process for transmitting and receiving electronic documents between trading partners via dial-
up lines, public switched networks, multiple dedicated lines or a value added network (VAN). 

Application System ?The program that process the data sent to, or received from, the trading partner. Although new
controls should be developed for the EDI interface, the control for existing applications, if left unchanged, are usually 

unaffected. 

Application Interface ?This interface moves electronic transactions to or from the application systems and perform data
mapping. 

Reference: 

CISA review manual 2014 Page number 178 
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