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QUESTION 1

John has a proxy server on his network which caches and filters web access. He shuts down all unnecessary ports and
services. Additionally, he has installed a firewall (Cisco PIX) that will not allow users to connect to any outbound ports.
Jack, a network user has successfully connected to a remote server on port 80 using netcat. He could in turn drop a
shell from the remote machine. Assuming an attacker wants to penetrate John\\'s network, which of the following
options is he likely to choose? 

A. Use ClosedVPN 

B. Use Monkey shell 

C. Use reverse shell using FTP protocol 

D. Use HTTPTunnel or Stunnel on port 80 and 443 

Correct Answer: D 

 

QUESTION 2

What ports should be blocked on the firewall to prevent NetBIOS traffic from not coming through the firewall if your
network is comprised of Windows NT, 2000, and XP?(Choose all that apply. 

A. 110 

B. 135 

C. 139 

D. 161 

E. 445 

F. 1024 

Correct Answer: BCE 

 

QUESTION 3

What file system vulnerability does the following command take advantage of? 

type c:\anyfile.exe > c:\winnt\system32\calc.exe:anyfile.exe 

A. HFS 

B. Backdoor access 

C. XFS 

D. ADS 
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Correct Answer: D 

 

QUESTION 4

During a wireless penetration test, a tester detects an access point using WPA2 encryption. Which of the following
attacks should be used to obtain the key? 

A. The tester must capture the WPA2 authentication handshake and then crack it. 

B. The tester must use the tool inSSIDer to crack it using the ESSID of the network. 

C. The tester cannot crack WPA2 because it is in full compliance with the IEEE 802.11i standard. 

D. The tester must change the MAC address of the wireless network card and then use the AirTraf tool to obtain the
key. 

Correct Answer: A 

 

QUESTION 5

In an attempt to secure his 802.11b wireless network, Ulf decides to use a strategic antenna positioning. He places the
antenna for the access points near the center of the building. For those access points near the outer edge of the
building he uses semi- directional antennas that face towards the building\\'s center. There is a large parking lot and
outlying filed surrounding the building that extends out half a mile around the building. Ulf figures that with this and his
placement of antennas, his wireless network will be safe from attack. 

Which of the following statements is true? 

A. With the 300 feet limit of a wireless signal, Ulf\\'s network is safe. 

B. Wireless signals can be detected from miles away, Ulf\\'s network is not safe. 

C. Ulf\\'s network will be safe but only of he doesn\\'t switch to 802.11a. 

D. Ulf\\'s network will not be safe until he also enables WEP. 

Correct Answer: D 

 

QUESTION 6

A security engineer is attempting to map a company\\'s internal network. The engineer enters in the following NMAP
commanD. 

NMAP S 0 80 ***.***.**.** 

What type of scan is this? 

A. Quick scan 

B. Intense scan 
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C. Stealth scan 

D. Comprehensive scan 

Correct Answer: C 

 

QUESTION 7

Bob is acknowledged as a hacker of repute and is popular among visitors of "underground" sites. Bob is willing to share
his knowledge with those who are willing to learn, and many have expressed their interest in learning from him.
However, this knowledge has a risk associated with it, as it can be used for malevolent attacks as well. 

In this context, what would be the most affective method to bridge the knowledge gap between the "black" hats or
crackers and the "white" hats or computer security professionals? (Choose the test answer) 

A. Educate everyone with books, articles and training on risk analysis, vulnerabilities and safeguards. 

B. Hire more computer security monitoring personnel to monitor computer systems and networks. 

C. Make obtaining either a computer security certification or accreditation easier to achieve so more individuals feel that
they are a part of something larger than life. 

D. Train more National Guard and reservist in the art of computer security to help out in times of emergency or crises. 

Correct Answer: A 

 

QUESTION 8

Use the traceroute results shown above to answer the following question: 

The perimeter security at targetcorp.com does not permit ICMP TTL-expired packets out. 
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A. True 

B. False 

Correct Answer: A 

 

QUESTION 9

Which of the following Exclusive OR transforms bits is NOT correct? 

A. 0 xor 0 = 0 

B. 1 xor 0 = 1 

C. 1 xor 1 = 1 

D. 0 xor 1 = 1 

Correct Answer: C 

 

QUESTION 10

What type of Trojan is this? 
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A. RAT Trojan 

B. E-Mail Trojan 

C. Defacement Trojan 

D. Destructing Trojan 

E. Denial of Service Trojan 

Correct Answer: C 

 

QUESTION 11

Neil is an IT security consultant working on contract for Davidson Avionics. Neil has been hired to audit the network of
Davidson Avionics. He has been given permission to perform any tests necessary. Neil has created a fake company ID
badge and uniform. Neil waits by one of the company\\'s entrance doors and follows an employee into the office after
they use their valid access card to gain entrance. What type of social engineering attack has Neil employed here? 

A. Neil has used a tailgating social engineering attack to gain access to the offices 

B. He has used a piggybacking technique to gain unauthorized access 

C. This type of social engineering attack is called man trapping 

D. Neil is using the technique of reverse social engineering to gain access to the offices of Davidson Avionics 

Correct Answer: A 

 

QUESTION 12

Why would an attacker want to perform a scan on port 137? 

A. To discover proxy servers on a network 

B. To disrupt the NetBIOS SMB service on the target host 

C. To check for file and print sharing on Windows systems 

D. To discover information about a target host using NBTSTAT 

Correct Answer: D 

 

QUESTION 13

Sandra has been actively scanning the client network on which she is doing a vulnerability assessment test. While
conducting a port scan she notices open ports in the range of 135 to 139. What protocol is most likely to be listening on
those ports? 

A. Finger 
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B. FTP 

C. Samba 

D. SMB 

Correct Answer: D 

 

QUESTION 14

Identify SQL injection attack from the HTTP requests shown below: 

A. http://www.myserver.c0m/search.asp?
lname=smith%27%3bupdate%20usertable%20set%20passwd%3d%27hAx0r%27%3b-- %00 

B. http://www.myserver.c0m/script.php?mydata=%3cscript%20src=%22 

C. http%3a%2f%2fwww.yourserver.c0m%2fbadscript.js%22%3e%3c%2fscript%3e 

D. http://www.victim.com/example accountnumber=67891andcreditamount=999999999 

Correct Answer: A  

 

QUESTION 15

Attackers send an ACK probe packet with random sequence number, no response means port is filtered (Stateful
firewall is present) and RST response means the port is not filtered. What type of Port Scanning is this? 

A. RST flag scanning 

B. FIN flag scanning 

C. SYN flag scanning 

D. ACK flag scanning 

Correct Answer: D 
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