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QUESTION 1

CCM: A company wants to use the laaS offering of some CSP. Which of the following options for using CCM is NOT
suitable for the company as a cloud customer?

A. Submit the CCM on behalf of the CSP to CSA Security, Trust and Assurance Registry (STAR), a free, publicly
accessible registry that documents the security controls provided by CSPs

B. Use CCM to build a detailed list of requirements and controls that they want their CSP to implement
C. Use CCM to help assess the risk associated with the CSP
D. None of the above

Correct Answer: D

QUESTION 2

An important consideration when performing a remote vulnerability test of a cloud-based application is to
A. Obtain provider permission for test

B. Use techniques to evade cloud provider\\'s detection systems

C. Use application layer testing tools exclusively

D. Use network layer testing tools exclusively

E. Schedule vulnerability test at night

Correct Answer: A

QUESTION 3

What are six phases of the Data Security Lifecycle?
A. Create, Store, Use, Share, Archive, Destroy

B. Create, Classify, Use, Store, Archive, Destroy

C. Assign, Define, Create, Process, Store, Destroy
D. Create, Classify, Use, Store, Retain, Destroy

E. Assign, Define, Store, Process, Transmit, Destroy

Correct Answer: A

QUESTION 4
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ENISA: Which is a potential security benefit of cloud computing?
A. More efficient and timely system updates

B. ISO 27001 certification

C. Provider can obfuscate system O/S and versions

D. Greater compatibility with customer IT infrastructure

E. Lock-In

Correct Answer: A

QUESTION 5

What is a potential concern of using Security-as-a-Service (SecaaS)?
A. Lack of visibility

B. Deployment exibility

C. Scaling and costs

D. Intelligence sharing

E. Insulation of clients

Correct Answer: A

QUESTION 6

What is it called when a customer\\'s information and/or processes are compromised by the actions of another customer
in a multi-tenancy environment?

A. Information leakage
B. Data loss

C. Failure to thrive

D. Relationship failure
E. Isolation failure

Correct Answer: E

QUESTION 7

At a minimum, how often should incident response testing occur?
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A. Monthly

B. Quarterly

C. Whenever an event occurs

D. Semi-annually

E. Annually and whenever a significant change occurs

Correct Answer: E

QUESTION 8

ENISA: As it relates to public cloud computing, in the European Data Protection law, the customer is considered to be
the:

A. Data controller
B. Data owner

C. Certificate holder
D. Data processor
E. Data manager

Correct Answer: A

QUESTION 9

What is true of cloud built-in firewalls?

A. They operate exclusively outside of the hypervisor

B. Whichever features are not provided in the firewall, the cloud provider has an alternative
C. They operate exclusively outside of the SDN

D. They typically offer fewer features that newer physical firewalls

E. They provide identical configurations to physical firewalls

Correct Answer: D

QUESTION 10

CCM: A hypothetical company called: “CertBus4Sure’ is located in the United States and provides cloud based services
for tracking patient health. The company is compliant with HIPAA/HITECH Act among other industry standards.
CertBus4Sure decides to assess the overall security of their cloud service against the CCM toolkit so that they will be
able to present this document to potential clients. Which of the following approach would be most suitable to assess the
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overall security posture of CertBus4Sure\\'s cloud service?

A. The CCM columns are mapped to HIPAA/HITECH Act and therefore CertBus4Sure could verify the CCM controls
already covered ad a result of their compliance with HIPPA/HITECH Act. They could then assess the remaining
controls. This approach will save time.

B. The CCM domain controls are mapped to HIPAA/HITECH Act and therefore CertBus4Sure could verify the CCM
controls already covered as a result of their compliance with HIPPA/HITECH Act. They could then assess the remaining
controls thoroughly. This approach saves time while being able to assess the company\\'s overall security posture in an
efficient manner.

C. The CCM domains are not mapped to HIPAA/HITECH Act. Therefore CertBus4Sure should assess the security
posture of their cloud service against each and every control in the CCM. This approach will allow a thorough
assessment of the security posture.

Correct Answer: C

QUESTION 11

What is the newer application development methodology and philosophy focused on automation of application
development and deployment?

A. Agile

B. BusOps

C. DevOps

D. SecDevOps
E. Scrum

Correct Answer: C

QUESTION 12

What makes the metastructure layer of cloud computing so different from traditional computing?

A. It includes the management plane components, which are network enabled and remotely accessible
B. It is automatically patch and scalable

C. It includes the data and information components

D. It includes the underlying application services

E. It eliminates the need for the Infostructure layer

Correct Answer: A

QUESTION 13
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Which component is a key part of software container systems?
A. Operating system

B. Workload tools

C. An automated controller.

D. The execution environment

E. A client

Correct Answer: D

QUESTION 14

CCM: What is the role of the Scope Applicability column in the CCM?
A. It show which architectural elements are related to a given control

B. It describes the applicability of the overall domain

C. It maps the existing industry standards to the controls in the domains
D. It describes the applicability of the controls in the domains

E. None of the above

Correct Answer: C

QUESTION 15

Which of the following is NOT a common storage option with Infrastructure as a Service?
A. Object Storage

B. Volume Storage

C. Content Delivery Network

D. Big Data as a Service

E. SSD based volume storage

Correct Answer: E
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