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QUESTION 1

A completely new class of web-based vulnerabilities has been discovered. Claims have been made that all common
web-based development frameworks are susceptible to attack. Proof-of-concept details have emerged on the Internet. A
security advisor within a company has been asked to provide recommendations on how to respond quickly to these
vulnerabilities. Which of the following BEST describes how the security advisor should respond? 

A. Assess the reliability of the information source, likelihood of exploitability, and impact to hosted data. Attempt to
exploit via the proof-of-concept code. Consider remediation options. 

B. Hire an independent security consulting agency to perform a penetration test of the web servers. Advise
management of any `high\\' or `critical\\' penetration test findings and put forward recommendations for mitigation. 

C. Review vulnerability write-ups posted on the Internet. Respond to management with a recommendation to wait until
the news has been independently verified by software vendors providing the web application software. 

D. Notify all customers about the threat to their hosted data. Bring the web servers down into "maintenance mode" until
the vulnerability can be reliably mitigated through a vendor patch. 

Correct Answer: A 

The first thing you should do is verify the reliability of the claims. From there you can assess the likelihood of the
vulnerability affecting your systems. If it is determined that your systems are likely to be affected by the exploit, you
need to determine what impact an attack will have on your hosted data. Now that you know what the impact will be, you
can test the exploit by using the proof-of-concept code. That should help you determine your options for dealing with the
threat (remediation). 

 

 

QUESTION 2

A security consultant is considering authentication options for a financial institution. The following authentication options
are available security mechanism to the appropriate use case. Options may be used once. 

Select and Place: 
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Correct Answer: 

 

 

QUESTION 3
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A company has received the contract to begin developing a new suite of software tools to replace an aging collaboration
solution. The original collaboration solution has been in place for nine years, contains over a million lines of code, and
took over two years to develop originally. The SDLC has been broken up into eight primary stages, with each stage
requiring an in-depth risk analysis before moving on to the next phase. Which of the following software development
methods is MOST applicable? 

A. Spiral model 

B. Incremental model 

C. Waterfall model 

D. Agile model 

Correct Answer: C 

The waterfall model is a sequential software development processes, in which progress is seen as flowing steadily
downwards through identified phases. 

 

QUESTION 4

An external red team is brought into an organization to perform a penetration test of a new network-based application.
The organization deploying the network application wants the red team to act like remote, external attackers, and
instructs the team to use a black-box approach. Which of the following is the BEST methodology for the red team to
follow? 

A. Run a protocol analyzer to determine what traffic is flowing in and out of the server, and look for ways to alter the
data stream that will result in information leakage or a system failure. 

B. Send out spear-phishing emails against users who are known to have access to the network-based application, so
the red team can go on-site with valid credentials and use the software. 

C. Examine the application using a port scanner, then run a vulnerability scanner against open ports looking for known,
exploitable weaknesses the application and related services may have. 

D. Ask for more details regarding the engagement using social engineering tactics in an attempt to get the organization
to disclose more information about the network application to make attacks easier. 

Correct Answer: C 

 

 

QUESTION 5

A project manager is working with a software development group to collect and evaluate user scenarios related to the
organization\\'s internally designed data analytics tool. While reviewing stakeholder input, the project manager would
like to formally document the needs of the various stakeholders and the associated organizational compliance
objectives supported by the project. 

Which of the following would be MOST appropriate to use? 

A. Roles matrix 
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B. Peer review 

C. BIA 

D. SRTM 

Correct Answer: D 

 

QUESTION 6

A company\\'s IT department currently performs traditional patching, and the servers have a significant longevity that
may span over five years. A security architect is moving the company toward an immune server architecture in which
servers are replaced rather than patched. Instead of having static servers for development, test, and production, the
severs will move from environment to environment dynamically. Which of the following are required to move to this type
of architecture? (Select Two.) 

A. Network segmentation 

B. Forward proxy 

C. Netflow 

D. Load balancers 

E. Automated deployments 

Correct Answer: BD 

 

QUESTION 7

Users have been reporting unusual automated phone calls, including names and phone numbers, that appear to come
from devices internal to the company. Which of the following should the systems administrator do to BEST address this
problem? 

A. Add an ACL to the firewall to block VoIP. 

B. Change the settings on the phone system to use SIP-TLS. 

C. Have the phones download new configurations over TFTP. 

D. Enable QoS configuration on the phone VLAN. 

Correct Answer: B 

 

QUESTION 8

Which of the following technologies prevents an unauthorized HBA from viewing iSCSI target information? 

A. Deduplication 

B. Data snapshots 
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C. LUN masking 

D. Storage multipaths 

Correct Answer: C 

A logical unit number (LUN) is a unique identifier that designates individual hard disk devices or grouped devices for
address by a protocol associated with a SCSI, iSCSI, Fibre Channel (FC) or similar interface. LUNs are central to the
management of block storage arrays shared over a storage area network (SAN). 

LUN masking subdivides access to a given port. Then, even if several LUNs are accessed through the same port, the
server masks can be set to limit each server\\'s access to the appropriate LUNs. LUN masking is typically conducted at
the host bus adapter (HBA) or switch level. 

 

QUESTION 9

A pharmacy gives its clients online access to their records and the ability to review bills and make payments. A new SSL
vulnerability on a specific platform was discovered, allowing an attacker to capture the data between the end user and
the web server providing these services. After the new vulnerability, it was determined that web services provided are
being impacted by this new threat. Which of the following data types MOST likely at risk of exposure based on this new
threat? (Select Two) 

A. Cardholder data 

B. Intellectual property 

C. Personal health information 

D. Employee records 

E. Corporate financial data 

Correct Answer: AC 

 

QUESTION 10

Joe, a penetration tester, is assessing the security of an application binary provided to him by his client. Which of the
following methods would be the MOST effective in reaching this objective? 

A. Employ a fuzzing utility 

B. Use a static code analyzer 

C. Run the binary in an application sandbox 

D. Manually review the binary in a text editor 

Correct Answer: C 

 

QUESTION 11
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A developer is determining the best way to improve security within the code being developed. The developer is focusing
on input fields where customers enter their credit card details. Which of the following techniques, if implemented in the
code, would be the MOST effective in protecting the fields from malformed input? 

A. Client side input validation 

B. Stored procedure 

C. Encrypting credit card details 

D. Regular expression matching 

Correct Answer: D 

Regular expression matching is a technique for reading and validating input, particularly in web software. This question
is asking about securing input fields where customers enter their credit card details. In this case, the expected input into
the credit card number field would be a sequence of numbers of a certain length. We can use regular expression
matching to verify that the input is indeed a sequence of numbers. Anything that is not a sequence of numbers could be
malicious code. 

 

QUESTION 12

A security administrator must configure the database server shown below the comply with the four requirements listed.
Drag and drop the appropriate ACL that should be configured on the database server to its corresponding requirement.
Answer options may be used once or not at all. 

Select and Place: 
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Correct Answer: 

 

CAS-003 Study Guide | CAS-003 Exam Questions | CAS-003 Braindumps                              8 / 11

https://www.passapply.com/cas-003.html
https://www.passapply.com/cas-003.html
https://www.passapply.com/cas-003.html


https://www.passapply.com/cas-003.html
2023 Latest passapply CAS-003 PDF and VCE dumps Download

 

QUESTION 13

A system owner has requested support from data owners to evaluate options for the disposal of equipment containing
sensitive data. Regulatory requirements state the data must be rendered unrecoverable via logical means or physically
destroyed. Which of the following factors is the regulation intended to address? 

A. Sovereignty 

B. E-waste 

C. Remanence 

D. Deduplication 

Correct Answer: B 

 

QUESTION 14

A large enterprise with thousands of users is experiencing a relatively high frequency of malicious activity from the
insider threats. Much of the activity appears to involve internal reconnaissance that results in targeted attacks against
privileged users and network file shares. Given this scenario, which of the following would MOST likely prevent or deter
these attacks? (Choose two.) 

A. Conduct role-based training for privileged users that highlights common threats against them and covers best
practices to thwart attacks 

B. Increase the frequency at which host operating systems are scanned for vulnerabilities, and decrease the amount of
time permitted between vulnerability identification and the application of corresponding patches 

C. Enforce command shell restrictions via group policies for all workstations by default to limit which native operating
system tools are available for use 

D. Modify the existing rules of behavior to include an explicit statement prohibiting users from enumerating user and file
directories using available tools and/or accessing visible resources that do not directly pertain to their job functions 

E. For all workstations, implement full-disk encryption and configure UEFI instances to require complex passwords for
authentication 

F. Implement application blacklisting enforced by the operating systems of all machines in the enterprise 

Correct Answer: CD 

 

QUESTION 15

The government is concerned with remote military missions being negatively being impacted by the use of technology
that may fail to protect operational security. To remediate this concern, a number of solutions have been implemented,
including the following: 

1. 

End-to-end encryption of all inbound and outbound communication, including personal email and chat sessions that
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allow soldiers to securely communicate with families. 

2. 

Layer 7 inspection and TCP/UDP port restriction, including firewall rules to only allow TCP port 80 and 443 and
approved applications 

3. 

A host-based whitelist of approved websites and applications that only allow mission-related tools and sites 

4. 

The use of satellite communication to include multiple proxy servers to scramble the source IP address 

Which of the following is of MOST concern in this scenario? 

A. Malicious actors intercepting inbound and outbound communication to determine the scope of the mission 

B. Family members posting geotagged images on social media that were received via email from soldiers 

C. The effect of communication latency that may negatively impact real-time communication with mission control 

D. The use of centrally managed military network and computers by soldiers when communicating with external parties 

Correct Answer: B 
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