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QUESTION 1

An employee is performing a review of the organization\\'s security functions and noticed that there is some cross over
responsibility between the IT security team and the financial fraud team. Which of the following security documents
should be used to clarify the roles and responsibilities between the teams? 

A. BPA 

B. BIA 

C. MOU 

D. OLA 

Correct Answer: C 

 

QUESTION 2

A security consultant is called into a small advertising business to recommend which security policies and procedures
would be most helpful to the business. The business is comprised of 20 employees, operating off of two shared servers.
One server houses employee data and the other houses client data. All machines are on the same local network. Often
these employees must work remotely from client sites, but do not access either of the servers remotely. Assuming no
security policies or procedures are in place right now, which of the following would be the MOST applicable for
implementation? (Select TWO). 

A. Password Policy 

B. Data Classification Policy 

C. Wireless Access Procedure 

D. VPN Policy 

E. Database Administrative Procedure 

Correct Answer: AB 

 

QUESTION 3

An administrator is tasked with securing several website domains on a web server. The administrator elects to secure
www.example.com, mail.example.org, archive.example.com, and www.example.org with the same certificate. Which of
the following would allow the administrator to secure those domains with a single issued certificate? 

A. Intermediate Root Certificate 

B. Wildcard Certificate 

C. EV x509 Certificate 

D. Subject Alternative Names Certificate 
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Correct Answer: D 

 

QUESTION 4

A security manager has received the following email from the Chief Financial Officer (CFO): 

"While I am concerned about the security of the proprietary financial data in our ERP application, we have had a lot of
turnover in the accounting group and I am having a difficult time meeting our monthly performance targets. As things
currently stand, we do not allow employees to work from home but this is something I am willing to allow so we can get
back on track. What should we do first to securely enable this capability for my group?" 

Based on the information provided, which of the following would be the MOST appropriate response to the CFO? 

A. Remote access to the ERP tool introduces additional security vulnerabilities and should not be allowed. 

B. Allow VNC access to corporate desktops from personal computers for the users working from home. 

C. Allow terminal services access from personal computers after the CFO provides a list of the users working from
home. 

D. Work with the executive management team to revise policies before allowing any remote access. 

Correct Answer: D 

 

QUESTION 5

A large enterprise is expanding through the acquisition of a second corporation. Which of the following should be
undertaken FIRST before connecting the networks of the newly formed entity? 

A. A system and network scan to determine if all of the systems are secure. 

B. Implement a firewall/DMZ system between the networks. 

C. Develop a risk analysis for the merged networks. 

D. Conduct a complete review of the security posture of the acquired corporation. 

Correct Answer: C 

 

QUESTION 6

In a SPML exchange, which of the following BEST describes the three primary roles? 

A. The Provisioning Service Target (PST) entity makes the provisioning request, the Provisioning Service Provider
(PSP) responds to the PST requests, and the Provisioning Service Target (PST) performs the provisioning. 

B. The Provisioning Service Provider (PSP) entity makes the provisioning request, the Provisioning Service Target
(PST) responds to the PSP requests, and the Provisioning Service Provider (PSP) performs the provisioning. 

C. The Request Authority (RA) entity makes the provisioning request, the Provisioning Service Target (PST) responds
to the RA requests, and the Provisioning Service Provider (PSP) performs the provisioning. 

CAS-002 VCE Dumps | CAS-002 Study Guide | CAS-002 Braindumps                              3 / 10

https://www.passapply.com/cas-002.html
https://www.passapply.com/cas-002.html
https://www.passapply.com/cas-002.html


https://www.passapply.com/cas-002.html
2023 Latest passapply CAS-002 PDF and VCE dumps Download

D. The Request Authority (RA) entity makes the provisioning request, the Provisioning Service Provider (PSP) responds
to the RA requests, and the Provisioning Service Target (PST) performs the provisioning. 

Correct Answer: D 

 

QUESTION 7

The security administrator is responsible for the confidentiality of all corporate data. The company\\'s servers are located
in a datacenter run by a different vendor. The vendor datacenter hosts servers for many different clients, all of whom
have access to the datacenter. None of the racks are physically secured. Recently, the company has been the victim of
several attacks involving data injection and exfiltatration. The security administrator suspects these attacks are due to
several new network based attacks facilitated by having physical access to a system. Which of the following BEST
describes how to adapt to the threat? 

A. Apply port security to all switches, switch to SCP, and implement IPSec tunnels between devices. 

B. Apply two factor authentication, require point to point VPNs, and enable log auditing on all devices. 

C. Apply port security to all routers, switch to telnet, and implement point to point VPNs on all servers. 

D. Apply three factor authentication, implement IPSec, and enable SNMP. 

Correct Answer: A 

 

QUESTION 8

In single sign-on, the secondary domain needs to trust the primary domain to do which of the following? (Select TWO). 

A. Correctly assert the identity and authorization credentials of the end user. 

B. Correctly assert the authentication and authorization credentials of the end user. 

C. Protect the authentication credentials used to verify the end user identity to the secondary domain for unauthorized
use. 

D. Protect the authentication credentials used to verify the end user identity to the secondary domain for authorized
use. 

E. Protect the accounting credentials used to verify the end user identity to the secondary domain for unauthorized use. 

F. Correctly assert the identity and authentication credentials of the end user. 

Correct Answer: DF 

 

QUESTION 9

An IT administrator has been tasked by the Chief Executive Officer with implementing security using a single device
based on the following requirements: 

1.
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 Selective sandboxing of suspicious code to determine malicious intent. 

2.

 VoIP handling for SIP and H.323 connections. 

3.

 Block potentially unwanted applications. 

Which of the following devices would BEST meet all of these requirements? 

A. UTM 

B. HIDS 

C. NIDS 

D. WAF 

E. HSM 

Correct Answer: A 

 

QUESTION 10

A security administrator is tasked with securing a company\\'s headquarters and branch offices move to unified
communications. The Chief Information Officer (CIO) wants to integrate the corporate users\\' email, voice mail,
telephony, presence and corporate messaging to internal computers, mobile users, and devices. Which of the following
actions would BEST meet the CIO\\'s goals while providing maximum unified communications security? 

A. Create presence groups, restrict IM protocols to the internal networks, encrypt remote devices, and restrict access to
services to local network and VPN clients. 

B. Enable discretionary email forwarding restrictions, utilize QoS and Secure RTP, allow external IM protocols only over
TLS, and allow port 2000 incoming to the internal firewall interface for secure SIP 

C. Set presence to invisible by default, restrict IM to invite only, implement QoS on SIP and RTP traffic, discretionary
email forwarding, and full disk encryption. 

D. Establish presence privacy groups, restrict all IM protocols, allow secure RTP on session border gateways, enable
full disk encryptions, and transport encryption for email security. 

Correct Answer: A 

 

QUESTION 11

Company XYZ provides hosting services for hundreds of companies across multiple industries including healthcare,
education, and manufacturing. The security architect for company XYZ is reviewing a vendor proposal to reduce
company XYZ\\'s hardware costs by combining multiple physical hosts through the use of virtualization technologies.
The security architect notes concerns about data separation, confidentiality, regulatory requirements concerning PII, and
administrative complexity on the proposal. Which of the following BEST describes the core concerns of the security
architect? 
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A. Most of company XYZ\\'s customers are willing to accept the risks of unauthorized disclosure and access to
information by outside users. 

B. The availability requirements in SLAs with each hosted customer would have to be re- written to account for the
transfer of virtual machines between physical platforms for regular maintenance. 

C. Company XYZ could be liable for disclosure of sensitive data from one hosted customer when accessed by a
malicious user who has gained access to the virtual machine of another hosted customer. 

D. Not all of company XYZ\\'s customers require the same level of security and the administrative complexity of
maintaining multiple security postures on a single hypervisor negates hardware cost savings. 

Correct Answer: C 

 

QUESTION 12

A company has a primary DNS server at address 192.168.10.53 and a secondary server at 192.168.20.53. An
administrator wants to secure a company by only allowing secure zone transfers to the secondary server. Which of the
following should appear in the primary DNS configuration file to accomplish this? 

A. key company-key.{ algorithm hmac-rc4; secret "Hdue8du9jdknkhdoLksdlkeYEIks83K="; }; allow transfer {
192.168.20.53; } 

B. key company-key.{ algorithm hmac-md5; secret "Hdue8du9jdknkhdoLksdlkeYEIks83K="; }; allow transfer {
192.168.10.53; } 

C. key company-key.{ algorithm hmac-md5; secret "Hdue8du9jdknkhdoLksdlkeYEIks83K="; }; allow transfer {
192.168.20.53; } 

D. key company-key.{ algorithm hmac-rc4; secret "Hdue8du9jdknkhdoLksdlkeYEIks83K="; }; allow transfer {
192.168.10.53; } 

Correct Answer: C 

 

QUESTION 13

The database team has suggested deploying a SOA based system across the enterprise. The Chief Information Officer
(CIO) has decided to consult the security manager about the risk implications for adopting this architecture. Which of the
following are concerns that the security manager should present to the CIO concerning the SOA system? (Select
TWO). 

A. Users and services are centralized and only available within the enterprise. 

B. Users and services are distributed, often times over the Internet 

C. SOA centrally manages legacy systems, and opens the internal network to vulnerabilities. 

D. SOA abstracts legacy systems as a virtual device and is susceptible to VMEscape. 

E. SOA abstracts legacy systems as web services, which are often exposed to outside threats. 

Correct Answer: BE 
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QUESTION 14

IT staff within a company often conduct remote desktop sharing sessions with vendors to troubleshoot vendor product-
related issues. Drag and drop the following security controls to match the associated security concern. Options may be
used once or not at all. 

Select and Place: 
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Correct Answer: 

 

 

QUESTION 15

A corporate executive lost their smartphone while on an overseas business trip. The phone was equipped with file
encryption and secured with a strong passphrase. The phone contained over 60GB of proprietary data. Given this
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scenario, which of the following is the BEST course of action? 

A. File an insurance claim and assure the executive the data is secure because it is encrypted. 

B. Immediately implement a plan to remotely wipe all data from the device. 

C. Have the executive change all passwords and issue the executive a new phone. 

D. Execute a plan to remotely disable the device and report the loss to the police. 

Correct Answer: B 
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