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QUESTION 1

You have an Azure Slack Hub integrated system and a computer named Computerl that runs Windows 11. You need to
deploy the Azure Stack Hub PowerShell tools to Computerl. What should you do first?

A. Connect to the privileged endpoint (PEP).

B. Copy the AzureStack module from the Hardware Lifecycle Host (HLH).

C. Download AzureStack-Tools from the GitHub repository.

D. Download the AzureStack module from PowerShell Gallery.

Correct Answer: C

Download Azure Stack Hub tools from GitHub AzureStack-Tools is a GitHub repository that hosts PowerShell modules
for managing and deploying resources to Azure Stack Hub. If you\\'re planning to establish VPN connectivity, you can
download these PowerShell modules to the Azure Stack Development Kit (ASDK), or to a Windows-based external

client.

Reference: https://learn.microsoft.com/en-us/azure-stack/operator/azure-stack-powershell- download

QUESTION 2
HOTSPOT

You have an Azure Stack Hub integrated system that is linked to an Active Directory domain named fabrikam.com by
using Active Directory Federation Services (AD FS).

You have the resources shown in the following table.

Type Value
Azure Stack Hub DNS server FQDNs azs-ns01_south.cloud fabrikam.com
azs-ns02 south cloud fabrikam.com
Azure Stack Hub DNS server IP addresses 10001

10.0.0.2
Fabnkam.com DNS server FQDNs dns01 fabnkam.com

dns02 fabnkam.com
Fabrnkam.com DNS server |IP addresses 192168 20 1

182.168.20.2

You need to ensure that the integrated system can resolve DNS queries for fabrikam.com.
How should you complete the PowerShell script? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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i W -CustomDomainName v
Set-AzsDnsForwarder _ “fabrikam.com”
Add-DnsServerForwarder “cloud fabrikam.com”
Set-DnsServerForwarder “fabrikam.onmicrosoft. com®
Register-CustomDnsServer “south.cloud fabrikam.com”
-CustomDnsIPAddresses v

1000.1, 10002
“192.168.20.1", "192.168.20.2"

“dns01 fabrkam.com®, "dns02 fabrikam.com®

“azs-ns01.south cloud fabrikam.com”, “azs-ns02 south.cloud fabrikam.com”

Correct Answer:

| W -CustomDomainName v
Set-AzsDnsForwarder fabrikam com"
Add-DnsServerForwarder “cloud fabrikam.com”
Set-DnsServerForwarder “fabrikam.onmicrosoft. com®
Register-CustomDnsServer “south.cloud fabrikam.com”
-CustomDnsIPRAddresses v

"10.0.0.1*,"10.0.0.2"
"192.168.20.1%, "192.168.20.2°

“dns01 fabrikam.com®, “"dns02 fabrikam.com®

“azs-ns01.south cloud fabrikam.com”, “azs-ns02 south.cloud fabrikam.com®

Box 1: Register-CustomDnsServer

Resolving external DNS names from Azure Stack Hub To resolve DNS names for endpoints outside Azure Stack Hub
(for example:

www.bing.com), you need to provide DNS servers that Azure Stack Hub can use to forward DNS requests for which
Azure Stack Hub isn\\'t authoritative. For deployment, DNS servers that Azure Stack Hub forwards requests to are
required in

the Deployment Worksheet (in the DNS Forwarder field). Provide at least two servers in this field for fault tolerance.
Without these values, Azure Stack Hub deployment fails.

Configure conditional DNS forwarding

Important

This only applies to an AD FS deployment.

To enable name resolution with your existing DNS infrastructure, configure conditional forwarding.
To add a conditional forwarder, you must use the privileged endpoint.

For this procedure, use a computer in your datacenter network that can communicate with the privileged endpoint in
Azure Stack Hub.
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1.

Open an elevated Windows PowerShell session (run as administrator), and connect to the IP address of the privileged
endpoint. Use the credentials for CloudAdmin authentication.

$cred=Get-Credential Enter-PSSession -ComputerName -ConfigurationName PrivilegedEndpoint -Credential $cred
2.

After you connect to the privileged endpoint, run the following PowerShell command. Substitute the sample values
provided with your domain name and IP addresses of the DNS servers you want to use.

Register-CustomDnsServer -CustomDomainName "contoso.com" - CustomDnsIPAddresses
"192.168.1.1","192.168.1.2"

Box 2: fabrikam.com
The external DNS zone.
Box 3:"192.160.20.1", "192.160.20.2",

The IP addresses for the DNS servers in External DNS zone.

QUESTION 3
HOTSPOT

You start the update of an Azure Stack Hub integrated system. The Update run details are shown in the following
exhibit.

Update run details

() Refresh Download summary (™ Resume

32 @ Succeeded 3 X Ermors D ¥ |n progress

Ermors

¢ Cloud Update
Perform cloud update

i Update VMs
Updating VMs conditionally based on update payload. All VMs are gefting
updated in paraliel excepl DC and CA VMs

I Update Infrastructure VMs
Update infrastructure Vils

Use the drop-down menus to select the answer choice that completes each statement based on the information
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presented in the graphic. NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Currently, the update status is | v
[answer choice]. :

[running with three errors

succeeded with three errors

failed and the update will retry automatically
failed and the update will NOT retry automatically

In this situation, the Azure v

Stack Hub operator should cancel the update

sl contact Microsoft Support

run the Repair-AzsScaleUnitNode cmdlet

run the Restart-AzsinfrastructureRole cmdlet

run the Stop-AzureStack and Start-AzureStack cmdlets

Correct Answer:

Answer Area

Currently, the update status is | v

[answer choice]. [running with three errors

succeeded with three errors

failed and the update will retry automatically
failed and the update will NOT retry automatically

In this situation, the Azure : v

Stack Hub operator should cancel the update

[answer choice]. contact Microsoft Support -

run the Repair-AzsScaleUnitNode cmdlet

run the Restart-AzsinfrastructureRole cmdlet

run the Stop-AzureStack and Start-AzureStack cmdlets

Reference: https://docs.microsoft.com/en-us/azure-stack/operator/azure-stack-apply-updates?view=azs-2008

QUESTION 4
HOTSPOT
You have a connected Azure Stack Hub integrated system.

You perform the following tasks:
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On a server named SERVERL1. you create a file share named AzSHLogs.

You create a PowerShell remoting session to the privileged endpoint (PEP) of the integrated system.

In a variable named $Session, you store a reference to the session.

In a variable named $AdHinCredentials. you store a reference to the credentials required to write to AzSHLogs.

You need to collect the Hyper-V event logs for all the cluster hosts and copy the logs to the AzSHLogs share. How
should you complete the PowerShell script? To answer, select the appropriate options in the answer area.

Hot Area:
Imvokie-Coemand -Session £S5escssion [ Get-AzureStackiog -OutputSharePath " UVIFRVEE]L VA SHL g "
O Lt ShareC redent Lal Sursin g Aadmyio i recderial - FiltwrByRule Ci -
O S0
b AdminCredentials
'S-I-:_p Lal :nl LUy -uilu i BareMatal]
$loca """"‘ "" - ""' Inrassrvcel ontrolls)
Sl
Correct Answer:
Imvoke -Coomanad -tession €Ssssion [ Get-AzureStackliog -OutmtSherePath " WVIFRVEEL WAz SHLogs "
~GutputShareCredent lal | SunirngAadmin i redenival e FilterByRole <a -
SO S0
b AdminCredentials
'S-I-:_p Lal :nl i u‘l- i BareMaotal]
$loc sl Admind redartiale Infratervicel ontrolle)

Box 1: $using:AdminCredentials

Box 2: Storage

Send Azure Stack Hub diagnostic logs by using the privileged endpoint (PEP) To run Get-AzureStackLog on an
integrated system, you need to have access to the privileged endpoint (PEP). Here\\'s an example script you can run
using the

PEP to collect logs.

$ipAddress =" # You can also use the machine name instead of IP here.

$password = ConvertTo-SecureString " -AsPlainText - Force

$cred = New-Object -TypeName System.Management.Automation.PSCredential ("\CloudAdmin", $password)

$shareCred = Get-Credential

$session = New-PSSession -ComputerName $ipAddress -ConfigurationName PrivilegedEndpoint -Credential $cred
-SessionOption (New-PSSessionOption -Culture en- US -UlCulture en-US)

$fromDate = (Get-Date).AddHours(-8)
$toDate = (Get-Date).AddHours(-2) # Provide the time that includes the period for your issue

Invoke-Command -Session $session { Get-AzureStackLog -OutputSharePath " -OutputShareCredential
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$using:shareCred - FilterByRole Storage -FromDate $using:fromDate -ToDate $using:toDate}
if ($session) {

Remove-PSSession -Session $session }

QUESTION 5

HOTSPOT

You are troubleshooting the chargeback issues of the devl region.

You need to query the usage for each tenant subscription.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
Connect to the: -
Administrator management endpoint
Azure subscription
User management endpoint
Hetrieve the usage by using: -

Azure Cost Management
| he Get-AzsSubscnberlsage cmdlet

The Get-UsageAggregates cmdlet

Correct Answer:
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Connect to the: -
Administrator management endpoint

Azure subscription

User management endpoint

Retrieve the usage by using: v
Azyre Cost Management

| he Get-AzsSubscnberlUsage cmdlet

The Get-UsageAggregates cmdlet

Box 1: Administrator management endpoint
Note: The developers report high chargeback costs for the devl region.
Two integrated systems that are dedicated to application development and have the following configurations:

The integrated systems are disconnected from the Internet. The workloads in the user subscriptions have Internet
access.

One integrated system has a region name of devl, and the other has a region name of dev2.
Both regions are used only by developers at Northwind Traders.

The request gets consumption details for the requested subscriptions and for the requested time frame. There is no
request body.

This usage API is a provider API, so the caller must be assigned an Owner, Contributor, or Reader role in the
provider\\'s subscription.

Method, Request URI
GET

https://{armendpoint}/subscriptions/{subld}/providers/Microsoft. Commerce.Admin/subscriberUsageAggregates?reported
StartTime={reportedStartTime}andreportedEndTime={reportedEndTime}andaggregationGranularity={granularity}

andsubscriberld={sub1.1}andapi-version=201506-01-previewandcontinua

Arguments

*

armendpoint

Azure Resource Manager endpoint of your Azure Stack Hub environment. The Azure Stack Hub convention is that the

name of the Azure Resource Manager endpoint is in the format https://adminmanagement.{domain-name}. For
example,
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for the Azure Stack Development

Kit (ASDK), if the domain name is local.azurestack.external, then the Resource Manager endpoint is
https://adminmanagement.local.azurestack.external.

*
subld

Subscription ID of the user who makes the call.
*

Etc.

Box 2: Get-AzsSubscriberUsage

Retrieve usage information

PowerShell

To generate the usage data, you should have resources that are running and actively using the system; for example, an
active virtual machine (VM), or a storage account containing some data. If you\\'re not sure whether you have any

resources running in the Azure Stack Hub Marketplace, deploy a VM, and verify the VM monitoring blade to make sure
it\'s running. Use the following PowerShell cmdlets to view the usage data:

Install PowerShell for Azure Stack Hub.
Configure the Azure Stack Hub user or the Azure Stack Hub operator PowerShell environment.
To retrieve the usage data, call the Get-AzsSubscriberUsage PowerShell cmdlet:

Get-AzsSubscriberUsage -ReportedStartTime "2017-09-06T00:00:00Z"

QUESTION 6
DRAG DROP
Your company is a Cloud Solution Provider (CSP).

You plan to create an Azure subscription for a new Azure Stack Hub integrated system and configure Azure Stack Hub
to be available to multiple customers. Your company will also have its own workloads deployed to the Azure Stack Hub.

You need to perform the deployment so that usage data for future customers is directed to their Azure subscription.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions
to the answer area and arrange them in the correct order.

Select and Place:
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Actions Answer Area

Create a Pay-As-You-Go (PAYG)
subscription.

Create an Azure Partner Shared
Semvices (APSS) subscription.

Enable multitenant billing.

Associate the user subscriptions to
a Digital Partner of Record (DPOR).

Reqgisier Azure Stack Hub.

Correct Answer:

Actions

Answer Area

Create a Pay-As-You-Go (PAYG)
subscription.

Create an Azure Pariner Shared
Senvices (APSS) subscription.

Reqister Azure Stack Hub.

Associate the user subscriptions to
a Digital Partner of Record (DPOR).

Enable multitenant billing.

Reference: https://docs.microsoft.com/en-us/azure-stack/operator/azure-stack-add-manage-billing-as-a-

csp?view=azs-2008 https://docs.microsoft.com/en-us/azure-stack/operator/azure-stack-csp-howto-register-
tenants?view=azs-2008andtabs=az
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QUESTION 7

You have a disconnected Azure Stack Hub integrated system.

You plan to implement an app named App1l.

You need to create a new service principal for Appl. The solution must maximize security.
What should you do first?

A. Create an app registration in Azure AD.

B. Create a group managed service account (gMSA)

C. Generate an Azure Key Vault secret.

D. Generate an X.509 certificate.

Correct Answer: D

You start by creating a new app registration in your directory, which creates an associated service principal object to
represent the app\\'s identity within the directory.

Your choice of either Azure AD or AD FS is determined by the mode in which you deploy Azure Stack Hub:

When you deploy it in a connected mode, you can use either Azure AD or AD FS. When you deploy it in a disconnected
mode, without a connection to the internet, only AD FS is supported.

Manage an AD FS app

If you deployed Azure Stack Hub with AD FS as your identity management service, you must use PowerShell to
manage your app\\'s identity. The following examples demonstrate both an X509 certificate and a client secret
credential.

Once you have a certificate, use a PowerShell script to register your app and sign in using the app\\'s identity.

Reference:

https://learn.microsoft.com/en-us/azure-stack/operator/give-app-access-to-resources

QUESTION 8
You have an Azure Stack Hub integrated system.
You are an operator, and you have read access to a user subscription named Fabrikam1.

Users in Fabrikaml request help creating a custom role-based access control (RBAC) role based on an existing built-in
Azure role.

You connect to the Azure subscription, create the respective role definition, and save the role definition as a JSON file.
Which three actions should you perform to create the custom role? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.
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A. Request owner access to the user subscription.

B. Modify the custom role definition to include the target subscription ID as an AssignableScope, set the IsCustom field
to true, and set Id to Null.

C. Connect to the administrator management endpoint and run the New-AzureRmRoleDefinition cmdlet.
D. Connect to the user management endpoint and run the New-AzureRmRoleDefinition cmdlet.

E. Modify the custom role definition to include the target default provider subscription ID as an AssignableScope, set the
IsCustom field to true, and set Id to Null.

Correct Answer: ABD

Reference: https://docs.microsoft.com/en-us/azure/role-based-access-control/tutorial-custom-role- powershell

QUESTION 9
HOTSPOT

You have an Azure Stack Hub integrated system that uses an Azure Active Directory (Azure AD) tenant named
contoso.com as an identity provider.

You need to create a certificate file named AzSIBCCert for infrastructure backup.
How should you complete the PowerShell script? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

[ " I =Pl srtificat Dnshliase “whew . cONTOos0.com~ ~CertStorelocation “cert:\LocalMachine\ My~
c@rt = ve) Certificate
cAcerisNAZSIBC Coert.piix v s
Lcort = Mew-ArsEncryptionKoytd CACETtAISIBCCart.cer
Scert = New-SellSignedCertificate cAcerts\AZSIBC Cort pom

EEertEAFSIBL Lot ;:rf:u

Correct Answer:

| Drsblamss “wiis . CONtos0 . com™ -CertStorelocation "cert :\LocalMach | ne by

fcert = Import-PixCertificats

cAceria\AZSIBC Cert pix v s
Scort = Mew-ArsEncryptioniloytd cAcertAISIBCCert.cer

Scert = New-SellSignedCertificate cACcerts\AZSIBC Cort m
M|

QUESTION 10

HOTSPOT
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You have three Azure Stack Hub integrated systems that use the same Azure Active Directory (Azure AD) tenant
named contoso.com as their identity provider. The integrated systems are deployed in Chicago, New York, and Seattle.
The

region name of each integrated system corresponds to the city in which the system is deployed.

When reviewing alerts in the integrated system in Chicago, you receive an alert indicating that the home directory
requires an update.

From the Azurestack-tools-master/identity folder, you import the AzureStack.ldentity.psm1 module.

How should you complete the command to update the home directory? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

SadminResourceManagerEndpoint = | v
“hitps://adminmanagement.chicago.contoso.com”
“I_'lttps:ﬂadminportaI.chi;agn.cuntnsq.cam“ _
“https://management.chicago.contoso.com”

ShomeDirectoryTenantName = |"

“chicago.contoso.com”
‘chicago.onmicrosoft.com”
‘contoso.com”

Update-AzSHomeDirectoryTenant —-AdminRescurceManagerEndpoint

SadminResourceManagerEndpoint -DirectoryTenantName
ShomeDirectoryTenantName -Verbose

Correct Answer:
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Answer Area

SadminResourceManagerEndpoint = | v
“hitps://adminmanagement chicago.contoso.com”
https:/adminportal.chicago.contoso.com”
https://management chicago.contoso.com”

ShomeDirectoryTenantName = |v

";:hicago.cantosn_co_m'
‘chicago.onmicrosoft.com”
‘contoso.com”

Update-AzSHomeDirectoryTenant —-AdminRescurceManagerEndpoint

SadminResourceManagerEndpoint -DirectoryTenantName
ShomeDirectoryTenantName -Verbose

Reference: https://github.com/Azure/AzureStack-Tools/blob/master/Identity/README.md

QUESTION 11

HOTSPOT

You deploy an App Service resource provider to an Azure Stack Hub integrated system.

You need to create an offer to deploy an Azure Functions app by using the resource provider.

Which resource provider should you specify in the offer, and which type of subscription should you use to test the
functionality of the offer? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
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Resource provider: \ v

Microsoft Automation
Microsoft. Compute
Microsoft. Web

Subscription type: v

Default provider subscription
Public Azure subscription

User subscription

Resource provider: v
Microsoft. Automation
Microsoft. Compute
Microsoft. Web

Subscription type: v

Default provider subscription
Public Azure subscription
User subscription

Box 1: Microsoft.Web Resource providers for Azure services Match resource provider to service (Resource provider
namespace, Azure service)

* Microsoft.Web App Service Azure Functions Box 2: Default Provider Subscription In Azure Stack Hub Subscriptions,
select the Default Provider Subscription. Azure App Service on Azure Stack Hub must be deployed in the Default
Provider Subscription.

QUESTION 12
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You deploy a disconnected Azure Stack Hub integrated system.

You need to identify the IP address of the privileged endpoint (PEP).

Solution: From the administrator portal of Azure Stack Hub, you review the Region management blade.
Does this meet the goal?

A. Yes

B. No

Correct Answer: B

Instead: Solution: You run the nslookup AzS-ERCSO01.azurestack.local command.

Note: nslookup is a network administration command-line tool for querying the Domain Name System to obtain the
mapping between domain name and IP address, or other DNS records.

ASDK architecture, Virtual machine roles

The ASDK offers services using the following VMs hosted on the development kit host computer:
* AzS-ERCSO0L1 - Emergency Recovery Console VM.

Reference:

https://docs.microsoft.com/en-us/azure-stack/asdk/asdk-architecture?view=azs-2008

QUESTION 13

You have an Azure Slack Hub integrated system.

You receive the following alert: "One or more guest Azure AD tenants must be configured.”

You need to identify which Azure AD tenants require configuration.

Which PowerShell cmdlet should you run?

A. Get-AzsDirectoryTenantidcntifier

B. Get-AzureADTenantDetall

C. Get-AzsHealthReport

D. Get-AzsAlerts

Correct Answer: C

Synopsis Gets the health report of identity application in the Azure Stack home and guest directories DESCRIPTION
Gets the health report for Azure Stack identity applications in the home directory as well as guest directories of Azure
Stack. Any directories with an unhealthy status need to have their permissions updated. EXAMPLE
$adminResourceManagerEndpoint = "https://adminmanagement.local.azurestack.external”

$homeDirectoryTenantName = ".onmicrosoft.com" Get-AzsHealthReport -AdminResourceManagerEndpoint
$adminResourceManagerEndpoint * -DirectoryTenantName $homeDirectoryTenantName -Verbose Reference:
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https://github.com/Azure/AzureStackTools/blob/master/Identity/AzureStack.ldentity.psm1

https://github.com/Azure/AzureStack-Tools/blob/master/lIdentity/README.md

QUESTION 14

DRAG DROP

You have an Azure Stack Hub integrated system that is disconnected from the internet.
A new Microsoft update package is released.

You need to apply the update.

Which five actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to
the answer area and arrange them in the correct order.

NOTE: More than one order of answer choices is correct. You will receive credit for any of the correct orders you select.

Select and Place:

Actions Answer Area

Grant the service administrator owner
access to the blob container.

From the administrator portal, uplcad
the metadata XML fle to the blob container.

Extract the contents of the update package.

Fromthe user portal, upload the ZP
nackage ta the hlok container

Apply the update.

Dowrnload the update package.

From the administrator portal, upload
the ZIP package to the blob container.

Download the Azure Stack Hub Updates
downloader tool.
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Correct Answer:

Actions Answer Area
Grant the service administrator owner Download lhe Azure Slack Hub Updales
access to the blob container. downloader tool.

Download the update package.

From the administrator poral, upload

Extract the contents of the update package. -
the ZIP package to the blob container.

Fromthe user portal, upload the ZP From the administrator portal, upload
package to the biok container the metadatz XML file to the blob containar.
Apply the update.

Reference: https://docs.microsoft.com/en-us/azure-stack/operator/azure-stack-update-prepare-
package?view=azs-2008

QUESTION 15

You have an Azure Stack Hub integrated system.

The retention period for storage accounts is set to 10 days.

In a user subscription, a user deletes a virtual machine that has four 500-GB unmanaged disks attached.
How will the storage be reclaimed?

A. The deleted storage can be reclaimed immediately by using the administrator portal.

B. The deleted storage can be reclaimed immediately by using the user portal.

C. The deleted storage can be reclaimed only after 10 days.
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D. The deleted storage will be reclaimed automatically in 10 hours.
Correct Answer: A
Reference:

https://docs.microsoft.com/en-us/azure-stack/operator/azure-stack-manage-storage- accounts?view=azs-2008
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