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QUESTION 1

You have an Azure subscription that contains a web app named App1. 

Users must be able to select between a Google identity or a Microsoft identity when authenticating to App1. 

You need to add Google as an identity provider in Azure AD. 

Which two pieces of information should you configure? Each correct answer presents part of the solution. 

Each correct selection is worth one point 

A. a tenant name 

B. a tenant ID 

C. the endpoint URL Of an application 

D. a client ID 

E. a client secret 

Correct Answer: DE 

https://learn.microsoft.com/en-us/azure/app-service/configure-authentication-provider-google 

 

QUESTION 2

From Azure Security Center, you enable Azure Container Registry vulnerability scanning of the images in Registry1.
You perform the following actions: 

1. 

Push a Windows image named Image1 to Registry1. 

2. 

Push a Linux image named Image2 to Registry1. 

3. 

Push a Windows image named Image3 to Registry1. 

4. 

Modify Image1 and push the new image as Image4 to Registry1. 

5. 

Modify Image2 and push the new image as Image5 to Registry1. 

Which two images will be scanned for vulnerabilities? Each correct answer presents a complete solution. 
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NOTE: Each correct selection is worth one point. 

A. Image4 

B. Image2 

C. Image1 

D. Image3 

E. Image5 

Correct Answer: BE 

Only Linux images are scanned. Windows images are not scanned. 

Reference: https://docs.microsoft.com/en-us/azure/security-center/azure-container-registry-integration 

 

QUESTION 3

You need to meet the technical requirements for VNetwork1. What should you do first? 

A. Create a new subnet on VNetwork1. 

B. Remove the NSGs from Subnet11 and Subnet13. 

C. Associate an NSG to Subnet12. 

D. Configure DDoS protection for VNetwork1. 

Correct Answer: A 

From scenario: Deploy Azure Firewall to VNetwork1 in Sub2. 

Azure firewall needs a dedicated subnet named AzureFirewallSubnet. 

References: 

https://docs.microsoft.com/en-us/azure/firewall/tutorial-firewall-deploy-portal 

 

QUESTION 4

Your company has two offices in Seattle and New York. Each office connects to the Internet by using a NAT device. The
offices use the IP addresses shown in the following table. 

The company has an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains the users
shown in the following table. 
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The MFA service settings are configured as shown in the exhibit. (Click the Exhibit tab.) 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct
selection is worth one point. 

Hot Area: 

Correct Answer:  
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Box 2: No 

Use of Microsoft Authenticator is not required. 

Note: Microsoft Authenticator is a multifactor app for mobile devices that generates time-based codes used during the
Two-Step Verification process. 

Box 3: No 

The New York IP address subnet is included in the "skip multi-factor authentication for request. 

References: 

https://www.cayosoft.com/difference-enabling-enforcing-mfa/ 

 

QUESTION 5

DRAG DROP 

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains a user
named User1. 

You have an Azure subscription that is linked to an Azure Active Directory (Azure AD) tenant named contoso.com. The
tenant contains an Azure Storage account named storage1. Storage1 contains an Azure file share named share1. 

Currently, the domain and the tenant are not integrated. 

You need to ensure that User1 can access share1 by using his domain credentials. 

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions
to the answer area and arrange them in the correct order. 

Select and Place: 
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Correct Answer: 

Reference: https://docs.microsoft.com/en-us/azure/storage/files/storage-files-identity-auth-active-directory-enable 

 

QUESTION 6

Your company\\'s Azure subscription includes a hundred virtual machines that have Azure Diagnostics enabled. 

You have been tasked with analyzing the security events of a Windows Server 2016 virtual machine. You have already
accessed Azure Monitor. 

Which of the following options should you use? 

A. Application Log 
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B. Metrics 

C. Activity Log 

D. Logs 

Correct Answer: D 

Log Integration collects Azure diagnostics from your Windows virtual machines, Azure activity logs, Azure Security
Center alerts, and Azure resource provider logs. This integration provides a unified dashboard for all your assets,
whether they\\'re on-premises or in the cloud, so that you can aggregate, correlate, analyze, and alert for security
events. 

Reference: https://docs.microsoft.com/en-us/azure/security/azure-log-audit 

 

QUESTION 7

HOTSPOT 

You have an Azure key vault named KeyVault1 that contains the items shown in the following table. 

In KeyVault, the following events occur in sequence: 

1. 

Item1 is deleted 

2. 

Administrator enables soft delete 

3. 

Item2 and Policy1 are deleted. 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

AZ-500 PDF Dumps | AZ-500 VCE Dumps | AZ-500 Study Guide                              7 / 22

https://www.passapply.com/az-500.html
https://www.passapply.com/az-500.html
https://www.passapply.com/az-500.html


https://www.passapply.com/az-500.html
2023 Latest passapply AZ-500 PDF and VCE dumps Download

Correct Answer: 

NO. Policies cannot be recovered YES, Item1 is permanently deleted NO, You cannot use the same name cause Item2
is in Seoft-deleted status https://docs.microsoft.com/en-us/azure/key-vault/general/soft-delete-overview 

 

QUESTION 8

HOTSPOT 

You have an Azure subscription that contains a storage account named contoso2023. 

You need to perform the following tasks: 

Verify that identity-based authentication over SMB is enabled. 

Only grant users access to contoso2023 in the year 2023. 

Which two settings should you use? To answer, select the appropriate settings in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 
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QUESTION 9

You have an Azure subscription that contains an Azure key vault and an Azure Storage account. The key vault contains
customer-managed keys. The storage account is configured to use the customer- managed keys stored In the key vault.
You plan to store data in Azure by using the following services: 

1. 

Azure Files 

2. 

Azure Blob storage 

3. 

Azure Log Analytics 

4. 

Azure Table storage 

5. 

Azure Queue storage 

Which two services data encryption by using the keys stored in the key vault? Each correct answer present a complete
solution. NOTE: Each correct selection is worth one point. 

A. Queue storage 

B. Table storage 

C. Azure Files 

D. Blob storage 

Correct Answer: AB 

When using customer managed keys on a storage account, the CMK are automatically enabled for BLOB and FILE.
You can then optionaly configure Queues and Tables. 

"Data stored in Queue and Table storage isn\\'t automatically protected by a customer-managed key when customer-
managed keys are enabled for the storage account. You can optionally configure these services to be included in this 

protection at the time that you create the storage account." 

https://learn.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview#customer-managed-keys-
for-queues-and-tables 

 

QUESTION 10
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HOTSPOT 

You have an Azure Active directory tenant that syncs with an Active Directory Domain Services (AD DS) domain. 

You plan to create an Azure file share that will contain folders and files. 

Which identity store can you use to assign permissions to the Azure file share and folders within the share? To answer,
select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 

Box1 and Box2: AD DS Only 

Azure Files supports identity-based authentication for Windows file shares over Server Message Block (SMB) using the
Kerberos authentication protocol through the following three methods: 
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1. 

On-premises Active Directory Domain Services (AD DS) 

2. 

Azure Active Directory Domain Services (Azure AD DS) 

3. 

Azure Active Directory (Azure AD) Kerberos for hybrid user identities 

Note Azure Files supports authentication for Azure AD DS with full or partial (scoped) synchronization with Azure AD.
For environments with scoped synchronization present, administrators should be aware that Azure Files only honors
Azure RBAC role assignments granted to principals that are synchronized. Role assignments granted to identities not
synchronized from Azure AD to Azure AD DS will be ignored by the Azure Files service. 

 

QUESTION 11

HOTSPOT 

What is the membership of Group1 and Group2? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

Box 1: User1, User2, User3, User4 

Contains "ON" is true for Montreal (User1), MONTREAL (User2), London (User 3), and Ontario (User4) as string and
regex operations are not case sensitive. 

Box 2: Only User3 

Match "*on" is only true for London (User3). 

Scenario: 

Contoso.com contains the users shown in the following table. 
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Contoso.com contains the security groups shown in the following table. 

References: https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership 

 

QUESTION 12

SIMULATION 

You need to ensure that the rg1lod10598168n1 Azure Storage account is encrypted by using a key stored in the
KeyVault10598168 Azure key vault. 

To complete this task, sign in to the Azure portal. 

A. See the explanation below. 

Correct Answer: A 

Step 1: To enable customer-managed keys in the Azure portal, follow these steps: 

1.

 Navigate to your storage account rg1lod10598168n1 

2.

 On the Settings blade for the storage account, click Encryption. Select the Use your own key option, as shown in the
following figure. 
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Step 2: Specify a key from a key vault 

To specify a key from a key vault, first make sure that you have a key vault that contains a key. To specify a key from a
key vault, follow these steps: 

4.

 Choose the Select from Key Vault option. 

5.

 Choose the key vault KeyVault10598168 containing the key you want to use. 

6.

 Choose the key from the key vault. 

Reference: https://docs.microsoft.com/en-us/azure/storage/common/storage-encryption-keys-portal 
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QUESTION 13

You have an Azure subscription that contains a 

You need to grant user1 access to blob1. The solution must ensure that the access expires after six days. 

What should you use? 

A. a shared access policy 

B. a shared access signature (SAS) 

C. role-based access control (RBAC) 

D. a managed identity 

Correct Answer: C 

Depending on how you want to authorize access to blob data in the Azure portal, you\\'ll need specific permissions. In
most cases, these permissions are provided via Azure role- based access control (Azure RBAC). For more information
about Azure RBAC, see What is Azure role-based access control (Azure RBAC)?. 

https://learn.microsoft.com/en-us/azure/storage/blobs/authorize-data-operations-portal 

 

QUESTION 14

References: https://docs.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-roles 

You have an Azure subscription. The subscription contains Azure virtual machines that run Windows Server 2016. 

You need to implement a policy to ensure that each virtual machine has a custom antimalware virtual machine
extension installed. 

How should you complete the policy? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 
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Box 1: DeployIfNotExists 

DeployIfNotExists executes a template deployment when the condition is met. 

Box 2: Template 

The details property of the DeployIfNotExists effects has all the subproperties that define the related resources to match
and the template deployment to execute. 

Deployment [required] 

This property should include the full template deployment as it would be passed to the Microsoft.Resources/deployment 

References: 

https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects 

 

QUESTION 15

You plan to deploy Azure container instances. 

AZ-500 PDF Dumps | AZ-500 VCE Dumps | AZ-500 Study Guide                             20 / 22

https://www.passapply.com/az-500.html
https://www.passapply.com/az-500.html
https://www.passapply.com/az-500.html


https://www.passapply.com/az-500.html
2023 Latest passapply AZ-500 PDF and VCE dumps Download

You have a containerized application that validates credit cards. The application is comprised of two containers: an
application container and a validation container. 

The application container is monitored by the validation container. The validation container performs security checks by
making requests to the application container and waiting for responses after every transaction. 

You need to ensure that the application container and the validation container are scheduled to be deployed together.
The containers must communicate to each other only on ports that are not externally exposed. 

What should you include in the deployment? 

A. application security groups 

B. network security groups (NSGs) 

C. management groups 

D. container groups 

Correct Answer: D 

Azure Container Instances supports the deployment of multiple containers onto a single host using a container group. A
container group is useful when building an application sidecar for logging, monitoring, or any other configuration where a
service needs a second attached process. 

Reference: https://docs.microsoft.com/en-us/azure/container-instances/container-instances-container-groups 
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