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QUESTION 1

You have an app named App1 that runs on two Azure virtual machines named VM1 and VM2. 

You plan to implement an Azure Availability Set for App1. The solution must ensure that App1 is available during
planned maintenance of the hardware hosting VM1 and VM2. 

What should you include in the Availability Set? 

A. one update domain 

B. two fault domains 

C. one fault domain 

D. two update domains 

Correct Answer: D 

Microsoft updates, which Microsoft refers to as planned maintenance events, sometimes require that VMs be rebooted
to complete the update. To reduce the impact on VMs, the Azure fabric is divided into update domains to ensure that
not 

all VMs are rebooted at the same time. 

Incorrect Answers: 

A: An update domain is a group of VMs and underlying physical hardware that can be rebooted at the same time. 

B, C: A fault domain shares common storage as well as a common power source and network switch. It is used to
protect against unplanned system failure. 

References: https://petri.com/understanding-azure-availability-sets https://docs.microsoft.com/en-us/azure/virtual-
machines/windows/tutorial-availability-sets 

 

QUESTION 2

HOTSPOT 

You have an Azure subscription that contains an Azure Active Directory (Azure AD) tenant named contoso.com. The
tenant is synced to the on-premises Active Directory domain. The domain contains the users shows in the following
table. 
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You enable self-service password reset (SSPR) for all users and configure SSPR to have the following authentication
methods: 

1. 

Number of methods required to reset: 2 

2. 

Methods available to users: Mobile phone, Security questions 

3. 

Number of questions required to register: 3 

4. 

Number of questions required to reset: 3 

You select the following security questions: 

1. 

What is your favorite food? 

2. 

In what city was your first job? 

3. 

What was the name of your first pet? 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Box 1: No 

Administrator accounts are special accounts with elevated permissions. To secure them, the following restrictions apply
to changing passwords of administrators: 

On-premises enterprise administrators or domain administrators cannot reset their password through Self-service
password reset (SSPR). They can only change their password in their on-premises environment. Thus, we recommend
not 

syncing on-prem AD admin accounts to Azure AD. An administrator cannot use secret Questions and Answers as a
method to reset password. 

Box 2: Yes 

Self-service password reset (SSPR) is an Azure Active Directory feature that enables employees to reset their
passwords without needing to contact IT staff. 

Box 3: Yes 

Reference: 

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-deployment 

 

QUESTION 3

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have an Azure subscription that contains the following resources: 

1. 

A virtual network that has a subnet named Subnet1 

2. 
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Two network security groups (NSGs) named NSG-VM1 and NSG-Subnet1 

3. 

A virtual machine named VM1 that has the required Windows Server configurations to allow Remote Desktop
connections 

NSG-Subnet1 has the default inbound security rules only. 

NSG-VM1 has the default inbound security rules and the following custom inbound security rule: 

1. 

Priority: 100 

2. 

Source: Any 

3. 

Source port range: * 

4. 

Destination: * 

5. 

Destination port range: 3389 

6. 

Protocol: UDP 

7. 

Action: Allow 

VM1 has a public IP address and is connected to Subnet1. NSG-VM1 is associated to the network interface of VM1.
NSG-Subnet1 is associated to Subnet1. 

You need to be able to establish Remote Desktop connections from the internet to VM1. 

Solution: You add an inbound security rule to NSG-Subnet1 and NSG-VM1 that allows connections from the internet
source to the VirtualNetwork destination for port range 3389 and uses the TCP protocol. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

The default port for RDP is TCP port 3389. A rule to permit RDP traffic must be created automatically when you create
your VM. 
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Note on NSG-Subnet1: Azure routes network traffic between all subnets in a virtual network, by default. 

References: 

https://docs.microsoft.com/en-us/azure/virtual-machines/troubleshooting/troubleshoot-rdp- connection 

 

QUESTION 4

HOTSPOT 

You have peering configured as shown in the following exhibit. 

Use the drop-down menus to select the answer choice that completes each statement based on the information
presented in the graphic. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Box 1: vNET6 only 

Peering status to both VNet1 and Vnet2 are disconnected. 

Box 2: delete peering1 

Peering to Vnet1 is Enabled but disconnected. We need to update or re-create the remote peering to get it back to
Initiated state. 

Reference: 

https://blog.kloud.com.au/2018/10/19/address-space-maintenance-with-vnet-peering/ 

 

QUESTION 5

You have an Azure Subscription that contains the virtual networks Shown in the following table. 

All the virtual networks are peered. Each virtual network contains nine virtual machines. 
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You need to configure secure RDP corrections to the virtual machines by using Azure Boston. 

Whit is the minimum number of Bastion nests required? 

A. 1 

B. 3 

C. 9 

D. 10 

Correct Answer: A 

 

 

QUESTION 6

You have an Azure Active Directory (Azure AD) tenant named adatum.com that contains the users shown in the
following table. 

Adatum.com has the following configurations: 

Users may join devices to Azure AD is set to User1. 

Additional local administrators on Azure AD joined devices is set to None. 

You deploy Windows 10 to a computer named Computer. User1 joins Computer1 to adatum.com. 

You need to identify which users are added to the local Administrators group on Computer1. 

A. User1 only 

B. User1, User2, and User3 only 

C. User1 and User2 only 

D. User1, User2, User3, and User4 

E. User2 only 

Correct Answer: C 

Users may join devices to Azure AD - This setting enables you to select the users who can register their devices as
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Azure AD joined devices. The default is All. 

Additional local administrators on Azure AD joined devices - You can select the users that are granted local
administrator rights on a device. Users added here are added to the Device Administrators role in Azure AD. Global
administrators, here User2, in Azure AD and device owners are granted local administrator rights by default. 

References: https://docs.microsoft.com/en-us/azure/active-directory/devices/device-management-azure-portal 

 

QUESTION 7

HOTSPOT 

You need to implement Role1. 

Which command should you run before you create Role1? To answer, select the appropriate options in the answer
area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 

https://docs.microsoft.com/en-us/powershell/module/az.resources/getazroledefinition?view=azps-5.9.0
https://docs.microsoft.com/en-us/azure/role-based-access-control/tutorial-custom-rolepowershell
https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.utility/converttojson?view=powershell-7.1
https://docs.microsoft.com/en-us/powershell/module/azuread/getazureaddirectoryrole?view=azureadps-2.0 

 

QUESTION 8

You have an Azure subscription named Subscription1. Subscription1 contains a virtual machine named VM1. You have
a computer named Computer1 that runs Windows 10. Computer1 is connected to the Internet. You add a network
interface named VM1173 to VM1 as shown in the exhibit. (Click the Exhibit tab.) 
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From Computer1, you attempt to connect to VM1 by using Remote Desktop, but the connection fails. 

A. Change the priority of the RDP rule. 

B. Delete the DenyAlllnBound rule. 

C. Start VM1. 

D. Attach a network interface. 

Correct Answer: C 

Note: Rules are processed in priority order, with lower numbers processed before higher numbers, because lower
numbers have higher priority. Once traffic matches a rule, processing stops. As a result, any rules that exist with lower 

priorities (higher numbers) that have the same attributes as rules with higher priorities are not processed. 
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References: 

https://docs.microsoft.com/en-us/azure/virtual-network/security-overview 

 

QUESTION 9

HOTSPOT 

You have an Azure subscription that contains the Azure virtual machines shown in the following table. 

You configure the network interfaces of the virtual machines to use the settings shown in the following table. 

From the settings of VNET1 you configure the DNS servers shown in the following exhibit. 

The virtual machines can successfully connect to the DNS server that has an IP address of 192.168.10.15 and the DNS
server that has an IP address of 193.77.134.10. 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

NOTE: Each correct selection is worth one point. 
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Hot Area: 

Correct Answer: 

Box 1: Yes 

You can specify DNS server IP addresses in the VNet settings. The setting is applied as the default DNS server(s) for
all VMs in the VNet. 

Box 2: No 

You can set DNS servers per VM or cloud service to override the default network settings. 

Box 3: Yes 

You can set DNS servers per VM or cloud service to override the default network settings. 

Reference: 

https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-faq#name-resolution-dns 

 

QUESTION 10

You create an Azure subscription that is associated to a basic Azure Active Directory (Azure AD) tenant. You need to
receive an email notification when any user activates an administrative role. 
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What should you do? 

A. Purchase Azure AD Premium 92 and configure Azure AD Privileged Identity Management, 

B. Purchase Enterprise Mobility + Security E3 and configure conditional access policies. 

C. Purchase Enterprise Mobility + Security E5 and create a custom alert rule in Azure Security Center. 

D. Purchase Azure AD Premium PI and enable Azure AD Identity Protection. 

Correct Answer: A 

When key events occur in Azure AD Privileged Identity Management (PIM), email notifications are sent. For example,
PIM sends emails for the following events: 

1.

 When a privileged role activation is pending approval 

2.

 When a privileged role activation request is completed 

3.

 When a privileged role is activated 

4.

 When a privileged role is assigned 

5.

 When Azure AD PIM is enabled 

References: 

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim- email-notifications 

 

QUESTION 11

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

Your company registers a domain name of contoso.com. 

You create an Azure DNS zone named contoso.com, and then you add an A record to the zone for a host named www
that has an IP address of 131.107.1.10. 

You discover that Internet hosts are unable to resolve www.contoso.com to the 131.107.1.10 IP address. 
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You need to resolve the name resolution issue. 

Solution: You modify the SOA record in the contoso.com zone. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Modify the NS record, not the SOA record. 

Note: The SOA record stores information about the name of the server that supplied the data for the zone; the
administrator of the zone; the current version of the data file; the number of seconds a secondary name server should
wait before 

checking for updates; the number of seconds a secondary name server should wait before retrying a failed zone
transfer; the maximum number of seconds that a secondary name server can use data before it must either be
refreshed or 

expire; and a default number of seconds for the time-to live file on resource records. 

References: 

https://searchnetworking.techtarget.com/definition/start-of-authority-record 

 

QUESTION 12

You have an Azure subscription named Subscription1 that contains a virtual network named VNet1. VNet1 is in a
resource group named RG1. Subscription1 has a user named User1. User1 has the following roles: 

1. 

Reader 

2. 

Security Admin 

3. 

Security Reader 

You need to ensure that User1 can assign the Reader role for VNet1 to other users. 

What should you do? 

A. Remove User1 from the Security Reader role for Subscription1. Assign User1 the Contributor role for RG1. 

B. Assign User1 the Owner role for VNet1. 

C. Remove User1 from the Security Reader and Reader roles for Subscription1. 
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D. Assign User1 the Network Contributor role for RG1. 

Correct Answer: B 

Has full access to all resources including the right to delegate access to others. 

Note: 

There are several versions of this question in the exam. The question can have other incorrect answer options, including
the following: 

1. 

Name Server (NS) 

2. 

Assign User1 the Contributor role for VNet1. 

3. 

Remove User1 from the Security Reader and Reader roles for Subscription1. Assign User1 the Contributor role for
Subscription1. 

Reference: https://docs.microsoft.com/en-us/azure/role-based-access-control/overview 

 

QUESTION 13

You create the following resources in an Azure subscription: 

1.

 An Azure Container Registry instance named Registry1. 

2.

 An Azure Kubernetes Service (AKS) cluster named Cluster1. 

You create a container image named App1 on your administrative workstation. 

You need to deploy App1 to Cluster1. 

What should you do first? 

A. Create a host pool on Cluster1. 

B. Run the az acr build command. 

C. Run the docker build command. 

D. Run the docker push command. 

Correct Answer: B 

Run the az acr build command : Correct Choice 
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az acr build command queues a quick build, providing streaming logs for an Azure Container Registry az acr build
--registry 

[--agent-pool] 

[--auth-mode {Default, None}] 

[--build-arg] 

[--file] 

[--image] 

[--no-format] 

[--no-logs] 

[--no-push] 

[--no-wait] 

[--platform] 

[--resource-group] 

[--secret-build-arg] 

[--subscription] 

[--target] 

[--timeout] 

[] 

Create a host pool on Cluster1 : Incorrect Choice 

Host pools are a collection of one or more identical virtual machines (VMs) within Windows Virtual Desktop
environments. It won\\'t deploy the app to the cluster. 

Run the docker push command : Incorrect Choice 

Use docker push to share your images to the Docker Hub registry or to a self-hosted one. It won\\'t deploy the app to the
cluster. 

Run the docker build command : Incorrect Choice 

This command will build an image from a Dockerfile. But in the question it has been said that image file is already built
and need to deploy. This command will not deploy the image. 

Reference: 

https://docs.microsoft.com/en-us/cli/azure/acr?view=azure-cli-latest#az-acr-build
https://docs.docker.com/engine/reference/commandline/push/ https://docs.microsoft.com/en-us/azure/virtual-
desktop/create-host-pools-azure-marketplace 

https://docs.docker.com/engine/reference/commandline/build/ 
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QUESTION 14

HOTSPOT 

You have Azure subscriptions named Subscription1 and Subscription2. Subscription1 has following resource groups: 

RG1 includes a web app named App1 in the West Europe location. Subscription2 contains the following resource
groups: 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct
selection is worth one point. 

Hot Area: 

Correct Answer: 
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App1 present in RG1 and in RG1 there is no lock available. So you can move App1 to other resource groups, RG2,
RG3, RG4. 

Note: 

App Service resources can only be moved from the resource group in which they were originally created. If an App
Service resource is no longer in its original resource group, move it back to its original resource group. 

Reference: 

https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/move- limitations/app-service-move-
limitations 

 

QUESTION 15

Your VMware vSphere on-premises infrastructure hosts 600 virtual machines (VMs). 

Your company is planning to move all of these VMs to Azure. You are asked to provide information about 

the resources that will be needed in Azure to host all of the VMs. 

All VMs hosted in your on-premise infrastructure are based on Windows Server 2012 R2 or newer and RedHat
Enterprise Linux 7.0 or newer. 

You conduct the initial migration assessment and get a message that some virtual machines are conditionally ready for
Azure. 

You need to find the cause of this message. 

What are two reasons why are you might get this message on some VMs? (Choose two) 

Each correct answer presents part of the solution. 

A. The vCenter user does not have enough permissions on affected VMs. 

B. The operating system is configured as Windows Server 2003 in vCenter Server. 
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C. The operating system is configured as Others in vCenter Server. 

D. The VMs are configured with the BIOS boot type. 

E. The VMs are configured with the UEFI boot type. 

Correct Answer: BE 

To prepare for VMware VM assessment, you need to: 

Verify VMware settings. Make sure that the vCenter Server and VMs you want to migrate meet requirements. 

Set up permissions for assessment. Azure Migrate uses a vCenter account to access the vCenter Server, to discover
and assess VMs. Verify appliance requirements. Verify deployment requirements for the Azure Migrate appliance,
before 

you deploy it in the next tutorial. 

Reference: 

https://docs.microsoft.com/en-us/azure/migrate/tutorial-prepare-vmware 
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