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QUESTION 1

A sysadmin has created the below mentioned policy on an S3 bucket named cloudacademy. The bucket has both
AWS.jpg and index.html objects. What does this policy define? 

A. It will make all the objects as well as the bucket public 

B. It will throw an error for the wrong action and does not allow to save the policy 

C. It will make the AWS.jpg object as public 

D. It will make the AWS.jpg as well as the cloudacademy bucket as public 

Correct Answer: B 

A sysadmin can grant permission to the S3 objects or the buckets to any user or make objects public using the bucket
policy and user policy. Both use the JSON-based access policy language. Generally, if user is defining the ACL on the
bucket, the objects in the bucket do not inherit it and vice a versa. The bucket policy can be defined at the bucket level
which allows the objects as well as the bucket to be public with a single policy applied to that bucket. In the below policy
the action says "S3:ListBucket" for effect Allow and when there is no bucket name mentioned as a part of the resource,
it will throw an error and not save the policy. 

 

QUESTION 2

A SysOps Administrator attempting to delete an Amazon S3 bucket ran the following command: aws s3 rb s3://my
bucket 

The command failed and bucket still exists. The administrator validated that no files existed in the bucket by running
aws s3 1s s3://mybucket and getting an empty response. 

Why is the Administrator unable to delete the bucket, and what must be done to accomplish this task? 

A. The bucket has MFA Delete enabled, and the Administrator must turn it off. 

B. The bucket has versioning enabled, and the Administrator must permanently delete the objects’ delete markers. 

C. The bucket is storing files in Amazon Glacier, and the Administrator must wait 3-5 hours for the files to delete. 

D. The bucket has server-side encryption enabled, and the Administrator must run the aws s3 rb s3://my bucket --
ssecommand. 

Correct Answer: D 
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QUESTION 3

A user is planning to schedule a backup for an EBS volume. The user wants security of the snapshot data. How can the
user achieve data encryption with a snapshot? 

A. Use encrypted EBS volumes so that the snapshot will be encrypted by AWS 

B. While creating a snapshot select the snapshot with encryption 

C. By default, the snapshot is encrypted by AWS 

D. Enable server side encryption for the snapshot using S3 

Correct Answer: A 

Explanation: AWS EBS supports encryption of the volume. It also supports creating volumes from existing snapshots
provided the snapshots are created from encrypted volumes. The data at rest, the I/O as well as all the snapshots of the
encrypted EBS will also be encrypted. EBS encryption is based on the AES-256 cryptographic algorithm, which is the
industry standard. 

 

QUESTION 4

You need to determine what encryption operations were taken with which key in AWS KMS to ei-ther encrypt or decrypt
data in the AWS CodeCommit repository. Which of the following actions will best help you accomplish this? 

A. Searching for the AWS CodeCommit repository ID in AWS CloudTrail logs 

B. Searching for the encryption key ID in AWS CloudTrail logs 

C. Searching for the AWS CodeCommit repository ID in AWS CloudWatch D. Searching for the encryption key ID in
AWS CloudWatch 

Correct Answer: A 

Explanation: The encryption context is additional authenticated information AWS KMS uses to check for data integrity.
When specified for the encryption operation, it must also be specified in the decryption operation or decryption will fail.
AWS CodeCommit uses the AWS CodeCommit repository ID for the encryption context. You can find the repository ID
by using the get-repository command or by viewing repository details in the AWS CodeCommit console. Search for the
AWS CodeCommit repository ID in AWS CloudTrail logs to understand which encryption operations were taken on
which key in AWS KMS to encrypt or decrypt data in the AWS CodeCommit repository. Reference:
http://docs.aws.amazon.com/codecommit/latest/userguide/encryption.html 

 

QUESTION 5

A SysOps Administrator has been able to consolidate multiple, secure websites onto a single server, and each site is
running on a different port. The Administrator now wants to start a duplicate server in a second Availability Zone and put
both behind a load balancer for high availability. 

What would be the command line necessary to deploy one of the sites’ certificates to the load balancer? 
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A. B. C. D. 

Correct Answer: B 

Reference: https://docs.aws.amazon.com/ko_kr/cli/latest/reference/elb/set-load-balancer-listener-sslcertificate.html 

 

QUESTION 6

A SysOps Administrator is attempting to download patches from the internet into an instance in a private subnet. An
internet gateway exists for the VPC, and a NAT gateway has been deployed on the public subnet; however, the
instance has no internet connectivity. The resources deployed into the private subnet must be inaccessible directly from
the public internet. 

What should be added to the private subnet\\'s route table in order to address this issue, given the information
provided. 

A. 0.0.0.0/0 IGW 

B. 0.0.0.0/0 NAT 
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C. 10.0.1.0/24 IGW 

D. 10.0.1.0/24 NAT 

Correct Answer: B 

 

 

QUESTION 7

A user has provisioned 2000 IOPS to the EBS volume. The application hosted on that EBS is experiencing less IOPS
than provisioned. Which of the below mentioned options does not affect the IOPS of the volume? 

A. The application does not have enough IO for the volume 

B. The instance is EBS optimized 

C. The EC2 instance has 10 Gigabit Network connectivity 

D. The volume size is too large 

Correct Answer: D 

Explanation: 

When the application does not experience the expected IOPS or throughput of the PIOPS EBS volume 

that was provisioned, the possible root cause could be that the EC2 bandwidth is the limiting factor and the 

instance might not be either EBS-optimized or might not have 10 Gigabit network connectivity. Another 

possible cause for not experiencing the expected IOPS could also be that the user is not driving enough I/ 

O to the EBS volumes. The size of the volume may not affect IOPS. 

 

QUESTION 8

A user has created a public subnet with VPC and launched an EC2 instance within it. The user is trying to delete the
subnet. What will happen in this scenario? 

A. It will delete the subnet and make the EC2 instance as a part of the default subnet 

B. It will not allow the user to delete the subnet until the instances are terminated 

C. It will delete the subnet as well as terminate the instances 

D. The subnet can never be deleted independently, but the user has to delete the VPC first 

Correct Answer: B 

Explanation: A Virtual Private Cloud (VPC. is a virtual network dedicated to the user\\'s AWS account. A user can create
a subnet with VPC and launch instances inside that subnet. When an instance is launched it will have a network
interface attached with it. The user cannot delete the subnet until he terminates the instance and deletes the network
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interface. 

 

QUESTION 9

The Database Administration team is interested in performing manual backups of an Amazon RDS Oracle DB instance. 

What steps should be taken to perform the backups? 

A. Attach an Amazon EBS volume with Oracle RMAN installed to the RDS instance. 

B. Take a snapshot of the EBS volume that is attached to the DB instance. 

C. Install Oracle Secure Backup on the RDS instance and back up the Oracle database to Amazon S3. 

D. Take a snapshot of the DB instance. 

Correct Answer: D 

Reference: https://aws.amazon.com/rds/faqs/ 

 

QUESTION 10

A web application runs on Amazon EC2 instances and accesses external services. The external services require
authentication credentials. The application is deployed using AWS CloudFormation to three separate environments:
development, test, and production. Each environment requires unique credentials for external services. 

What option securely provides the application with the needed credentials while requiring MINIMAL administrative
overhead? 

A. Pass the credentials for the target environment to the CloudFormation template as parameters. Use the user data
script to insert the parameterized credentials into the EC2 instances. 

B. Store the credentials as secure strings in AWS Systems Manager Parameter Store. Pass an environment tag as a
parameter to the CloudFormation template. Use the user data script to insert the environment tag in the EC2 instances.
Access the credentials from the application. 

C. Create a separate CloudFormation template for each environment. In the Resources section, include a user data
script for each EC2 instance. Use the user data script to insert the proper credentials for the environment into the EC2
instances. 

D. Create separate Amazon Machine Images (AMIs) with the required credentials for each environment. Pass the
environment tag as a parameter to the CloudFormation template. In the Mappings section of the CloudFormation
template, map the environment tag to the proper AMI, then use that AMI when launching the EC2 instances. 

Correct Answer: A 

 

 

QUESTION 11

A company is hosting backend web services across Amazon EC2 Linux instances in public subnets in a VPC. A SysOps

SOA-C01 PDF Dumps | SOA-C01 Practice Test | SOA-C01 Braindumps                              6 / 10

https://www.passapply.com/AWS-SysOps.html
https://www.passapply.com/AWS-SysOps.html
https://www.passapply.com/AWS-SysOps.html


https://www.passapply.com/AWS-SysOps.html
2023 Latest passapply SOA-C01 PDF and VCE dumps Download

administrator tries to connect to the instance by using SSH but is unable to connect. 

What could be the cause of the failed connection? 

A. The security group does not allow inbound traffic on port 22. 

B. The network ACL does not allow outbound traffic on port 80. 

C. The security group does not allow outbound traffic on port 3389. 

D. The network ACL does not allow inbound traffic on port 443. 

Correct Answer: D 

 

 

QUESTION 12

A user is trying to understand AWS SNS. To which of the below mentioned end points is SNS unable to 

send a notification? 

A. Email JSON 

B. HTTP 

C. AWS SQS 

D. AWS SES 

Correct Answer: D 

Explanation: Amazon Simple Notification Service (Amazon SNS. is a fast, flexible, and fully managed push messaging
service. Amazon SNS can deliver notifications by SMS text message or email to the Amazon Simple Queue Service
(SQS. queues or to any HTTP endpoint. The user can select one the following transports as part of the subscription
requests: “HTTP”, “HTTPS”, ”Email”, “Email-JSON”, “SQS”, “and SMS”. 

 

QUESTION 13

A company\\'s audit shows that users have been changing cost-related tags on Amazon EC2 instances after
deployment. The company has an organization in AWS Organizations with many AWS accounts. 

The company needs a solution to detect the EC2 instances automatically. The solution must require the least possible
operational overhead. Which solution meets these requirements? 

A. Use service control policies (SCPs) to track EC2 instances that do not have the required tags. 

B. Use Amazon Inspector to run a report to identify EC2 instances that do not have the required tags. 

C. Use an AWS Config rule to track EC2 instances that do not have the required tags. 

D. Use AWS Well-Architected Tool (AWS WA Tool) to run a report to identify EC2 instances that do not have the
required tags. 
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Correct Answer: A 

 

 

QUESTION 14

You have a server with a 5O0GB Amazon EBS data volume. The volume is 80% full. You need to back up the volume
at regular intervals and be able to re-create the volume in a new Availability Zone in the shortest time possible. All
applications using the volume can be paused for a period of a few minutes with no discernible user impact. Which of the
following backup methods will best fulfill your requirements? 

A. Take periodic snapshots of the EBS volume 

B. Use a third party Incremental backup application to back up to Amazon Glacier 

C. Periodically back up all data to a single compressed archive and archive to Amazon S3 using a parallelized multi-part
upload 

D. Create another EBS volume in the second Availability Zone attach it to the Amazon EC2 instance, and use a disk
manager to mirror me two disks 

Correct Answer: A 

Explanation: 

EBS volumes can only be attached to EC2 instances within the same Availability Zone. 

Reference: 

http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-restoring-volume.html 

 

QUESTION 15

Which of the following statements about this S3 bucket policy is true? 
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A. Denies the server with the IP address 192.166 100.0 full access to the "mybucket" bucket 

B. Denies the server with the IP address 192.166 100.188 full access to the "mybucket bucket 

C. Grants all the servers within the 192 168 100 0/24 subnet full access to the "mybucket" bucket 

D. Grants all the servers within the 192 168 100 188/32 subnet full access to the "mybucket" bucket 

Correct Answer: C 
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