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QUESTION 1

A company\\'s ecommerce website uses Amazon DynamoDB for purchase orders. Each order is made up of a
Customer ID and an Order ID. The DynamoDB table uses the Customer ID as the partition key and the Order ID as the
sort key. 

To meet a new requirement, the company also wants the ability to query the table by using a third attribute named
Invoice ID. Queries using the Invoice ID must be strongly consistent. A database specialist must provide this capability
with optimal performance and minimal overhead. 

What should the database administrator do to meet these requirements? 

A. Add a global secondary index on Invoice ID to the existing table. 

B. Add a local secondary index on Invoice ID to the existing table. 

C. Recreate the table by using the latest snapshot while adding a local secondary index on Invoice ID. 

D. Use the partition key and a FilterExpression parameter with a filter on Invoice ID for all queries. 

Correct Answer: C 

as Local secondary index can only be created while creating the Dynamodb table. and query needs to use third attribute
on top of primary and sort key, so Local Secondary index has primary and sort key as well as the third attribute. Global
secondary index can be created without primary and sort key 

 

QUESTION 2

A company is concerned about the cost of a large-scale, transactional application using Amazon DynamoDB that only
needs to store data for 2 days before it is deleted. In looking at the tables, a Database Specialist notices that much of
the data is months old, and goes back to when the application was first deployed. 

What can the Database Specialist do to reduce the overall cost? 

A. Create a new attribute in each table to track the expiration time and create an AWS Glue transformation to delete
entries more than 2 days old. 

B. Create a new attribute in each table to track the expiration time and enable DynamoDB Streams on each table. 

C. Create a new attribute in each table to track the expiration time and enable time to live (TTL) on each table. 

D. Create an Amazon CloudWatch Events event to export the data to Amazon S3 daily using AWS Data Pipeline and
then truncate the Amazon DynamoDB table. 

Correct Answer: C 

https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/TTL.html 

 

QUESTION 3

A company wants to automate the creation of secure test databases with random credentials to be stored safely for later
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use. The credentials should have sufficient information about each test database to initiate a connection and perform
automated credential rotations. The credentials should not be logged or stored anywhere in an unencrypted form. 

Which steps should a Database Specialist take to meet these requirements using an AWS CloudFormation template? 

A. Create the database with the MasterUserName and MasterUserPassword properties set to the default values. Then,
create the secret with the user name and password set to the same default values. Add a Secret Target Attachment
resource with the SecretId and TargetId properties set to the Amazon Resource Names (ARNs) of the secret and the
database. Finally, update the secret\\'s password value with a randomly generated string set by the
GenerateSecretString property. 

B. Add a Mapping property from the database Amazon Resource Name (ARN) to the secret ARN. Then, create the
secret with a chosen user name and a randomly generated password set by the GenerateSecretString property. Add the
database with the MasterUserName and MasterUserPassword properties set to the user name of the secret. 

C. Add a resource of type AWS::SecretsManager::Secret and specify the GenerateSecretString property. Then, define
the database user name in the SecureStringTemplate template. Create a resource for the database and reference the
secret string for the MasterUserName and MasterUserPassword properties. Then, add a resource of type
AWS::SecretsManagerSecretTargetAttachment with the SecretId and TargetId properties set to the Amazon Resource
Names (ARNs) of the secret and the database. 

D. Create the secret with a chosen user name and a randomly generated password set by the GenerateSecretString
property. Add an SecretTargetAttachment resource with the SecretId property set to the Amazon Resource Name
(ARN) of the secret and the TargetId property set to a parameter value matching the desired database ARN. Then,
create a database with the MasterUserName and MasterUserPassword properties set to the previously created values
in the secret. 

Correct Answer: C 

Reference: https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-secretsmanager-
secrettargetattachment.html 

 

QUESTION 4

A company is using 5 TB Amazon RDS DB instances and needs to maintain 5 years of monthly database backups for
compliance purposes. A Database Administrator must provide Auditors with data within 24 hours. Which solution will
meet these requirements and is the MOST operationally efficient? 

A. Create an AWS Lambda function to run on the first day of every month to take a manual RDS snapshot. Move the
snapshot to the company\\'s Amazon S3 bucket. 

B. Create an AWS Lambda function to run on the first day of every month to take a manual RDS snapshot. 

C. Create an RDS snapshot schedule from the AWS Management Console to take a snapshot every 30 days. 

D. Create an AWS Lambda function to run on the first day of every month to create an automated RDS snapshot. 

Correct Answer: A 

Unlike automated backups, manual snapshots aren\\'t subject to the backup retention period. Snapshots don\\'t expire.
For very long-term backups of MariaDB, MySQL, and PostgreSQL data, we recommend exporting snapshot data to
Amazon S3. If the major version of your DB engine is no longer supported, you can\\'t restore to that version from a
snapshot. https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_CreateSnapshot.html 
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QUESTION 5

A Database Specialist is creating a new Amazon Neptune DB cluster, and is attempting to load fata from Amazon S3
into the Neptune DB cluster using the Neptune bulk loader API. The Database Specialist receives the following error: 

"Unable to connect to s3 endpoint. Provided source = s3://mybucket/graphdata/ and region = us-east-1. Please verify
your S3 configuration." 

Which combination of actions should the Database Specialist take to troubleshoot the problem? (Choose two.) 

A. Check that Amazon S3 has an IAM role granting read access to Neptune 

B. Check that an Amazon S3 VPC endpoint exists 

C. Check that a Neptune VPC endpoint exists 

D. Check that Amazon EC2 has an IAM role granting read access to Amazon S3 

E. Check that Neptune has an IAM role granting read access to Amazon S3 

Correct Answer: BD 

Reference: https://aws.amazon.com/premiumsupport/knowledge-center/s3-could-not-connect-endpoint-url/ 

 

QUESTION 6

A company is running a blogging platform. A security audit determines that the Amazon RDS DB instance that is used
by the platform is not configured to encrypt the data at rest. The company must encrypt the DB instance within 30 days.
What should a database specialist do to meet this requirement with the LEAST amount of downtime? 

A. Create a read replica of the DB instance, and enable encryption. When the read replica is available, promote the read
replica and update the endpoint that is used by the application. Delete the unencrypted DB instance. 

B. Take a snapshot of the DB instance. Make an encrypted copy of the snapshot. Restore the encrypted snapshot.
When the new DB instance is available, update the endpoint that is used by the application. Delete the unencrypted DB
instance. 

C. Create a new encrypted DB instance. Perform an initial data load, and set up logical replication between the two DB
instances When the new DB instance is in sync with the source DB instance, update the endpoint that is used by the
application. Delete the unencrypted DB instance. 

D. Convert the DB instance to an Amazon Aurora DB cluster, and enable encryption. When the DB cluster is available,
update the endpoint that is used by the application to the cluster endpoint. Delete the unencrypted DB instance. 

Correct Answer: C 

https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/encrypt-an-existing-amazon-rds-for-postgresql-db-
instance.html 

When the new, encrypted copy of the DB instance becomes available, you can point your applications to the new
database. However, if your project doesn\\'t allow for significant downtime for this activity, you need an alternate
approach that helps minimize the downtime. This pattern uses the AWS Database Migration Service (AWS DMS) to
migrate and continuously replicate the data so that the cutover to the new, encrypted database can be done with
minimal downtime. 
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QUESTION 7

A company has a web-based survey application that uses Amazon DynamoDB. During peak usage, when survey
responses are being collected, a Database Specialist sees the ProvisionedThroughputExceededException error. 

What can the Database Specialist do to resolve this error? (Choose two.) 

A. Change the table to use Amazon DynamoDB Streams 

B. Purchase DynamoDB reserved capacity in the affected Region 

C. Increase the write capacity units for the specific table 

D. Change the table capacity mode to on-demand 

E. Change the table type to throughput optimized 

Correct Answer: CD 

https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/switching.capacity mode.html 

 

QUESTION 8

A financial services organization employs an Amazon Aurora PostgreSQL DB cluster to host an application on AWS. No
log files detailing database administrator activity were discovered during a recent examination. A database professional
must suggest a solution that enables access to the database and maintains activity logs. The solution should be simple
to implement and have a negligible effect on performance. 

Which database specialist solution should be recommended? 

A. Enable Aurora Database Activity Streams on the database in synchronous mode.Connect the Amazon Kinesis data
stream to Kinesis Data Firehose. Set the Kinesis Data Firehose destination to an Amazon S3 bucket. 

B. Create an AWS CloudTrail trail in the Region where the database runs. Associate the database activity logs with the
trail. 

C. Enable Aurora Database Activity Streams on the database in asynchronous mode.Connect the Amazon Kinesis data
stream to Kinesis Data Firehose. Set the Firehose destination to an Amazon S3 bucket. 

D. Allow connections to the DB cluster through a bastion host only. Restrict database access to the bastion host and
application servers. Push the bastion host logs to Amazon CloudWatch Logs using the CloudWatch Logs agent. 

Correct Answer: C 

https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/DBActivityStreams.Ov erview.html 

 

QUESTION 9

A database specialist needs to configure an Amazon RDS for MySQL DB instance to close non-interactive connections
that are inactive after 900 seconds. 
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What should the database specialist do to accomplish this task? 

A. Create a custom DB parameter group and set the wait_timeout parameter value to 900. Associate the DB instance
with the custom parameter group. 

B. Connect to the MySQL database and run the SET SESSION wait_timeout=900 command. 

C. Edit the my.cnf file and set the wait_timeout parameter value to 900. Restart the DB instance. 

D. Modify the default DB parameter group and set the wait_timeout parameter value to 900. 

Correct Answer: A 

https://aws.amazon.com/fr/blogs/database/best-practices-for-configuring-parameters-for-amazon-rds-for-mysql-
part-3-parameters-related-to-security-operational-manageability-and-connectivity-timeout/ "You can set parameters
globally using a parameter group. Alternatively, you can set them for a particular session using the SET command." http
s://aws.amazon.com/blogs/database/best-practices-for-configuring-parameters-for-amazon-rds-for-mysql-
part-1-parameters-related-toperformance/ 

 

QUESTION 10

A startup company in the travel industry wants to create an application that includes a personal travel assistant to
display information for nearby airports based on user location. The application will use Amazon DynamoDB and must be
able to access and display attributes such as airline names, arrival times, and flight numbers. However, the application
must not be able to access or display pilot names or passenger counts. 

Which solution will meet these requirements MOST cost-effectively? 

A. Use a proxy tier between the application and DynamoDB to regulate access to specific tables, items, and attributes. 

B. Use IAM policies with a combination of IAM conditions and actions to implement fine-grained access control. 

C. Use DynamoDB resource policies to regulate access to specific tables, items, and attributes. 

D. Configure an AWS Lambda function to extract only allowed attributes from tables based on user profiles. 

Correct Answer: B 

https://aws.amazon.com/blogs/aws/fine-grained-access-control-for-amazon-dynamodb/ 

 

QUESTION 11

A company recently migrated its line-of-business (LOB) application to AWS. The application uses an Amazon RDS for
SQL Server DB instance as its database engine. 

The company must set up cross-Region disaster recovery for the application. The company needs a solution with the
lowest possible RPO and RTO. 

Which solution will meet these requirements? 

A. Create a cross-Region read replica of the DB instance. Promote the read replica at the time of failover. 

B. Set up SQL replication from the DB instance to an Amazon EC2 instance in the disaster recovery Region. Promote
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the EC2 instance as the primary server. 

C. Use AWS Database Migration Service (AWS KMS) for ongoing replication of the DB instance in the disaster recovery
Region. 

D. Take manual snapshots of the DB instance in the primary Region. Copy the snapshots to the disaster recovery
Region. 

Correct Answer: C 

https://aws.amazon.com/blogs/database/cross-region-disaster-recovery-of-amazon-rds-for-sql-server/ 

 

QUESTION 12

A Database Specialist is performing a proof of concept with Amazon Aurora using a small instance to confirm a simple
database behavior. When loading a large dataset and creating the index, the Database Specialist encounters the
following error message from Aurora: ERROR: cloud not write block 7507718 of temporary file: No space left on device 

What is the cause of this error and what should the Database Specialist do to resolve this issue? 

A. The scaling of Aurora storage cannot catch up with the data loading. The Database Specialist needs to modify the
workload to load the data slowly. 

B. The scaling of Aurora storage cannot catch up with the data loading. The Database Specialist needs to enable
Aurora storage scaling. 

C. The local storage used to store temporary tables is full. The Database Specialist needs to scale up the instance. 

D. The local storage used to store temporary tables is full. The Database Specialist needs to enable local storage
scaling. 

Correct Answer: C 

Reference: https://serverfault.com/

 

QUESTION 13

A company wants to migrate its existing on-premises Oracle database to Amazon Aurora PostgreSQL. The migration
must be completed with minimal downtime using AWS DMS. A Database Specialist must validate that the data was
migrated accurately from the source to the target before the cutover. The migration must have minimal impact on the
performance of the source database. 

Which approach will MOST effectively meet these requirements? 

A. Use the AWS Schema Conversion Tool (AWS SCT) to convert source Oracle database schemas to the target Aurora
DB cluster. Verify the datatype of the columns. 

B. Use the table metrics of the AWS DMS task created for migrating the data to verify the statistics for the tables being
migrated and to verify that the data definition language (DDL) statements are completed. 

C. Enable the AWS Schema Conversion Tool (AWS SCT) premigration validation and review the premigration checklist
to make sure there are no issues with the conversion. 
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D. Enable AWS DMS data validation on the task so the AWS DMS task compares the source and target records, and
reports any mismatches. 

Correct Answer: D 

"To ensure that your data was migrated accurately from the source to the target, we highly recommend that you use
data validation." https://docs.aws.amazon.com/dms/latest/userguide/CHAP_BestPractices.html Reference:
https://docs.aws.amazon.com/dms/latest/userguide/CHAP_Validating.html 

 

QUESTION 14

A company wants to build a new invoicing service for its cloud-native application on AWS. The company has a small
development team and wants to focus on service feature development and minimize operations and maintenance as
much as possible. The company expects the service to handle billions of requests and millions of new records every
day. The service feature requirements, including data access patterns are well-defined. The service has an availability
target of 99.99% with a milliseconds latency requirement. The database for the service will be the system of record for
invoicing data. 

Which database solution meets these requirements at the LOWEST cost? 

A. Amazon Neptune 

B. Amazon Aurora PostgreSQL Serverless 

C. Amazon RDS for PostgreSQL 

D. Amazon DynamoDB 

Correct Answer: D 

Known patterns, minimum maintenance, miliseconds latency 

 

QUESTION 15

A database specialist is building a system that uses a static vendor dataset of postal codes and related territory
information that is less than 1 GB in size. The dataset is loaded into the application\\'s cache at start up. The company
needs to store this data in a way that provides the lowest cost with a low application startup time. 

Which approach will meet these requirements? 

A. Use an Amazon RDS DB instance. Shut down the instance once the data has been read. 

B. Use Amazon Aurora Serverless. Allow the service to spin resources up and down, as needed. 

C. Use Amazon DynamoDB in on-demand capacity mode. 

D. Use Amazon S3 and load the data from flat files. 

Correct Answer: D 

https://www.sumologic.com/insight/s3-cost-optimization/ For example, for 1 GB file stored on S3 with 1 TB of storage
provisioned, you are billed for 1 GB only. In a lot of other services such as Amazon EC2, Amazon Elastic Block Storage
(Amazon EBS) and Amazon DynamoDB you pay for provisioned capacity. For example, in the case of Amazon EBS
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disk you pay for the size of 1 TB of disk even if you just save 1 GB file. This makes managing S3 cost easier than many
other services including Amazon EBS and Amazon EC2. On S3 there is no risk of over-provisioning and no need to
manage disk utilization. 
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