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QUESTION 1

Your management has asked an external auditor to review all the resources in a specific project. The security team has
enabled the Organization Policy called Domain Restricted Sharing on the organization node by specifying only your
Cloud Identity domain. You want the auditor to only be able to view, but not modify, the resources in that project. What
should you do? 

A. Ask the auditor for their Google account, and give them the Viewer role on the project. 

B. Ask the auditor for their Google account, and give them the Security Reviewer role on the project. 

C. Create a temporary account for the auditor in Cloud Identity, and give that account the Viewer role on the project. 

D. Create a temporary account for the auditor in Cloud Identity, and give that account the Security Reviewer role on the
project. 

Correct Answer: C 

oles/viewer Read access to all resources. Get and list access for all resources. 

Using primitive roles The following table lists the primitive roles that you can grant to access a project, the description of
what the role does, and the permissions bundled within that role. Avoid using primitive roles except when absolutely
necessary. These roles are very powerful, and include a large number of permissions across all Google Cloud services.
For more details on when you should use primitive roles, see the Identity and Access Management FAQ. 

IAM predefined roles are much more granular, and allow you to carefully manage the set of permissions that your users
have access to. See Understanding Roles for a list of roles that can be granted at the project level. Creating custom
roles can further increase the control you have over user permissions. 

https://cloud.google.com/resource-manager/docs/access-control-proj#using_primitive_roles 

 

QUESTION 2

You are building an application that stores relational data from users. Users across the globe will use this application.
Your CTO is concerned about the scaling requirements because the size of the user base is unknown. You need to
implement a database solution that can scale with your user growth with minimum configuration changes. Which
storage solution should you use? 

A. Cloud SQL 

B. Cloud Spanner 

C. Cloud Firestore 

D. Cloud Datastore 

Correct Answer: B 

Cloud Firestore and Cloud Datastore - can easily be eliminated doesn\\'t fall under Relational DB 

 

QUESTION 3
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You need to deploy an application, which is packaged in a container image, in a new project. The application exposes
an HTTP endpoint and receives very few requests per day. You want to minimize costs. What should you do? 

A. Deploy the container on Cloud Run. 

B. Deploy the container on Cloud Run on GKE. 

C. Deploy the container on App Engine Flexible. 

D. Deploy the container on Google Kubernetes Engine, with cluster autoscaling and horizontal pod autoscaling
enabled. 

Correct Answer: A 

Cloud Run takes any container images and pairs great with the container ecosystem: Cloud Build, Artifact Registry,
Docker. ... No infrastructure to manage: once deployed, Cloud Run manages your services so you can sleep well. Fast
autoscaling. Cloud Run automatically scales up or down from zero to N depending on traffic. 

https://cloud.google.com/run 

 

QUESTION 4

You have a Compute Engine instance hosting a production application. You want to receive an email if the instance
consumes more than 90% of its CPU resources for more than 15 minutes. You want to use Google services. What
should you do? 

A. 1. Create a consumer Gmail account. 

2.

 Write a script that monitors the CPU usage. 

3.

 When the CPU usage exceeds the threshold, have that script send an email using the Gmail account and
smtp.gmail.com on port 25 as SMTP server. 

B. 1. Create a Stackdriver Workspace, and associate your Google Cloud Platform (GCP) project with it. 

2.

 Create an Alerting Policy in Stackdriver that uses the threshold as a trigger condition. 

3.

 Configure your email address in the notification channel. 

C. 1. Create a Stackdriver Workspace, and associate your GCP project with it. 

2.

 Write a script that monitors the CPU usage and sends it as a custom metric to Stackdriver. 

3.
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 Create an uptime check for the instance in Stackdriver. 

D. 1. In Stackdriver Logging, create a logs-based metric to extract the CPU usage by using this regular expression: CPU
Usage: ([0-9] {1,3})% 

2.

 In Stackdriver Monitoring, create an Alerting Policy based on this metric. 

3.

 Configure your email address in the notification channel. 

Correct Answer: B 

 

 

QUESTION 5

You are creating a Google Kubernetes Engine (GKE) cluster with a cluster autoscaler feature enabled. You need to
make sure that each node of the cluster will run a monitoring pod that sends container metrics to a third-party monitoring
solution. What should you do? 

A. Deploy the monitoring pod in a StatefulSet object. 

B. Deploy the monitoring pod in a DaemonSet object. 

C. Reference the monitoring pod in a Deployment object. 

D. Reference the monitoring pod in a cluster initializer at the GKE cluster creation time. 

Correct Answer: B 

B is right: https://kubernetes.io/docs/concepts/workloads/controllers/daemonset/ Some typical uses of a DaemonSet
are: 

running a cluster storage daemon on every node running a logs collection daemon on every node running a node
monitoring daemon on every node 

 

QUESTION 6

You have created an application that is packaged into a Docker image. You want to deploy the Docker image as a
workload on Google Kubernetes Engine. What should you do? 

A. Upload the image to Cloud Storage and create a Kubernetes Service referencing the image. 

B. Upload the image to Cloud Storage and create a Kubernetes Deployment referencing the image. 

C. Upload the image to Container Registry and create a Kubernetes Service referencing the image. 

D. Upload the image to Container Registry and create a Kubernetes Deployment referencing the image. 

Correct Answer: D 
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Reference: https://cloud.google.com/kubernetes-engine/docs/tutorials/hello-app 

 

QUESTION 7

Your data team is working on some new machine learning models. They\\'re generating several files per day that they
want to store in a regional bucket. They mostly focus on the files from the last week. However, they want to keep all the
files just to base safe. With the fewest steps possible, what\\'s the best way to lower the storage costs? 

A. Create a Cloud Function triggered when objects are added to a bucket. Look at the date on all the files and move it to
nearline storage if it\\'s older than a week. 

B. Create a Cloud Function triggered when objects are added to a bucket. Look at the date on all the files and move it to
coldline storage if it\\'s older than a week. 

C. Create a lifecycle policy to switch the objects older than a week to coldline storage. 

D. Create a lifecycle policy to switch the objects older than a week to nearline storage. 

Correct Answer: D 

 

QUESTION 8

You are building a pipeline to process time-series data. Which Google Cloud Platform services should you put in boxes
1,2,3, and 4? 

A. Cloud Pub/Sub, Cloud Dataflow, Cloud Datastore, BigQuery 
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B. Firebase Messages, Cloud Pub/Sub, Cloud Spanner, BigQuery 

C. Cloud Pub/Sub, Cloud Storage, BigQuery, Cloud Bigtable 

D. Cloud Pub/Sub, Cloud Dataflow, Cloud Bigtable, BigQuery 

Correct Answer: D 

Reference: https://cloud.google.com/solutions/correlating-time-series-dataflow whenever IOT is present go with
DataStore 

 

QUESTION 9

You want to run a single caching HTTP reverse proxy on GCP for a latency-sensitive website. This specific reverse
proxy consumes almost no CPU. You want to have a 30-GB in-memory cache, and need an additional 2 GB of memory
for the rest of the processes. You want to minimize cost. How should you run this reverse proxy? 

A. Create a Cloud Memorystore for Redis instance with 32-GB capacity. 

B. Run it on Compute Engine, and choose a custom instance type with 6 vCPUs and 32 GB of memory. 

C. Package it in a container image, and run it on Kubernetes Engine, using n1-standard-32 instances as nodes. 

D. Run it on Compute Engine, choose the instance type n1-standard-1, and add an SSD persistent disk of 32 GB. 

Correct Answer: A 

Go to cloud console and create instance select Memorystore with Basic tier, select us-central1 and us-central1-a, and
capacity 32GB, the cost estimate is $0.023/GB/hr 

select VM instance with custom machine type with 6 vCPUs and 32 GB memory, the same region and zone as
Memorystore setting, the cost estimate is $0.239/hr 

Option B will definitely cost more as it adds on CPU usage cost even it uses little in this scenario, but still charge you.
So answer is A from real practice example. 

 

QUESTION 10

You have a workload running on Compute Engine that is critical to your business. You want to ensure that the data on
the boot disk of this workload is backed up regularly. You need to be able to restore a backup as quickly as possible in
case of disaster. You also want older backups to be cleaned automatically to save on cost. You want to follow Google-
recommended practices. What should you do? 

A. Create a Cloud Function to create an instance template. 

B. Create a snapshot schedule for the disk using the desired interval. 

C. Create a cron job to create a new disk from the disk using gcloud. 

D. Create a Cloud Task to create an image and export it to Cloud Storage. 

Correct Answer: B 
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Best practices for persistent disk snapshots 

You can create persistent disk snapshots at any time, but you can create snapshots more quickly and with greater
reliability if you use the following best practices. 

Creating frequent snapshots efficiently 

Use snapshots to manage your data efficiently. 

Create a snapshot of your data on a regular schedule to minimize data loss due to unexpected failure. 

Improve performance by eliminating excessive snapshot downloads and by creating an image and reusing it. 

Set your snapshot schedule to off-peak hours to reduce snapshot time. 

Snapshot frequency limits 

Creating snapshots from persistent disks 

You can snapshot your disks at most once every 10 minutes. If you want to issue a burst of requests to snapshot your
disks, you can issue at most 6 requests in 60 minutes. 

If the limit is exceeded, the operation fails and returns the following error: 

https://cloud.google.com/compute/docs/disks/snapshot-best-practices 

 

QUESTION 11

You\\'re attempting to deploy a new instance that uses the centos 7 family. You can\\'t recall the exact name of the
family. Which command could you use to determine the family names? 

A. gcloud compute instances list 

B. gcloud compute images show-families 

C. gcloud compute instances show-families 

D. gcloud compute images list 

Correct Answer: D 

 

QUESTION 12

You\\'ve setup and tested several custom roles in your development project. What is the fastest way to create the same
roles for your new production project? 

A. Recreate them in the new project. 

B. Use the gcloud iam copy roles command and set the destination project. 

C. In the UI, select the roles and click the Export button. 

D. Use the gcloud iam roles copy command and set the destination project. 
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Correct Answer: D 

 

QUESTION 13

You\\'re working on creating a script that can extract the IP address of a Kubernetes Service. Your coworker sent you a
code snippet that they had saved. Which one is the best starting point for your code? 

A. kubectl get svc -o filtered- json=\\'{.items[*].status.loadBalancer.ingress[0].ip}\\' 

B. kubectl get svc -o jsonpath=\\'{.items[*].status.loadBalancer.ingress[0].ip}\\' 

C. kubectl get svc -o html 

D. kubectl get svc 

Correct Answer: B 

 

QUESTION 14

You need to set a budget alert for use of Compute Engineer services on one of the three Google Cloud Platform
projects that you manage. All three projects are linked to a single billing account. What should you do? 

A. Verify that you are the project billing administrator. Select the associated billing account and create a budget and
alert for the appropriate project. 

B. Verify that you are the project billing administrator. Select the associated billing account and create a budget and a
custom alert. 

C. Verify that you are the project administrator. Select the associated billing account and create a budget for the
appropriate project. 

D. Verify that you are project administrator. Select the associated billing account and create a budget and a custom
alert. 

Correct Answer: A 

Billing Administrator is in between organization and projects, So he can chose and select appropriate project. 

 

QUESTION 15

Your company has a single sign-on (SSO) identity provider that supports Security Assertion Markup Language (SAML)
integration with service providers. Your company has users in Cloud Identity. You would like users to authenticate using
your company\\'s SSO provider. What should you do? 

A. In Cloud Identity, set up SSO with Google as an identity provider to access custom SAML apps. 

B. In Cloud Identity, set up SSO with a third-party identity provider with Google as a service provider. 

C. Obtain OAuth 2.0 credentials, configure the user consent screen, and set up OAuth 2.0 for Mobile and Desktop
Apps. 
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D. Obtain OAuth 2.0 credentials, configure the user consent screen, and set up OAuth 2.0 for Web Server Applications. 

Correct Answer: B 

In Cloud Identity, set up SSO with a third-party identity provider with Google as a service 
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