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QUESTION 1

Which of the following would be a reason to use the PAN-OS XML API to communicate with a Palo Alto Networks
firewall? 

A. To allow the firewall to push User-ID information to a Network Access Control (NAC) device. 

B. To permit syslogging of User Identification events. 

C. To pull information from other network resources for User-ID. 

Correct Answer: A 

 

QUESTION 2

When a user logs in via Captive Portal, their user information can be checked against: 

A. Terminal Server Agent 

B. Security Logs 

C. XML API 

D. Radius 

Correct Answer: D 

 

QUESTION 3

Wildfire may be used for identifying which of the following types of traffic? 

A. URL content 

B. DHCP 

C. DNS 

D. Viruses 

Correct Answer: D 

 

QUESTION 4

Which of the following represents HTTP traffic events that can be used to identify potential Botnets? 

A. Traffic from users that browse to IP addresses instead of fully-qualified domain names, downloading
W32.Welchia.Worm from a Windows share, traffic to domains that have been registered in the last 30 days,
downloading executable files from unknown URL\\'s 
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B. Traffic from users that browse to IP addresses instead of fully-qualified domain names, traffic to domains that have
been registered in the last 60 days, downloading executable files from unknown URL\\'s 

C. Traffic from users that browse to IP addresses instead of fully-qualified domain names, traffic to domains that have
been registered in the last 60 days, downloading executable files from unknown URL\\'s, IRC-based Command and
Control traffic 

D. Traffic from users that browse to IP addresses instead of fully-qualified domain names, traffic to domains that have
been registered in the last 30 days. 

Correct Answer: D 

 

QUESTION 5

Which one of the options describes the sequence of the GlobalProtect agent connecting to a Gateway? 

A. The agent connects to the portal, obtains a list of the Gateways, and connects to the Gateway with the fastest SSL
connect time 

B. The agent connects to the portal and randomly establishes connect to the first available Gateway 

C. The agent connects to the portal, obtains a list of the Gateways, and connects to the Gateway with the fastest PING
response time 

D. The agent connects to the closest Gateway and sends the HIP report to the portal 

Correct Answer: C 

 

QUESTION 6

Which of the following is a routing protocol supported in a Palo Alto Networks firewall? 

A. RIPv2 

B. ISIS 

C. IGRP 

D. EIGRP 

Correct Answer: A 

 

QUESTION 7

You can assign an IP address to an interface in Virtual Wire mode. 

A. True 

B. False 

Correct Answer: B 
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QUESTION 8

In PAN-OS8.0, rule numbers were introduced. Rule Numbers are: 

A. Dynamic numbers that refer to a security policy\\'s order and are especially useful when filtering security policies by
tags 

B. Numbers referring to when the security policy was created and do not have a bearing on the order of policy
enforcement 

C. Static numbers that must be manually re-numbered whenever a new security policy is added 

Correct Answer: A 

 

QUESTION 9

What is the size limitation of files manually uploaded to WildFire 

A. Configuarable up to 10 megabytes 

B. Hard-coded at 10 megabytes 

C. Hard-coded at 2 megabytes 

D. Configuarable up to 20 megabytes 

Correct Answer: A 

 

QUESTION 10

With IKE, each device is identified to the other by a Peer ID. In most cases, this is just the public IP address of the
device. In situations where the public ID is not static, this value can be replaced with a domain name or other text value 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 11

Using the API in PAN-OS 6.1, WildFire subscribers can upload up to how many samples per day? 

A. 500 

B. 50 

C. 1000 
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D. 10 

Correct Answer: C 

 

QUESTION 12

As the Palo Alto Networks administrator responsible for User Identification, you are looking for the simplest method of
mapping network users that do not sign into LDAP. Which information source would allow reliable User ID mapping for
these users, requiring the least amount of configuration? 

A. WMI Query 

B. Exchange CAS Security Logs 

C. Captive Portal 

D. Active Directory Security Logs 

Correct Answer: C 

 

QUESTION 13

For non-Microsoft clients, what Captive Portal method is supported? 

A. NTLM Auth 

B. User Agent 

C. Local Database 

D. Web Form Captive Portal 

Correct Answer: D 

 

QUESTION 14

When adding an application in a Policy-based Forwarding rule, only a subset of the entire App-ID database is
represented. Why would this be? 

A. Policy-based forwarding can only indentify certain applications at this stage of the packet flow, as the majority of
applications are only identified once the session is created. 

B. Policy-based forwarding rules require that a companion Security policy rule, allowing the needed Application traffic,
must first be created. 

C. The license for the Application ID database is no longer valid. 

D. A custom application must first be defined before it can be added to a Policy-based forwarding rule. 

Correct Answer: A 
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QUESTION 15

An enterprise PKI system is required to deploy SSL Forward Proxy decryption capabilities. 

A. True 

B. False 

Correct Answer: B 

ACE VCE Dumps ACE Exam Questions ACE Braindumps

Powered by TCPDF (www.tcpdf.org)

ACE VCE Dumps | ACE Exam Questions | ACE Braindumps                                6 / 6

https://www.passapply.com/ace.html
https://www.passapply.com/ace.html
https://www.passapply.com/ace.html
http://www.tcpdf.org
https://www.passapply.com/ace.html
https://www.passapply.com/ace.html
https://www.passapply.com/ace.html

